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Abstract

Recent advances in micro-electromechanical (MEMS) teldgiyohave led to the development of small, low-
cost, and low-power sensors. Wireless sensor networks @)V/&fe large-scale networks of such sensors, dedicated
to observing and monitoring various aspects of the physicald. In such networks, data from each sensor is ag-
glomerated usingata fusiornto form a single meaningful result, which makes time synolzation between sensors
highly desirable. This paper surveys and evaluates egisfiock synchronization protocols based on a palette of
factors like precision, accuracy, cost, and complexitye @ksign considerations presented here can help developers
either in choosing an existing synchronization protocahatefining a new protocol that is best suited to the specific
needs of a sensor-network application. Finally, the supreyides a valuable framework by which designers can
compare new and existing synchronization protocols.
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1 Introduction

In recent years, tremendous technological advances hatered in the development of low-cost sensors, which
are capable of wireless communication and data proces28h@?, 61, 65]. Wireless sensor networks (WSNs) are
distributed networks of such sensors, dedicated to clasieberving real-world phenomena. Such sensors may be
embedded in the environment or enabled with mobility; they be deployed in inaccessible, dangerous, or hostile
environments. The sensors need to configure themselvesoim@gnication network, in order to collect information
that has to be pieced together to assemble a broader pidttle environment than what each sensor individually
senses. A huge surge of interest in this field has been teddey applications in domains as diverse as military
[16], environmental [7, 8, 63], medical [33], scientific B39, 60, 72, 73], and industrial, civilian, and home netsgor
[9,33,41,69,70], as shown in Table 1. As wireless sensowvar&s become an integral part of the modern era
[6,13,14,22,23,26], addressing the issues in designialy satworks becomes mandatory. Good sources of further
information on wireless sensor networks and the challettggein include surveys authored by Akyildiz et al. [2, 3],
by Culler and Hong [13], by Culler et al. [14], by Tilak et ab4], and by Tubaishat and Madria [66].

In wireless sensor networks, the basic operatioteita fusion whereby data from each sensor is agglomerated
to form a single meaningful result [17,44,71, 74, 76—78]r iRstance, in forest fire monitoring, a forest fire can be
detected by different sensors at different points in timemthe fire enters the range of each sensor. Sensor readings
(e.g., direction or velocity) and timestamps (indicatihg time at which the fire was sensed) are passed along so
that fusion of such information from various sensors wildag to a global result. In this case, it might be the time
elapsed since the fire was first spotted and its direction.fi$ien of individual sensor readings is possible only by
exchanging messages that are timestamped by each sensat’slbck. This mandates the need farammon notion
of timeamong the sensors. Protocols that provide such a commamrafttime areclock synchronizatioprotocols.

Researchers have developed successful clock synchrionizabtocols for wired networks over the past few
decades. These are unsuitable for a wireless sensor emardrbecause the challenges posed by wireless sensor
networks are different and manifold. The most importantedénces are summarized here. First, wireless sensor
networks can contain several thousands of sensors, andvitie deployment is enabled by the fact that sensors
are becoming cheaper and smaller in size. For example, tamyitracking application may consist of hundreds of
thousands of sensors and scalability becomes a major ifsuparticular area needs sudden surveillance it might be
populated with thousands of sensors in an ad-hoc mannethantetwork must be scalable to the change. Second,
self-configuration and robustness become a direct negassirder to function under rapid deployment conditions
and operation in inaccessible or dangerous environmetisd,Tenergy conservation is a very important concern. It
is impossible to provide a power source to each sensor in@welst network, and the small sizes of sensors restrict
the amount of energy that can be stored and procured.

This paper has three objectives. First, it presents a sw¥e&jock synchronization protocols for the rapidly
emerging wireless networks, based on a palette of factans as precision, accuracy, cost, and complexity. The
survey will help a reader choose the most appropriate pobfoc his application. Second, our analysis of issues
underlying synchronization protocols will guide designer defining new protocols tailored to specific applications
of sensor networks. Finally, the survey establishes a frnariefor comparing new and existing clock synchronization
protocaols.

Although there are many surveys on wireless sensor networtist of the existing surveys do not focus on time
synchronization. Culler et al. recently published an oiemof sensor networks in a special issudEBEE Computer
magazine [14]. Tilak et al. [64] present performance metitc sensor networks along with a classification of sensor
networks based on the organization of communicating nodisénva network. Their survey is especially valuable in
its ability to relate the synchronization requirementshi® érganization of a sensor network. Akyildiz et al. wrote an
excellent survey on sensor networks [3]. These authorsisisearious communication protocols based on the layers of
the Open System Interconnection (OSI) model. Several agmaarch issues—including hardware design, modulation
protocols, and strategies to overcome signal propagaffente—are discussed along with various MAC protocols.
Hill et al. [29] discuss various hardware architecturesrfodes in sensor networks. Their survey was published in
a special issue of th€Eommunications of the ACMNn wireless sensor networks. The issue contains variows oth
articles that discuss synchronization issues in theseanksa13,63,71]. The work closest to ours is Elson and
Romer’s discussion of the design principles underlyingchyanization protocols for wireless networks [20].

This paper is organized as follows. Section 2 discussestinedfations of clock synchronization and reviews tra-



Domain Applications |

Military Detection of nuclear, biological, and chemical attacks @me$ence of hazardous materids.
Prevention of enemy attacks via alerts when enemy aircaaétspotted.
Monitoring friendly forces, equipment and ammunition.

Environmental | Forest fire monitoring, flood detection, and earthquakedtiete.
Monitoring ecological and biological habitats.

Civilian Determining spot availability in a parking lot. Active basitracking at the workplace.
Surveillance for security in banks and shopping malls. Migjtraffic monitoring.
Health Tracking and monitoring doctors inside a hospital.
Identifying pre-defined symptoms by telemonitoring humbgpgiological data.
Home and The intelligent home and smart kindergarten, where wisstetworks are
K-12 Education| used in developmental, problem-solving environments.
Scientific Space and interplanetary exploration. Deep undersearaxtiolo.

Subatomic particle study. High-energy physics. Study shaic radiation.

Table 1. Example applications of wireless sensor networks.

ditional synchronization protocols for wired networkstthge not constrained by the peculiar limitations of wireles
sensor networks. It is necessary to understand these pletmcappreciate why new protocols had to be designed
specifically for wireless sensor networks. Section 3 intikeb the reader to clock synchronization in wireless sen-
sor networks by explaining the peculiar characteristicsuafh networks that render the traditional synchronization
protocols ineffective. The section next explains the degidnciples underlying clock synchronization protocas f
wireless sensor networks. It then provides a classificatfaxisting protocols based on synchronization issues and
application-dependent features. Section 4 analyzesalessdsting clock synchronization protocols for wirelessis

sor networks. Section 5 presents a quantitative and gtiditeomparison of clock synchronization protocols. The
conclusions of our survey are given in Section 6.

2 Traditional clock synchronization

2.1 Motivation

In centralized systems, there is no need for synchroninee iecause there is no time ambiguity. A process gets the
time by simply issuing a system call to the kernel. When agigpinocess then tries to get the time, it will get either an
equal or a higher time value. Thus, there is a clear ordeffiegents and the times at which these events occur.

In distributed systems, there is no global clock or commomny. Each processor has its own internal clock
and its own notion of time. In practice, these clocks canlgdsift seconds per day, accumulating significant errors
over time. Also, because different clocks tick at differeates, they may not remain always synchronized although
they might be synchronized when they start. This clearlyepagerious problems to applications that depend on a
synchronized notion of time. For most applications and idlgms that run in a distributed system, we need to know
time in one or more of the following aspects.

e The time of the day at which an event happened on a specificimeaiththe network.
e The time interval between two events that happened on diffenachines in the network.
e The relative ordering of events that happened on differeatthimes in the network.

Unless the clocks in each machine have a common notion of time-based queries cannot be answered. Some
practical examples that stress the need for synchronizatmelisted below.

¢ In database systems, the order in which processes perfodiategpon a database is important to ensure a
consistent, correct view of the database. To ensure the oiglering of events, a common notion of time
between co-operating processes becomes imperative.



e Liskov [43] states that clock synchronization improves pleeformance of distributed algorithms by replacing
communication with local computation. When a nasleneeds to query nod&f regarding a property, it can
deduce the property with some previous information it hasiabode)M and its knowledge of the local time in
nodel/.

e It is quite common that distributed applications and neknyprotocols use timeouts, and their performance
depends on how well physically dispersed processors aeegymchronized. Design of such applications is
simplified when clocks are synchronized.

Clock synchronization is the process of ensuring that mlaylsi distributed processors have a common notion of
time. It has a significant effect on many areas like secuyisyesns, fault diagnosis and recovery, scheduled opegation
database systems, and real-world clock values.

2.2 Clocks in distributed systems

In distributed systems where each machine has its own pdiydack, we have seen that clock synchronization is of
significant importance. Before delving into the details yiichronizing clocks, we define the notion of a clock. A
computer clocks an electronic device that counts oscillations in an ately-machined quartz crystal, at a particular
frequency. Itis also defined as an ensemble of hardware divwbse components used to provide an accurate, stable,
and reliable time-of-day function to the operating system its clients. Computers clocks are essentially timerg Th
timer counts the oscillations of the crystal, which is ags®ed with acounter registeand aholding register For each
oscillation in the crystal, the counter is decremented bg. &dhen the counter becomes becomes zero, an interrupt is
generated and the counter is reloaded from the holdingtezgicherefore, it is possible to program a timer to generate
an interrupt 60 times a minute, where each interrupt is daltdock tick by setting an appropriate value in the holding
register. At each clock tick, the interrupt procedure inoeats the clock value stored in memory.

The clock value can be scaled to get the time of the day; thdtrean be used to timestamp an event on that
computer. In practice, the quartz crystals in each of thehinas in a distributed system will run at slightly different
frequencies, causing the clock values to gradually divrama each other. This divergence is formally called¢hark
skew which can lead to an inconsistent notion of time. Clock $yonization is performed to correct this clock skew
in distributed systems. There are two broad ways to achigse t

e Clocks are synchronized to an accurate real-time standat)iTC (Universal Coordinated Time). Clocks that
must not only be synchronized with each other but also hawateere to physical time are termpHysical
clocks Such clocks are the subject of this paper.

e For applications in which causality-based logical time barsubstituted for real time (e.g., mutual exclusion
requires only the logical condition that no two processeess the critical section concurrently), clocks are
relatively synchronized to each other because the reqeineias only to provide an ordering of events, and
not the exact real-world time at which each event occured. ckks that provide only relative synchrony,
only causality-based consistency of clocks matters assgaptm synchrony with respect to physical time. Such
clocks are denoted by (causality-badedjcal clockg37, 38]. Synchronizing such clocks will not be considered
in this paper.

2.3 Clock inaccuracies

We require the following definitions. For any two cloaks andC}, Figure 1 gives our terminology, which is consis-
tent with previous definitions [46, 47, 50].

The termsoftware clockhormally refers to the time in a computer clock to stress ithatjust a counter that gets
incremented for crystal oscillations. The interrupt handhust increment the software clock by one every time an
interrupt (i.e., a clock tick) occurs. Most common clock dwaare is not very accurate because the frequency that
makes time increase is never exactly right. Even a frequdeeiation of just).001% would cause a clock error of
about one second per day. This is also a reason why clockrpaafae is often measured with very fine units like one
PPM (Part Per Million).



Time: The time of a clock in a machineis given by the functiorC;, (¢), whereC,(t) = ¢ for a perfect clock.

Frequency : Frequency is the rate at which a clock progresses. The fregua timet of clock C,, is C; (t).

Offset: Clock offset is the difference between the time reported blpek and theeal time The offset of the clockC,
is given byC, (t) — t. The offset of clockC,, relative toC; at timet > 0 is given byC, (t) — Cy(2).

Skew: The skew of a clock is the difference in the frequencies ofclbek and the perfect clock. The skew of a clock
C, relative to clockCy, at timet is (Cy (t) — Cy(1)).
If the skew is bounded by, then as per Equation 1, clock values are allowed to divergerate in the range of
1—ptol+p.

Drift (rate): The drift of clockC,, is the second derivative of the clock value with respectrtetinamelyC? (¢). The
drift of clock C,, relative to clockC,, at timet is (Cy, (t) — Cy'(t)).

Figure 1. Clock terminology.

Consider the physical clock synchronization of machines distributed system to UTC. At any point of time, if
the time at UTC ig, the time in the clock of machineis C,(¢). In a perfect world(),(¢) = ¢ for all p and allt. This
meansil—f = 1. However, due to the clock inaccuracy discussed above & {ittock) is said to be working within its
specification if

dc
l—p< — <1 1
ps—r<ltp 1)

where constanp is the maximum skew rate specified by the manufacturer. Eig@uHustrates the behavior of fast,
slow, and perfect clocks with respect to UTC.

Fast Clock
dC/dt>1
Perfect Clock
dC/dt=1

Slow Clock
dC/dt<1

Clock time, C

UTC, t

Figure 2: Behavior of fast, slow, and perfect clocks with respect TaQU

2.4 Clock synchronization protocols

The requirements of a clock synchronization protocol atedi in Figure 3. Numerous clock synchronization protocols
have been developed in the past few decades. Some of theeatatve protocols are discussed next.

2.4.1 Remote clock reading method

Clock synchronization between any two nodes is generaltpmplished by message exchanges, which allow one
of the nodes to estimate the time in the other node’s clockceGhe time difference between the clocks of the
nodes is computed, the clocks can be corrected or adjustethtm tandem. In the presence of non-deterministic
and unbounded message delays, messages can get delayetilgrbivhich makes synchronization very difficult.
The effectiveness of a synchronization protocol centersradt its ability to prevent non-deterministic messageydela
from affecting the quality of synchronization.



e The protocol should cope with unreliable network transiisand unbounded message latencies.

e When synchronizing two nodes, each node must be able toatstiime local time on the other node’s clock. This

is not a trivial issue due to non-deterministic messageydddatween the nodes in a distributed system.

e Time must never run backward. This implies that clocks mesgtadually and gracefully advanced until the
correction is achieved, rather than being outright set back

e Synchronization overhead must not degrade system perfamena

Figure 3: Requirements of clock synchronization protocols.

Cristian defined th&®emote Clock Readingethod, which handles unbounded message delays betwemspes
[11]. This protocol is also used by other clock synchrorgzimethods [28, 51]. When a process wants a time estimate
of a remote process, it sends a time request and waits foethete process to respond. When it receives the response,
the process calculates the round-trip as the differenaedset the time at which it initiated the request and the time
at which it received the response. The response contairestimate of the time on the remote process. On obtaining
such a response, it corrects its local clock to the sum of stiemate and half the round-trip time. Several trials are
performed because the message delay is non-determimidttba trial which offers the least round-trip time is chasen
alternately, the average of multiple trials is chosen. t@&iss method synchronizes several clients to an accurate t
service (Universal Coordinated Time) using the remotelcteading method, as shown in Figure 4 and illustrated in
Figure 5.

e Aclient sends a message to the server requesting a timestathis message be initiated at timfig local to the
client.

e The server then returns a message holding the timestamp.). S:im. is the local time at the server.
e The client receives this message at its local time, Bay,

e The client then sets its time 8. (accurate time from the server) #3(-75)/2 (time required to transmit th
message).

1%

e To ensure accuracy, several round-trips are made and thegavis used or the shortest round-trip is used.

Figure 4: Cristian’s synchronization protocol.

Client ——---------

Request

Timeserver- - - — — — — - - -\ J_ _ _ _______

Figure 5. Remote Clock Reading [11].

Drawbacks: A disadvantage of Cristian’s protocol is that the time foy amessage to be sent is highly variable due



to network traffic and message routing. These factors aremlgthard to measure accurately but also unpredictable.
This protocol also induces a high complexity in terms of thenber of message exchanges, and there is no definitive
means of deciding how many trials must be performed to rea@teurate round-trip time estimate.

2.4.2 Time transmission method

Arvind [4] defined theTime Transmission Protocol (TTRYhich is used by a node to communicate the time on its
clock to a target node. The target node then estimates tleeitithe source node by using the message timestamps
and message delay statistics.

Algorithm: Assume thai\/ is the source node arflis the target node. The algorithm for estimating the timevery

in Figure 6. Equation 2 gives the specific formula to estintfagetime.

e M sends a series of synchronization messagés fthei!” message is sent at tirfie of M’s clock and received
attimeR; of S’s clock.

e S estimates\/’s time as,

Test = Rn - (R(n) — T(n)) + d (2)
where,
R(n) = % S R, T(n)= % Sor @3)
i=1 i=1

—d is the estimate of the expected value of message delay.
— R, is the time at which the!" message is received by S.

e T, is the target’s estimate of the time at the source. Once e ¢in the source is estimated, the target corrects
its local clock to achieve synchronization.

Figure 6: The Time Transmission algorithm [4].
Derivation: The derivation of formula (2) in Figure 6 is as follows.
e The actual timel,.; on the source nod&!’s local clock is
Toct = Ry — 6n 4
whered,, is the offset between clocksandM .

e Sinced, is not determinable, the average value av@nessages is
5(n) = 1 > 6 (5)
=20

e From this formulation, we get, -
Tapprom - Rn - 6(”) (6)

e Thei'" message is received &tonly d; units after it is transmitted b/ .

R; =T; +d; +9; ()
It follows that, B B B _
6(n) = R(n) = T'(n) — d(n) (8)
Rearranging, we get B B B
Tappro;ﬂ = Rn - R(TL) + T(TL) + d(n) (9)



As individual message delays are not knowly) is replaced withd, an expected value of message delay.
Topprow NOW becomes i i )
T.st = Ry, — R(n) + T(n) + d. (10)

Drawbacks: The protocol involves a large number of synchronizationsagss, resulting in a high computational
overhead. The number of messages required for synchramzatiuces the applicability of the protocol.

2.4.3 Offset delay estimation method

The Offset Delay Estimatiomethod is employed by thdetwork Time Protocol (NTHY%8] which is widely used for
clock synchronization on the Internet. The design of NTRIwes a hierarchical tree of time servers. The primary
server at the root synchronizes with the UTC. The next legetains secondary servers, which act as a backup to the
primary server. At the lowest level is the synchronizatiobrset which has the clients.

Clock offset and delay estimation: In practice, a source node cannot accurately estimate thétlme on the target
node due to varying message or network delays between tresnddhis protocol employs a very common practice
of performing several trials and chooses the trial with theimum delay. Recall that Cristian’s remote clock reading
method [11] also relied on the same strategy to estimateagesielay.

T T,
B / \
A
Ts Ty

Figure 7: Offset and delay estimation [48].

Figure 7 shows how NTP timestamps are numbered and exchhegeden peerd andB. LetTy, 1,13, Ty be
the values of the four most recent timestamps as shown. Asslat clocksA and B are stable and running at the
same speed. Let= 77 — T3 andb = Ty — T4. If the network delay difference from to B and fromB to A, called
differential delay is small, the clock offsef and roundtrip delay of B relative to A at timeT, are approximately
given by the following.

a+b
2 3
Each NTP message includes the latest three timestdimgs andT5, while T, is determined upon arrival. Thus,

both peersd andB can independently calculate delay and offset using a shidleectional message stream as shown
in Figure 8. The NTP protocol is shown in Figure 9.
Drawbacks: The offset delay estimation protocol is similar to Cristsamethod [11] due to its averaging approach.
The disadvantage of both methods is that they lead to a higthsgnization overhead in terms of message complexity
and reduced accuracy. However, accuracy of the networkghogcol is better than for Cristian’s protocol because
delays are partly compensated.

0:

S=a—b (11)



Server A

[\

Server B Tis

Figure 8: Timing diagram for the two servers [48].

e A pair of servers in symmetric mode exchange pairs of timimgsages.

o A store of data is then built up about the relationship betwiée two servers (pairs of offset and delay).
Specifically, assume that each peer maintains péird¥;), where
O; - measure of offsett)
D; - transmission delay of two messagék (

e The offset corresponding to the minimum delay is chosen.

Specifically, the delay and offset are calculated as folloAssume that message takes timet to transfer and
m/ takest’ to transfer.

— The offset between A's clock and B’s clockds If A’s local clock time isA(¢) and B’s local clock time is
B(t), we have

A(t)=B(t)+ 0O 12)

Then,
Ti2=Ti3+t+0 (13)
Ti=Ti—1— 0+t (14)

Assumingt = t/, the offsetO; can be estimated as:

O; =(Ti—2 —Ti—3+Ti-1 —T3)/2 (15)
The round-trip delay is estimated as:

D; = (Ti = Ti-3) — (Ti—1 — Ti-2) (16)

— The eight most recent pairs ab(, D;) are retained.
— The value of0; that corresponds to minimum; is chosen to estimat®@.

24.4

The set-valued estimation method [40] is particularly ukef systems where modeling uncertainty is not directly
captured by a priori models. Assume that a distributed systensists of processo#3, fori = 1,..., N. Lett;
denote the local time on the clock for procesBarWe assume that the local timgsandt; on processor$; and P;,

Figure 9: The Network Time Protocol synchronization protocol [48].

Set-valued estimation method

respectively, can be related by the linear equation:

ti :ai»t--i- 35
7% b] (17)



wherea;; andb;; represent the relative skew and offset between the two feasglocks.
For any two processorB; and P; which pass messages between each other, the protocol wertsoan in
Figure 10.

e Processol’; sends oufV messages to processBy at local timeg, for k =1,..., N.

e ProcessorP; receives replies to these messages from proceBsat timest;, and each received message| is
stamped witht;;, and the local timet;, when processoP; received thek!” message. The message-passing
events betwee?; and P; are shown in the space-time diagram in Figure 11.

e When the last reply is received from proces#yr the originating processdr; has a set of time-stamped tripleg
(%7 tjk 3 m) (18)

Using the triples, a graph is plotted with the local time oogassorP; on the X-axis and local time on processor
P; on the Y-axis. Each data triple can be plotted as an errorlsashown in Figure 12. The relative drift; and
the relative offseb;; are determined from the slope and Y-intercept of any linephases through all of the error
bars.

Figure 10: The Set-valued Estimation protocol, shown for a pair otpsses’; and P; [40].

Figure 11: Message passing betwe&hand P; [40].

timing uncertainty

Wl T N

Figure 12 Data triples plotted with the local time @f; on the X-axis and the local time @f; on the Y-axis [40].

Clock correction: Clock correction is performed using an algorithm by Dolewalkef18], which works as follows.
Synchronization proceeds in rounds and the interval batwgechronization rounds is predefined. The node that first



reaches the end of the synchronization round is obviouslydhtest, and all other nodes have to adjust their rate to
match the rate of this node.

There are two tasks associated with each ntiaes, monitorandmessage handlelf a node reaches the end of the
synchronization period before receiving any message frii@raodes, it performs the time monitor task by sending a
message to every other node indicating that it has reacleeghith of its synchronization period first. Every other node
will execute the message handler to process the incomingagesnd adjust its clock to the fastest clock.

Drawbacks: The advantage of this protocol is that every node tries teaaa synchronizer at the same time and
at least one succeeds. There is no single point of failurecaged with the system. However, message corruption
and message losses might greatly degrade the accuracyditioadthere is a possibility of instability during clock
correction because nodes always seek to adjust their cibek o match the fastest clock in the network. If a processor
P, overcorrects its clock (e.g., because of variations in agss$ransmission delays), this will trigger a new round of
corrections as all other nodes will try to match the new clatk of P;. Worse yet, this phenomenon may repeat itself
and continue indefinitely, leading to faster and fasterlkclates throughout the network.

3 Clock synchronization in wireless sensor networks

The traditional clock synchronization protocols surveyethe previous section are widely used in wired networks.
However, they are not suitable for wireless sensor netwfimka variety of reasons that we discuss in this section.
Clock synchronization in wireless sensor networks reguirewver and more robust approaches. A thorough under-
standing of the challenges posed by wireless sensor nedvimdcucial for the successful design of synchronization
protocols for such networks. This section examines thegdgsiinciples for clock synchronization in wireless sensor
networks, and then classifies various such synchronizptisiocols.

3.1 Challenges of sensor networking

Wireless sensor networks have tremendous potential bedhag will expand our ability to monitor and interact
remotely with the physical world. Smart sensors have thitylbd collect vast amounts of hitherto unknown data,
which will pave the way for a new breed of computing applicasi as we showed in Table 1. Sensors can be accessed
remotely and placed where it is impractical to deploy dath@ower lines. Nodes can be spaced closely, yielding fine-
grained pictures of real-world phenomena that are cuyemdideled only on a large scale. However, to exploit the full
potential of sensor networks, we must first address the @edinhitations of these networks and the resulting tecahic
issues. Evidently, sensor networks can be best exploiteghplications that perform data fusion to synthesize global
knowledge from raw data on the fly. Although data fusion reegithat nodes be synchronized, the synchronization
protocols for sensor networks must address the followiagfes of these networks.

3.1.1 Limited energy

While the efficiency of computing devices is increasing dapithe energy consumption of a wireless sensor network
is becoming a bottleneck. Due to the small size and cheajrhildy of the sensors, sensor networks can employ
thousands of sensors. This makes it impossible to wire efdhese sensors to a power source. Also, the need
for unmanned operation dictates that the sensors be batbevgred. Since the amount of energy available to such
sensors is quite modest, synchronization must be achielxld wreserving energy to utilize these sensors in an
efficient fashion.

3.1.2 Limited bandwidth

In wireless sensor nets, much less power is consumed ingsincedata than transmitting it. Presently, wireless com-
munication is restricted to a data rate in the order of 10-Klifi6s/second [21]. Pottie and Kaiser [55] have shown that
the energy required to transmit 1 bit over 100 meters, whichjoules, can be used to execute 3 million instructions.
Bandwidth limitation directly affects message exchangeerag sensors, and synchronization is impossible without
message exchanges.
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3.1.3 Limited hardware

The hardware of a sensor node is usually very restrictedalite $mall size. A typical sensor node like the Berkeley
Mica2 mote [35] has a small solar battery, an 8-bit CPU thasrat a speed of 10MHz, 128KB to 1IMB memory, and

a communication range of less than 50 meters. Hill et al. E28¥eyed some sensor network platforms as well as
the most popular sensor architectures, such as Spec, Sistaitdel’'s Imote [32], and Stargate. Figure 13 illustgate
the configuration of a typical sensor node. The restrictmmgomputational power and storage space pose a huge
challenge. The size of a sensor cannot be increased betawsdd make it more expensive and consume more power.
This would prevent the deployment of thousands of sensoesioslhich is usually required for efficient operation of
several critical applications.

1 Kbps—1Mbps,
'lZlBKB—lMB - 3-100 meters
Limited Storage ‘ Transceiver Lossy Transmissions

Memory L Embedded

Processor 8—Dit, 10 MHz,
L Slow Computations

Sensors i
66% of Total Cost
Requires Supervisio Battery Limited Lifetime

Figure 13 Sensor node hardware for Mica mote [29].

|

3.1.4 Unstable network connections

An implicit advantage usually available to a wireless natwg mobility. Mobile ad-hoc networks are becoming
increasingly popular and the following issues must be axfdre.

e The communication range of the mobile sensors is very lariteughly 20-100 metres), which makes message
exchanges between sensor nodes difficult.

e A wireless medium is unshielded to external interferena this may lead to a high percentage of message
loss.

e A wireless connection suffers from a restricted bandwidith imtermittent connectivity.

e The network topology frequently changes due to the molilitthe nodes. Dynamic reconfiguration becomes
necessary.

3.1.5 Tight coupling between sensors and physical world

WSNs seek to monitor real-world phenomena and the netwaosigdes tailored to the specific environment being
sensed. Therefore, as WSNs are used for critical and diepeations like military tracking, forest fire monitogn

and geographical surveillance, the network has to be &l suit the application. For instance, sensors can be used
to measure temperature, light, sound, or humidity, and pipdication (e.qg., forest fire monitoring) decides the type o
sensors to be used (e.g., temperature sensors).

3.2 Design principles of clock synchronization in sensor ri@orks

Researchers have developed a wide variety of clock syndation protocols for traditional wired networks over the
past few decades, as surveyed in Section 2. However, due feettuliar characteristics, limitations, and the dynamic
nature of wireless sensor networks, as seen in Sectiorh@dge protocols cannot be applied directly. Several importa
design considerations are listed next.
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3.2.1 Energy efficiency

e External time standard (GPS) usage

In sensor nets, energy conservation is very important. ifioadl protocols like NTP [48] and TEMPO [28]
use an external standard like GPS (Global Positioning 8yste UTC (Universal Time) to synchronize the
network to an accurate time source. However, the use of GB&spohigh demand for energy which is usually
not available in sensor networks. This makes it difficult taimtain a common notion of time.

e Mode of transmission

Reduction of energy is achieved by choosing to transmit oudtiple short distances instead of a single long
path. This translates into either a lower transmit powerligher data transmission speed over a given distance.
Either one will decrease the total end-to-end energy netalegdnsmit a packet of data. This implies that in
large sensor networks, data is transmitted in sequencespst Imstead of a single long path from the sender to
the receiver.

e Proactive versus reactive routing

A proactive protocol keeps track of all the nodes in a nodeiglmborhood, having total knowledge of all possible
routes at all times. Reactive protocols do not maintaininguihformation proactively and find routes only when
they need them. A reactive protocol leads to energy saviagause nodes do not waste energy by attempting to
maintain synchronization at all times. Nodes are awakengdwhen they are needed. Elson et al.'s Reference
Broadcast Synchronization (RBS) [19] uses a similar temimj callecpost-facto synchronization

3.2.2 Infrastructure

In many critical sensor applications, the network is deptbin an ad-hoc fashion. Ad-hoc networks are networks of
mobile wireless sensors in which the mobile nodes congtahtinge their neighborhood and the configuration. This
denies the convenience of having an infrastructure like INTBP, which has several layers of servers that provide an
accurate source of time. In ad-hoc sensor networks, thesnodet cooperate to organize themselves into a network
and resolve contention for the available bandwidth. Thaskstbecome more complex if the number of nodes grows
or if the relationship among nodes changes rapidly, foaims¢, because of mobility.

3.2.3 End-to-end latency

Traditional wired networks are fully connected networksimnich the variability in the propagation and (intermedjate
queuing delay is relatively small. In addition, any node sand a message directly to another node at any point in
time. This implies a constant end-to-end delay throughleaittetwork and provides a close approximation for the
actual latency. Sensor nets may be large in size and havat®ai with mobility and wireless transmission over a
shared medium. These features make it impractical to asaigimgle latency bound between the ends of the network.
Sensor nets therefore need localization algorithms toaethislatency erroras well as thégitter, the unpredictable
variation in transmission times. Also, protocols that assa fully connected network cannot be applied to multi-hop
sensor networks.

3.2.4 Message loss and message delivery

Fault-tolerant algorithms for traditional wired netwotk@ndle message loss by sending extra messages. This ensures
that every node participates in the synchronization, legthh better operation. Several protocols for wired network
employ the averaging method to compute the delay betweembsles, which is a critical aspect in maintaining
synchronized time. Message loss handling and estimatirsgage delay by averaging are not desirable in sensor nets
because of the following reasons.

e Transmission of every bit requires energy and multiple mgsdransmissions to estimate average delays lead
to higher energy requirements.
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e Message delivery is very unreliable due to the dynamic eatfithe network, the intermittent connectivity, and
the limited communication range of each node.

3.2.5 Network dynamics

A stationary sensor network, without any mobility, usuatiguires an initial set-up before beginning operation. How
ever, if the application demands a higher population of sade particular part of the network, the addition of extra
nodes changes the neighborhood of each node and the cotifigushithe network. Dynamic sensor networks add
further challenges because the nodes are mobile. Mobiligéetlly leads to a frequent change in topology of the net-
work. Hence, the protocols used for such networks, whetaépaary or dynamic, must ensure self-configuration (by
use of suitable neighborhood definition or leader electimtqeols) to achieve synchronization.

3.3 Classification of synchronization protocols

Wireless sensor networking can be applied to a wide rang@mifcations, from simple parking lot monitoring to
safety-critical applications like earthquake detectids. most networks are very closely coupled to the application
the protocols used for synchronization differ from eacheoth some aspects and resemble each other in other aspects.
We classify synchronization protocols based on two kindeafures.

1. Synchronization issues

2. Application-dependent features

3.3.1 Synchronization issues

Wireless sensor networks provide answers to user queriissing data from each sensor to form a single answer or
result. To accomplish thidata fusion it becomes necessary for these sensors to agree on a conatimm af time.

All the participating sensors can be enveloped in a comnmoe $icale by either synchronizing the local clocks in each
sensor or by just translating timestamps that arrive at amento the local clock times. Various options are now

described.

e Master-slave versus peer-to-peer synchronization

Master-slave. A master-slave protocol assigns one node as the master @athitr nodes as slaves. The slave
nodes consider the local clock reading of the master as fheeree time and attempt to synchronize with
the master. In general, the master node requires CPU ressoprrgportional to the number of slaves, and
nodes with powerful processors or lighter loads are asdigmée the master node. Mock et al. [49] have
adopted the IEEE 802.11 clock synchronization protocol tduiés simple, non-redundant, master/slave
structure. Ping’s protocol [54] also adheres to the madtere mode.

Peer-to-peer. Most protocols in the literature, such as RBS [19], Romerstgrol [56], the protocol by
PalChaudhuri et al. [53], the time diffusion protocol by $u&kyildiz [62], and the asynchronous diffu-
sion protocol of Li and Rus [42] are based on a peer-to-pegctsire. Any node can communicate directly
with every other node in the network. This eliminates thke omaster node failure, which would prevent
further synchronization. Peer-to-peer configurationsraffiore flexibility but they are also more difficult
to control.

e Clock correction versus untethered clocks

Clock correction. Most methods in practice perform synchronization by cdimgahe local clock in each node
to run on par with a global time scale or an atomic clock, whigchsed to provide a convenient reference
time. The protocol of Mock et al. [49] and Ping’s protocol [24e based on this method. The local clocks
of nodes that participate in the network are corrected eitistantaneously or continually to keep the
entire network synchronized.

13



Untethered clocks. Achieving a common notion of time without synchronizatisfbecoming popular, because
a considerable amount of energy can be saved by this appi@B8&[19] builds a table of parameters that
relate the local clock of each node to the local clock of ewdher node in the network. Local timestamps
are then compared using the table. In this way, a global trakeds maintained while letting the clocks
run untethered. Romer [56] uses the same principle. Whesstammps are exchanged between nodes, they
are transformed to the local clock values of the receivindgenal he round-trip delay between two nodes
and the idle time of a message are taken into consideration.

¢ Internal synchronization versus external synchronization

Internal synchronization. In this approach, a global time base, caltedl-timeg is not available from within
the system and the goal is to minimize the maximum differdreteveen the readings of local clocks of
the sensors. The protocol of Mock et al. [49] uses internatkyonization.

External Synchronization. In external synchronization, a standard source of time ssck/niversal Time

(UTC) is provided. Here, we do not need a global time basessivechave an atomic clock that provides
actual real-world time, usually callagference time The local clocks of sensors seek to adjust to this
reference time in order to be synchronized. Protocols |ik& 48] synchronize in this fashion because
external synchronization is better suited to loosely cedpletworks like the Internet. Most protocols in
sensor networks do not perform external synchronizatidassrthe application demands it, because en-
ergy efficiency is a primary concern and employing an extidgimm source typically induces high-energy
requirements.
Internal synchronization usually leads to a more correetrajon of the system, while external synchro-
nization is primarily used to give users convenient refeesiime information. Note that internal synchro-
nization can be performed in a master-slave or peer-tofashion. External synchronization cannot be
performed in a peer-to-peer fashion; it requires a mastde mehich communicates with a time service
like GPS to synchronize the slaves and itself to the referéine.

e Probabilistic versus deterministic synchronization

Probabilistic synchronization. This technique provides a probabilistic guarantee on themmam clock off-
set with a failure probability that can be bounded or deteedi The reasoning behind a probabilistic
approach is that a deterministic approach usually forcessyimchronization protocol to perform more
message transfers and induces extra processing. In a sgirefeironment where energy is scarce, this
can be very expensive. The protocol of PalChaudhuri et &}.ifba probabilistic variation of RBS [19].
Arvind [4] defined a probabilistic protocol for wired netvis:

Deterministic synchronization. Arvind [4] defines deterministic algorithms as those thaargntee an upper
bound on the clock offset with certainty. Most algorithmghe literature are deterministic. Sichitiu and
Veerarittiphan’s protocol [58] is centered on a deterntiaialgorithm. RBS [19] and the time-diffusion
protocol [62] are also deterministic.

e Sender-to-receiver versus receiver-to-receiver synchragzation

Most existing methods synchronize a sender with a receiydramsmitting the current clock values as
timestamps. As a consequence, these methods are vuln@raat@ance in message delay. Newer methods
such as RBS [19] perform synchronization among receivengjuke time at which each receiver receives
the same message. Such an approach reducdisnireritical path which is the path of a message that
contributes to non-deterministic errors in the protocol.

Sender-to-receiver synchronization.This traditional approach usually happens in three steps.

1. The sender node periodically sends a message with itstiozaas a timestamp to the receiver.
2. The receiver then synchronizes with the sender usingrttestamp it receives from the sender.

3. The message delay between the sender and receiver isatadchy measuring the total round-trip
time, from the time a receiver requests a timestamp untilithe it actually receives a response.
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The drawbacks of this approach are obvious. There is a @immmessage delay between the sender and
the receiver. The variance is due to network delays (promimemulti-hop networks) and the workload

in the nodes that are involved. Most methods compute theageanessage delay after performing many
trials, during which they lose accuracy and add further loe@ad. Also, optimization of the time taken by
the sender to prepare and transmit the message, and theakierelty the receiver to process the message
must be considered.

Receiver-to-receiver synchronization.This approach exploits the property of the physical broadeedium
that if any two receivers receive the same message in sigpdransmission (see below), they receive it
at approximately the same time. Instead of interacting wisender, receivers exchange the time at which
they received the same message and compute their offset badbe difference in reception times. The
obvious advantage is the reduction of the message-del@anear This protocol is vulnerable only to the
propagation delay to the various receivers and the diffa&rein receive time.

Table 2 classifies the various protocols for clock synchration, based on the analysis in this section.

SYNCHRONIZATION ISSUES
Protocol Master-slave vs.| Internal vs. | Probabilistic vs. | Sender-to-receiver vs|  Clock
Peer-to-Peer External Deterministic Receiver-to-receiver | Correction

RBS [19] Peer-to-peer Both Deterministic Receiver-to-receiver No

Romer [56] Peer-to-peer Internal Deterministic Sender-to-receiver No

Mock et al. [49] Master/slave Internal Deterministic Receiver-to-receiver Yes
Ganeriwal et al. [25] Master/slave Both Deterministic Sender-to-receiver Yes
Ping [54] Master/slave Both Deterministic Sender-to-receiver Yes
PalChaudhuri et al. [53] Peer-to-peer Both Probabilistic Receiver-to-receiver No
Sichitiu and Veerarittiphan [58] Peer-to-peer Internal Deterministic Sender-to-receiver Yes
Time-diffusion protocol [62] Peer-to-peer Internal Deterministic Receiver-to-receiver Yes
Asynchronous diffusion [42] Peer-to-peer Internal Deterministic Sender-to-receiver Yes

Table 2. Classification based on synchronization issues.

3.3.2 Application-dependent features

e Single-hop versus multi-hop networks

Single-hop communication. In a single-hop network, a sensor node can directly comnatmiand exchange
messages with any other sensor in the network. However, mingjess sensor network applications
span several domains or neighborhoods. (Nodes within éhbeipood can communicate via single-
hop message transmission.) The network is often too larg&jng it impossible for each sensor node
to directly exchange messages with every other node. ElsdrRamer [20] show that a single latency
bound cannot be assumed. Protocols such as those by Mock4&t]laGaneriwal et al. [24, 25], Ping [54],
and PalChaudhuri et al. [53] are based on single-hop conwation; however, they can be extended to
multi-hop communication.

Multi-hop communication. The need for multi-hop communication arises due to the ammen the size of
wireless sensor networks. In such settings, sensors in @ma@id communicate with sensors in another
domain via an intermediate sensor that can relate to botraoh@nil9]. Communication can also occur
as a sequence of hops through a chain of pairwise-adjacesdise RBS [19], Ping’s protocol [54], the
protocol by PalChaudhuri et al. [53], and Su and Akyildizae-diffusion protocol [62] can be suitably
extended to handle multi-hop communication.

e Stationary networks versus mobile networks

Most sensor networks are tightly coupled to the applicadioshsynchronization protocols vary depending on the
application at hand. Mobility is an inherent advantage ofr@less environment but it induces more difficulties
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in achieving synchronization. It leads to frequent charigasgetwork topology and demands that the protocol
be more robust.

Stationary networks. In stationary sensor networks, the sensors do not move. Ample is a network of
sensors for monitoring the motion of a vehicle in a certagaai-or these sensor networks, the topology
remains unchanged once the sensors are deployed in therement. The protocols used by RBS [19],
Mock et al. [49], Ganeriwal et al. [24, 25], and PalChaudletal. [53] are geared to stationary networks.

Mobile networks. In a mobile network, the sensors have the ability to move, theg connect with other
sensors only when entering the geographical scope of tlersmes. The scope of a mobile sensor is the
communication range up to which it can communicate and ssfely exchange messages with other
sensors. Romer [56] shows the need for a robust protocogchmtan handle the frequent changes in
network topology due to the mobility of the nodes. The changepology is often a problem because it
requires resynchronization of nodes and recomputatiomeoheighborhoods or clusters.

e MAC-layer based approach versus standard approach

The Media Access Control (MAC) layer is a part of the Data Lirayer of the Open System Interconnection
(OSI) model. This layer is responsible for the following étions.

— Providing reliability to the layers above it with respecthi@ connections established by the physical layer.

— Preventing transmission collisions so that the messagsrtrssion between one sender and the intended
receiver node(s) does not interfere with transmission hgratodes.

MAC protocols effectively utilize the MAC layer to achievetter energy efficiency, which is crucial in sensor
networks. The IEEE 802.11 MAC protocol [31] is widely usedtvé&ral variations of this protocol have been
defined for the purpose of controlling power consumptionjuding the protocols listed below. A survey by
Chen et al. [10] compares some of these protocols.

— S-MAC (Sensor-MAC) [75]

— PAMAS (Power-Aware Multi-Access Protocol) [59]

— EC-MAC (Energy-Conserving MAC) [34]

— PRMA (Packet-Reservation Multiple Access MAC) [27]

— DQRUMA (Distributed-Queuing Request Update Multiple Assp[36]

— MDR-TDMA (Multiservice Dynamic Reservation TDMA) [52].
Reference Broadcast Synchronization [19] does not rely & Mrotocols in order to avoid a tight integration
of the application with the MAC layer. The protocols used bgd¥ et al. [49], Ganeriwal et al. [24, 25], and

Sichitiu and Veerarittiphan [58] rely on the CSMA/CA protbéor the MAC layer. A survey of MAC protocols
for sensor networks is given by Jones et al. [34].

Table 3 classifies the various protocols for clock synchration, based on the analysis in this section.

4 Discussion of synchronization protocols

In the previous section, we analyzed the issues underlyinghgonization in sensor networks. Now we summarize
various existing synchronization protocols and theirtiefeships to the above issues. We also discuss the relative a
vantages and disadvantages of these protocols. Giverethsdisnetworks are generally closely tied to the real-world
environment that they monitor, different networks will leadlifferent characteristics affecting their synchrorimat
requirements. For this reason, some of the protocols thatiseeiss below will be more suitable than others in some
cases and vice versa.

We will specifically consider the following protocols.
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Application-dependent features

Protocol Single-hop vs. Multi-hop] MAC layer vs. Standard Geared to Mobility
RBS [19] Both Standard No
Romer [56] Both Standard Yes
Mock et al. [49] Single-hop MAC layer No
Ganeriwal et al. [25] Both MAC Layer Yes
Ping [54] Both Standard No
PalChaudhuri et al. [53] Both Standard No
Sichitiu and Veerarittiphan. [58] Both MAC Layer No
Time-diffusion protocol [62] Both Standard Yes
Asynchronous diffusion [42] Both Standard Yes

Table 3: Classification based on application-dependent features.

1. Reference Broadcast Synchronization (R&%ks to reduce non-deterministic latency using receéd/eeceiver
synchronization and to conserve energy via post-factolsymization [19].

2. Romer’s protocolwhich has been successfully applied to mobile ad-hoc néssyases an innovative time trans-
formation algorithm for achieving clock synchronizati&@6]. This protocol appears to be especially effective
in environments with strict resource constraints.

3. Mock’s protocolextends the IEEE 802.11 master-slave protocol by explpitie tightness property of the
communication medium [49]. Minimal message complexity &gt tolerance are the main benefits of this
protocol.

4. Network-wide Time Synchronizatiangeared toward networks with a large node density [24].

5. Delay Measurement Time Synchronization Protdoolwireless sensor networks [54] is an energy-efficient
protocol due to its low message complexity. It is also liginecomputational cost, albeit less accurate, than the
RBS protocol [19].

6. TheProbabilistic Clock Synchronization Servifer sensor networks extends RBS by providing probabilistic
bounds on the accuracy of clock synchronization [53].

7. Sichitiu and Veerarittiphan’s protocglrovides good synchronization accuracy in wireless semestwrorks while
using a deterministic protocol with minimal computatioaatl storage complexity [58].

8. The Time-Diffusion Protoco(TDP) by Su and Akyildiz achieves a network-wide “equiliom” time using
an iterative, weighted averaging technique based on asibiffiuof messages involving all the nodes in the
synchronization process [62].

9. TheAsynchronous Diffusioprotocol by Li and Rus uses a strategy similar to TDP; howavetwork nodes
execute the protocol and correct their clocks asynchrdyevith respect to each other [42].

4.1 Reference broadcast synchronization [19]

The Reference Broadcast Synchronizat{®&BS) protocol is so named because it exploits the broagicagerty of

the wireless communication medium [19]. According to thisperty, two receivers located within listening distance
of the same sender will receive the same message at appteljrtize same time. In other words, a message that is
broadcast at the physical layer will arrive at a set of remeiwith very little variability in its delay. If each receix
records the local time as soon as the message arrives, @illeéexcan synchronize with a high degree of precision by
comparing their local clock values when the message wass/egteThis protocol uses a sequence of synchronization
messages from a given sender in order to estimate both afisetkew of the local clocks relative to each other. The
protocol exploits the concept ime-critical path that is, the path of a message that contributes to non+ditistic
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Figure 14: Time-critical path for traditional protocols (left) and3S protocol (right) [19].

errors in a protocol. Figure 14 compares the time-critieahpf traditional protocols, which are based on sender-to-
receiver synchronization, with receiver-to-receiver@yonization in RBS.

Nondeterministic transmission delays are detrimentahéoaccuracy of a synchronization protocol because they
make it difficult for a receiver to estimate the time at whicinassage was sent and vice versa. In general, the time
involved in sending a message from a sender to a receivee igtult of the following four factors, all of which can
vary nondeterministically.

1. Send time: The time spent by the sender for message cotistrand the time spent to transmit the message
from the sender’s host to the network interface.

2. Access Time: The time spent waiting to access the trarraitnel.
3. Propagation time: The time taken for the message to récteteiver, once it has left the sender.
4. Receive time: The time spent by the receiver to processdssage.

By considering only the times at which a message reache=reiift receivers, the RBS protocol directly removes
two of the largest sources of non-determinism involved issage transmission, namely the send time and the access
time. Thus, this protocol can provide a high degree of symuization accuracy in sensor networks. The RBS protocol
uses the algorithm shown in Figure 15 to estimate the phéset dfetween the clocks of two receivers.

. A transmitter broadcasts a reference packet to two receiv
. Each receiver records the time at which the packet was/ezt;@according to its local clock.
. The receivers exchange the observed times at which tbeiveel the packet.

A W DN P

. The clock offset between two receivers is computed as ifferehce of the local times at which the receivers
received the same message.

Figure 15: Estimation of phase offset in RBS protocol [19].
This protocol can produce highly accurate results if messageption by each receiver is tight and if each receiver

can record its local clock reading as soon as the messageeised. This is often the case for single-hop communi-
cation in a wireless network. In practice, however, messagat over a wireless sensor network can be corrupted. In
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addition, a receiving node may not be able to record the tinnesssage arrival promptly, for instance, if the node was
busy with other computations when the message arrived.|@aiate these nondeterministic factors, the RBS protocol
uses a sequence of reference messages from the same sat@erthran a single message. Recejveill compute

its offset relative to any other receiveas the average of clock differences for each packet recbiyeddes and;:

R
Offsefi, j] = — ;(Tz,k T; ) (19)

In this equation, parameterand; denote two receiversy is the number of reference broadcasts, @nglis node
i's clock when it receives broadcdst

Elson et al. [19] conducted an experiment with an actual ogtwfn sensor nodes that were given random clock
offsets; the times ofn message transmissions were selected randomly. Each syixdiion message was delivered
to every receiver and timestamped using the receiver'«kcl®ince every receiver computes its offset with every
other receiverQ(n?) offsets were obtained and compared with the actual offéts.maximum difference between
computed and actual offsets was considered to be the grepprdion.

In order to show that the precision of offset estimation éased with the number of broadcasts, an experiment
was conducted for values ef between 1 and 50 broadcasts and values bétween 1 and 20 receivers for a total of
1,000 trials. In the case of two receivers, the results sihatwhen 30 reference broadcasts were sent instead of one
broadcast, the precision improved from an errot is to1.6us. A precision of the order of microseconds is clearly
an excellent accuracy result for a sensor network.

The RBS protocol also estimates the skew between clocksighipering nodes of a sensor network. The skew
computation must use multiple reference broadcasts inrdodebserve variations in the offset of two node clocks
over time. Elson et al. [19] use the least squares methoddaflrest-fit line that will provide an estimate of another
node’s clock skew.

An experiment was conducted with a network of Berkeley mf88k A reference packet with a sequence number
was periodically broadcast in a network of 5 motes. Each mséel &24s resolution clock to timestamp the reception
times of incoming broadcasts.
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Figure 16: Clock skew estimation in RBS: Each point represents the@béset between two nodes [19].

Figure 16 shows a diagram by Elson et al. in which they plotptiormance of their protocol [19]. Each point
in the diagram represents the difference between the titediah the two nodes reported receiving a reference
broadcast, plotted on a timescale defined by one node’s.clodk ;, is the time at which receivefs clock received
messagé, the coordinates of each point in the figure are defined amdslfor each messagdereceived by receivers
71 andrg:

T = Trl,k y - T’r‘g,k - Trl,k (20)
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The diagonal line drawn through the points represents thdibear fit of the plotted points. The vertical impulses,
read with respect to the right-hand axis, show the distance from each point to the best-fit linatli@s (i.e., the
points with the highest residual error) are discarded. Aencah compute a least squares error fit (diagonal line)
and convert time values between its local clock and thatsopéters. Here are some additional features of the RBS
protocol [19].

No clock correction. Once clock offset and skew are estimated, the local clockedés are not corrected to run
synchronously with a global timescale. Instead, each nedpdka table of parameters that relate the offset and skew
of the node with respect to every other clock in the networkewever a clock reading is received from another node,
a node checks its table to translate the clock value receovéite local time scale. The advantage of this method is
that considerable energy is saved by avoiding the processracting or resetting each node’s local clock to a global
time.

Post-facto synchronization. The RBS protocol achieves a high level of energy consematyperforming synchro-
nization only when it is needed. Clocks run untethered &t thven natural rates and the timestamps from different
clocks are compared only when an event of interest occuris t€bhnique is similar to reactive routing, which we
discussed earlier. By synchronizing the nodes only wheessary, energy is conserved because the nodes can be
switched to power-saving mode at all other times.

Multi-hop Communication. Multi-hop synchronization is required in sensor netwoha span several node neigh-
borhoods. Evidently, the possibility of multiple hops wobuhtroduce a high degree of variability in message trans-
mission time between multiple receivers of the same mess$agleis case, the RBS protocol would lose its accuracy.
To avoid loss of precision, two nodes located in differerighborhoods are typically synchronized using a third
node lying in the intersection of the two neighborhoods. $hpport for multi-hop communication is more than a
convenience; large sensor networks make it a necessity.

Advantages:

1. The largest sources of error (send time and access tiraegaroved from the critical path by decoupling the
sender from the receivers.

2. Clock offset and skew are estimated independently of ethedr; in addition, clock correction does not interfere
with either estimation because local clocks are never netifi

3. Post-facto synchronization prevents energy from beiast@d on expensive clock updates.

4. Multi-hop supportis provided by using nodes belonginmtdtiple neighborhoods (i.e., broadcasting domains)
as gateways.

5. This protocol is applicable to both wired and wirelessvoeks.

6. Both absolute and relative timescales can be maintained.

Disadvantages:

1. The protocol is not applicable to point-to-point netwsyrt broadcasting medium is required.

2. For a single-hop network of nodes, this protocol requiré3(n?) message exchanges, which can be computa-
tionally expensive in the case of large neighborhoods.

3. Convergence time, which is the time required to synclz®tiie network, can be high due to the large number
of message exchanges.

4. The reference sender is left unsynchronized in this nektho some sensor networks, if the reference sender
needs to be synchronized, it will lead to a significant wasenergy.
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Figure 17: Store and forward communication [56].

4.2 Time synchronization in ad hoc networks [56]

Romer’s synchronization protocol was designed specifidall ad-hoc communication networks [56]. These net-
works consist of mobile, wireless computing devices that spontaneously communicate when they are brought
within each other’s relatively limited transmission rangéhen this happens, a symmetric bidirectional link is fodme
between pairs of neighboring nodes and node synchronivegi@s place, if necessary. Ad-hoc networks are further
characterized by the following features. First, nodes &bl dynamic (mobile) and sparsely distributed. Second,
the links or connections among the nodes have a relativelt slinge (e.g., measuring in the order of hundred feet or
less) and a short life span, due to node mobility. Third, mgsgassing is possible in the following two ways.

1. Two nodes can exchange messages if one node enters thaio@ration range of the other. This is a direct way
of message exchange.

2. Two nodes that reside in different partitions can commate by using store and forward techniques. An
intermediate node can receive the message from the setateritsgemporarily, and eventually forward it to the
receiver after entering the receiver’s communication eang

Figure 17 shows a time chart for communication between acseard] a receiver through an intermediate node. At
timet;, node 1 (the sender) sends a message to node 3 (the redeieeigh node 2, an intermediate node that stores
the message. If node 2 comes into the receiver’s transmisaige at time,, the message is forwarded to node 3.

Romer notes that two fundamental assumptions underlyingswnization in traditional networks no longer hold
in ad-hoc networks [56]. First, in traditional networksg timessage transmission delay between any two nodes can be
estimated with a high degree of accuracy. Second, in thdseonies it is possible for nodes to periodically exchange
messages in order to synchronize with each other. In ad-&weonks, the first assumption does not hold because an
intermediate node may introduce an arbitrarily long defagammunication between a sender and a receiver. The
second assumption does not hold because energy constraikésit impossible to establish a-priori synchronization
between arbitrary pairs of nodes in ad-hoc networks.

Romer’s protocol is based on two assumptions. The first ggsomputs an upper bound, usually denoted by
p, on the maximum skew of computer clocks. Second, wheneveessage is exchanged between two nodes, the
connection remains long enough for the two nodes to exchamgeadditional message.

Similar to RBS, the key idea underlying Romer’s protocoldsatoid synchronizing the local clocks of network
nodes but instead to generate timestamps using untettogr@ctlocks. When timestamps are passed between nodes,
they are transformed to the local time of the receiving n&iece this transformation will generally introduce errors
Romer’s protocol seeks to define an upper bound on the absdite of the clock error received by a node.

When a message containing a timestamp is transferred bemates, the timestamp is first transformed from
the local time to a common time transfer format (UTC) and thethe local time of the receiver. In more detail,
the synchronization protocol performs the following stefly determine lower and upper bounds for the real-time
elapsed from the generation of the timestamp in the sourde twthe arrival of the message in the destination node;
(2) transform these bounds to the time of the destinatiorenadd (3) subtract the resulting values from the time
of arrival in the destination node. The resulting interyagafies lower and upper bounds for the real-time elapsed
from the generation of the time stamp in the source node tattieal of the message in the destination node. If
real-time differences (UTC) are denoted by and computer clock differences yC, the transformation is based
on the following equation.
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The equation above can be transformed into:
1—p) At<AC<(1+p) At (22)
LC _pp o 8O (23)
1+4+p 1—p

It can be inferred that the local clock differen&& that corresponds to the real-time differedsecan be bounded
by the following interval:

(1-p) At (1+p) A1 (24)

The goal is to determine estimates of the lifetime of a tiauegt.

Synchronize local clocks of nodes only when an event of @sieoccurs (similar to reactive routing).
e Generate timestamps to record the time at which an eventeygist occured.

Timestamps are updated by each node using its local clockhantime transformation method.

The final timestamp is expressed as an interval with a lowentd@nd an upper bound.

Figure 18 Principles underlying Romer’s synchronization proto&d].

The basic principles underlying Romer’s synchronizatiostgcol are summarized in Figure 18. In order to trans-
form a time differencé\C from the local time of node 1 (with an upper boymdon its skew) to the local time of node
2 (with upper boung,), At is first estimated by the real-time interjgh<~, ;2<-], which in turn is estimated by the
time intervallAC };;’j ) AC%} relative to the local time of node 2. Since an estimate ofifeérhe of a timestamp
is calculated as the timestamp is passed along differerds)didis not practical to assume a constant message delay.
In general, the transmission delay between any pair of niodes/ed in the transmission will be variable. Thus, the
message delay between every pair of nodes along the pattbmastimated in order to arrive at an accurate solution.
The message delay between two nodes is estimated by boundiitigin interval [0, r¢t] wherertt is the round-trip

time between the two nodes.

ty ts  tg
Receiver Time in Receiver
Sender
ty t, tg

Time in Sender

Figure 19: Message delay estimation [56].

According to Figure 19, the delayfor messagél/, can be estimated by the following equation, relative to the
sender’s clock:
1—ps
1+ pr

0<d< (ts—ta) — (tg —t5) (25)
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The differencé; — t, is the round-trip time«tt), andig — t5 represents the storage time of the message at the receiver.
Also, p, andp,. are thep values for sender and receiver, respectively.

As a message is transmitted over a sequence of nodes, thé-triutime r¢t between each pair of nodes and
the idle time (or storage time) are accumulated to estinfegevalue of the timestamp. A nodeinvolved in the
transmission must add the times computed by all nodes imgutie message delay between each pair of nodes in
order to estimate the timestamp’s value. Figure 20 furthestrates this mechanism.

Meier et al. recently defined an improved version of Romercgqrol [45]. We briefly discuss this improvement
in Section 4.10 below.

Advantages:

1. Local node clocks are allowed to run at their own naturtgls;avhich saves energy by avoiding computer clock
correction.

2. The protocol requires low resource and message overheddng it appropriate for resource-restricted envi-
ronments.

3. The protocol is suitable for applications that need to mmmicate over long distances, that is, distances much
greater than the nodes’ transmission ranges.

4. The time estimation is bounded within an interval.
Disadvantages:

1. The synchronization error increases with the number glkhalong the path of the message containing the
timestamp. In sparse networks, the number of hops is ushigltyand this poses an obvious problem unjess
is quite small.

2. Elson and Romer [20] have claimed that the synchroniza@hieved by this approach is localized and short-
lived. This is appropriate for networks with highly mobiledes, but it clearly limits the applicability of Romer’s
protocol.

3. The protocol requires round-trip estimation, which aaréase the synchronization error.

4.3 Continuous clock synchronization in wireless real-tine applications [49]

Mock et al. [49] defined a protocol for continuous clock symetization in wireless sensor networks by extending
the IEEE 802.11 standard [31] for wireless local area ndtaiof heir protocol improves precision by exploiting the
tightness of the communication medium, similar to RBS [E8{d also tolerates message loss. The cornerstone of
the protocol by Mock et al. is the use ebntinuousclock synchronization. This is in contrast with the IEEE 82
standard, which us@sstantaneouslock synchronization.

In the case of instantaneous synchronization, a node campubcal clock error and adjusts its clock using this
computation. This results in abrupt changes in local clonktwhich can cause time discontinuity. Time discontiyuit
can lead to serious faults in distributed systems, such asl@amissing important events (e.g., deadlines) or recgrdin
the same event multiple times. Ryu and Hong [57] show one poskibility, as seen in Figure 21. In the figure,
assume that a task has a deadline at time 19. Assume furtteatttime 18 resynchronization occurs, resulting in

rttl rtt )

Figure 20: Timestamp estimation process [56].
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| | before sync

| | after sync

Deadline miss
Figure 21: Instantaneous vs. continuous correction [57].

local clock being corrected by 2 time units in the forwardedtion because it lags behind the reference clock by 2
time units. After synchronization, the local clock advamtetime 20 and the deadline at time 19 is missed.

Continuous clock synchronization avoids such discreparuy spreading the correction over a finite interval. The
local clock time is corrected by gradually speeding up owsig down the clock rate. However, this approach suffers
from a high run-time overhead since clocks need to be adjstery clock tick.

The IEEE 802.11 standard [31] includes a master-slave pobfor clock synchronization which achieves limited
precision due to instantaneous synchronization. Mock.eingbroved the IEEE 802.11 protocol, which we show in
Figure 22, by employing continuous correction and by usimg@vanced rate adjustment algorithm.

e The master takes its local timestampg atind broadcasts it at tinte.
e All slaves physically receive this message at time
e Each slave adjusts its clock value to match the master'«oc,.

Figure 22 The IEEE 802.11 protocol.

The time-critical path in the IEEE 802.11 protocol is theeiwl between the master taking its timestamp and the
slaves adjusting their clocks (i.e4,to t4). Figure 23 illustrates this time-critical path.

mastey

slave

time

Figure 23 Time-critical path of IEEE synchronization protocol [49]

Given that the time-critical path above could be quite leggMock et al. exploit the broadcast property of the
medium by assuming that message reception is tight, sinailtre RBS protocol [19]. If two receivers receive the
same message, it can be assumed that they receive it at apptely the same time. Based on this property, the time
critical path is shortened as shown in Figure 24.

Figure 25 shows the main steps in the synchronization pobtifdViock et al. The protocol uses two messages
for synchronization between a master and a group of slaves;calledindication messagtllowed by aconfirma-
tion messageHowever, subsequent synchronizations are achieved vgitigée message as the master timestamp for
the last confirmation message now serves as the indicatissage for the next synchronization round. This tech-
nigue achieves synchronization with just one broadcassaggsper synchronization round, resulting in a significant
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Figure 24: Reduced time-critical patht{ to ¢) [49].

. The master prepares andlicationmessage (timé;) and broadcasts it (timg).

. The message is delivered to a number of slave nodes witiyitég delay, assuming tight message reception.
Each slave and the master receive the messaget{jraad take a local timestamp (timg).

. The master sends its own timestamp in¢befirmationmessage (times).

g~ w N R

. Each slave compares the master timestamp with its owrstamm for the reception of the last indication message,
computes the differendg — t3, and adjusts its local clock (timeg).

Figure 25: Synchronization protocol by Mock et al. [49]. Time inst&tt . . . £ are relative to Figure 24.

reduction in the message overhead.

After the slave nodes complete the estimation of the madierg, they must correct their local clocks to reflect the
master’s clock value. As we discussed earlier, the protose$ a rate-based algorithm to adjust the virtual clocks of
slave nodes to run in tandem with the master. The differeateden a virtual and a physical clock can be summarized
as follows. Thephysical clockof a node consists of an oscillator, which periodically gates events, and a counter,
which records the number of elapsed events. This physioakdk not adjustable in any way. The counter’s value
cannot be incremented or decremented by the system’s seftamad its frequency is also fixed. rtual clockis
defined as a function from physical clock values to virtuat&lvalues. A virtual clock is intended to correct the skew
rate of the physical clock of the slave such that it resemthlephysical clock of the master. The function chosen is
usually a linear transformation for the sake of simplicity.

Clock correction is performed by correcting the paramedéthe linear transformation from physical to virtual
clock values with every new synchronization. Thus, chaggirirtual clock really means changing the parameters of
the transformation from physical to virtual clock value$ielgoal is to make the virtual clock match the master clock
as closely as possible.

Figure 26 plots the transformation from physical to virtclack values at a slave node. FunctifC relates actual
master clock values with a slave’s clock values. The goahefarotocol is to estimate this function as accurately as
possible. Assuming a constant clock skew between the nwmatat the slave’s clocks, functiaid C'is linear. Thus,
this function is shown in Figure 26 as a straight line. ISt be the virtual clock of a slave that is corrected at
every synchronization point. The values;, tm;, contained in a message indicate the master timestamps for
synchronization messages:; andsm;.x, respectively. Values; and¢; indicate the corresponding timestamps
on the slave’s physical clock. Suppose thats the next synchronization point and thétis some physical time
betweent;_, andt;. T;_; andT; are the corresponding virtual times of the slave clock foystal timest;_;
andt}, respectively. Clock correction is performed by adjustiitg at every synchronization point. The adjustment is
performed by changing the parameters of the linear tramsftion function and this adjustment is performed gradually
over a period of time (continuous) to avoid time discontinuhfter the pointQ in Figure 26, it can be observed that
the master node and the slave are in synchrony, assumirigeicgption.

The protocol of Mock et al. also provides a high degree ofrtaiee with respect to message loss. This is an
important feature because the rate of message loss is limglvaeless than in wired networks as the wireless medium
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Figure 26: Time adjustment showing the slave’s physical clock on th&x}$ and the virtual clock on the Y-axis [49].

is rather prone to external interference. The protocol dsf@momission degre€p to be an upper bound on the
number of consecutive messages that can be lost due to ertbesmedium. In order to tolerate up@, consecutive
message losses, the timestamp values for thendst = Op + 1) messages are included in each synchronization
message. Thus, a slave can synchronize with the master oadbgtion of a message, if it has received at least one
of the previous: synchronization messages.

Advantages:

1. The protocol provides reasonably good accuracy reshiémwnessage transmission between master and slaves
is tight.

2. The protocol improves over the IEEE 802.11 protocol bygsiontinuous, rather than instantaneous, clock
updates [31].

3. The message complexity of the protocol is quite low beedlus protocol requires only one message per syn-
chronization round.

4. The protocol accounts for potential message losses, enoomsituation in wireless networks.
Disadvantages:

1. The protocol assumes tight communication between théemasd the slaves. Consequently, the protocol
cannot accommodate multi-hop communication because lofnitger and unpredictable delays.

2. A considerable amount of energy is spent on performingkctmrrection. This problem is exacerbated by the
fact that clock correction is continuous.

3. The computational load on each node is high due to thebi@ted correction method.

4.4 Network-wide time synchronization in sensor networks24]

Scalability is a primary concern in wireless sensor netwdrécause of the large number of nodes with very limited
energy resources at each node. The network-wide time syniziation protocol is aimed at ensuring that synchroniza-
tion accuracy does not degrade significantly as the numbeoaés being deployed increases [24]. The objective of
the protocol is to establish a unique global timescale bgtarg a self-configuring hierarchical structure in a wissle

network. A node in this structure can simultaneously act syg@hronization server to a number of client nodes and
as a synchronization client to another (server) node. Tgrefgiance of this method lies in achieving synchronization
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Figure 27: Message exchange between two nodeand B [24].

at a network-wide level as opposed to methods which worlctffely only within a small cluster of nodes lying
in a neighborhood, such as RBS and continuous clock coore¢t9, 49]. The network-wide time synchronization
protocol works in two phases: Thevel discovery phaséollowed by thesynchronization phase

Level discovery phase: The level discovery phase is based on constrained floodihg.rdot node is assigned level
0; this node initiates this phase by broadcasting a levadediery packet that contains the identity and the level
of the sender. The immediate neighbors that receive thikgbassign themselves a level that is one greater
than the level in the packet received (i.e., level 1 in thisedaAfter this step, these neighbors broadcast a new
level-discovery packet with their own level. This processdntinued until each node has a level. Upon being
assigned a level, a node neglects further packets to impleaneonstrained flooding.

Collision handlingis important at this point because a node may not receivdeargy-discovenpackets due

to MAC layer collisions. When a node is deployed, it waits $ome time to be assigned a level. If it is not
assigned a level within that period, it times out and broaticalevel-request packet. The neighbors reply to this
request by sending their own level and the new node definkv@kto be one greater than the level it received.

Synchronization phase: Consider a message exchange between two nddesl B, as shown in Figure 27 and
T, represent the time measured B3g local clock. Similarly, 7, and T3 represent the time measured Bys
local clock. We assume that's level is greater thati3’s by one. The synchronization phase of the protocol is
described in Figure 28.

1. AttimeT3, A sends aynchronization-pulsmessage t@. The synchronization-pulse message contains the |evel
number ofA and the value of 1. Node B receives this packet &k, whereT> = T + § + d andd represents the
clock offset between the two nodes ahcepresents the propagation delay.

2. Attime T3, B sends amcknowledgement packet toA. This packet contains the level number Bfand the
values ofT1, T>, andT35. With this information, noded calculates the clock offset and delay as follows.

Tz—Tl)—(TAL_TS).d: (To —T1) + (Ty — T3)

5= 1 ;
2 2

(26)

3. NodeA corrects its clock to synchronize with node based on the computed offset.

Figure 28 Synchronization protocol for network-wide time synchization protocol [24].

Unfortunately, the hierarchical structure that the protamposes on the net makes the protocol vulnerable to
node failures. This issue must be addressed because nodéaslampredictably in a sensor network. When this
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happens, it is possible for a node at levabt to have a neighbor (i.e., a synchronization server)at fe- 1. In such
cases, the node at levialvould not receive an acknowledgement to its synchroninatiessage. To handle this case,
the node retransmits a message for a fixed number of timeseba$suming that it has lost all its neighbors. If the
node does not receive any responses to its synchronizaseages, it broadcastéexel-requespacket with a new
level. Next, the node synchronizes with its new neighbomessribed in Figure 28. The number of retransmissions
of a synchronization message is subject to two constrdihtisis number is too large, it will increase the time taken
for synchronization (i.e., the convergence time). If thenber is too small, a node may erroneously conclude that
its server has died. In this case, the protocol will causesuessary message flooding in the network. The authors
suggest that an optimal number of retransmissions is fajr [2

Advantages:

1. The protocol is scalable and the synchronization acgudaes not degrade significantly as the size of the
network is increased.

2. Network-wide synchronization is effectively achievadctbontrast with the protocol by Mock et al. [49], which
works effectively only within a small cluster of nodes.

3. Network-wide synchronization is computationally lespensive when compared to such protocols as NTP [48].
Disadvantages:

1. Energy conservation is not very effective because itirega physical clock correction to be performed on local
clocks of sensors while achieving synchronization.

2. The protocol requires a hierarchical infrastructureciimakes it unsuitable for applications with highly mobile
nodes.

3. Support for multi-hop communication is not provided.

4.5 Delay measurement time synchronization protocol [54]

Time-keepings the process of maintaining a uniform notion of time amdmg $ensors that participate in the net-
work [54]. A global timestamp provides a basis for mergindividual sensor readings into a database. Also, syn-
chronized time is essential for energy-efficient scheduéind power management. This protocol, which appears in
Figure 29, includes the following features.

1. Maintenance of a local clock.
2. Synchronization of local clocks over the whole networkiteate a network time.

3. Synchronizing to a global time source by connecting tluball source to the synchronization leader in the
network.

4. Application programming interface for providing semscto client applications.

This protocol has been implemented on sensor nodes conpidtBerkeley motes running the TinyOS kernel [61].
Node synchronization is based on the concepé&veht timestampandnetwork event schedulin@he synchronization
protocol specifically combines delay measurement with tbpgrty of the sender’s timestamp being a common-view
timestamp from the receivers’ point of view. The receivems synchronize with each other better than they can
synchronize with the sender.

The synchronization accuracy of this protocol is boundeihipay the precision of delay measurements along the
path. Since only one message is required to synchronizedéswithin the leader’s transmission range, this method
is quite energy efficient. It is also computationally ligleight because there are no complex mathematical operations
involved.

Multi-hop synchronization is also supported by extendimg single-hop synchronization protocol as follows. If
a node knows that it has children, it sends a broadcast tigmakafter adjusting its own time. The node can now
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A leader is chosen among a set of communicating nodes.
The leader broadcasts its local clock value to the othde$i0

All receiving nodes compare their local clock valuestiedato the leader’s time.

A wDd PR

If the delays in the path from one node to another node castimated accurately, the two nodes can be syn¢hro-
nized.

5. When the message is broadcast, the sender of the packbevsynchronized with all the nodes that receive its
packet.

Figure 29: Algorithm underlying flexible lightweight time-keepinggtocol [54].

synchronize with its children by using single-hop time coamication with a known leader. To tackle the problem
that in most networks nodes have no knowledge about thdureli, the concept of a time-source level is used to
identify the network distance of a node from the master. Aetimaster initiates the synchronization protocol; the
master’s time source level is zero. A node synchronizingadiy with the master is at time source level one. This
algorithm guarantees that the root time will be propagateltnetwork nodes with a limited number of broadcasts.

Advantages:

1. A user application interface is provided to monitor a \&ss sensor network at run-time.
2. Computational complexity is low and energy efficiencyuste high.

Disadvantages:

1. The protocol can be applied only to low resolution, lowgirency external clocks.

2. Synchronization accuracy is traded for low computaticoeplexity and energy efficiency.

4.6 Probabilistic clock synchronization service in sensonetworks [53]

Most synchronization protocols in practice rely exclugiven deterministic algorithms. An advantage of determin-
istic methods is that they usually guarantee an upper boartdeerror in clock offset estimation. However, when
the system resources are severely constrained, a guaamggachronization accuracy may result in a large number
of messages being exchanged during synchronization. $e tbeeses, probabilistic algorithms can provide reasonable
synchronization accuracy with lower computational andvoet overhead than deterministic protocols. PalChaudhuri
et al. [53] defined an extension to RBS [19], by providing abatailistic bound on the accuracy of clock synchroniza-
tion. An attractive feature of their protocol extensioriattit allows to tradeoff dynamically synchronization azay

for computational and energy resources.

As we show in Figure 16, in RBS [19] multiple messages are fsent the sender to the set of receivers, and the
differences in actual reception times at the receivers latésp. As these messages are independently distribdted, t
difference in reception times gives a Gaussian (or normatjidution with zero mean. Assuming a Gaussian prob-
ability distribution for the synchronization error, thdatonship between a given maximum error in synchronizatio
and the probability of actually synchronizing with an eress than the maximum error can be easily computed.

If the maximum error allowed between two synchronizing roe:,,,..., then the probability of synchronizing
with an errore < ¢,,,.. is derived from the Gaussian distribution property,

a2
et e da
P(l €< €maq) = —mar ——— o (27)

As thee,, ., limit is increased, the probability of failuftd — P(] € |< enq.)) decreases exponentially.
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emaz | o | Probability | Number of messagep
0.5 0.95 16
0.5 0.99 28
0.5 0.999 44
1.0 0.95 4
1.0 0.99 7
1.0 0.999 11
2.0 0.95 1
2.0 0.99 2
2.0 0.999 3

Table 4: Variation in probability and number of messages for déférvalues ofzex [53].

Based on this relation between the maximum synchronizatitor and the probability of actually synchronizing
with a smaller error than the predefined maximum, PalChati@tal. [53] derive expressions that convert service
specifications (maximum clock synchronization error) ttuatprotocol parameters (number of messages and syn-

chronization overhead). The probability of the achievedrieing less than the maximum specified error is given as
follows:

P(| € |< €mas) = 2erfM (28)
ag

In the above equatiom is the minimum number of synchronization messages to gteseahe error and is the
variation of the distribution.

The relationship between the number of messagemd error probability” is shown in Table 4. The table reports
data for©ze= ratios of 0.5, 1.0, and 2.0.

Advantages:

1. A probabilistic guarantee reduces both the number of agessexchanged among nodes and the computational
load on each node.

2. Atradeoff between synchronization accuracy and resocwst is allowed.
3. Support for multi-hop networks, which span several dowas provided.

Disadvantages:

1. In safety-critical applications (e.g., nuclear plantnitoring), a probabilistic guarantee on accuracy may not
suffice.

2. The protocol is sensitive to message loss; however, giinsg for message loss are not considered.

4.7 Sichitiu and Veerarittiphan’s protocol [58]

Sichitiu and Veerarittiphan’s protocol [58] provides datinistic clock synchronization for wireless sensor netwo
with minimal computational and storage complexity. Thetpcol is especially suitable for applications with severe
constraints on computational power and bandwidth. It usesalgorithms callednini-syncandtiny-sync Thetiny-

syncalgorithm acquires its name from the fact that it needs vienjtéd resources, fewer resources thmaimi-sync
The two algorithms have various common features.

1. Atight deterministic bound is provided for clock offsetdaskew, as opposed to probabilistic guarantees [53].
2. The protocols are highly tolerant to message losses.
3. Both protocols have low computational and storage coxitple

4. Both protocols can be extended to any communication n&tthat allows bidirectional data transmission.
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5. The estimation of clock skew and offset is performed udiregset-valued estimation method [40] discussed in
Section 2.4.4.

Recalling Equation 17 of the set-valued estimation metfardyodes 1 and 2, the skew and offset between their clocks
are captured by the following equation, wherg andb;» represent the skew and offset between the clocks in node 1
and node 2.

tl (t) = a12t2 (t) + b12 (29)

Sichitiu and Veerarittiphan's protocol [58] extends thesued estimation method [40] in two significant ways.

1. Relaxing the immediate reply assumptitmFigure 11, it is assumed that nofleimmediately responds to node
P;. The correctness of the approach is not affectdd isends a delayed reply. However, if the delay between
tir, andt;;, increases, the precision of the estimates will decreasee®; can delay its reply in practice, the
loss of precision is handled by letting timestamp the message both upon receipt} and when it resends it
(tjre). This gives us two data points;x, t i tir) and(tix, tjie, tix), which will be treated independently. The
obvious solution is to choose the data point that gives a&bptecision.

2. Increasing accuracy by considering the minimum deldyhe minimum delay that a message encounters be-
tween two nodes is known, the data points can be adjustedtopst in precision. In Figure 11, if the delay
between the time’; timestamps the message; | and the time at whictP; timestamps the messagg.(, as
well as the delay betweeR; timestamping the message aRdreceiving that timestamp are known, we can use
this information in the data triplet to make more estimates.

Tiny-sync: Thetiny-syncalgorithm is based on the observation that not all data paihtained from the set-valued
estimation method are useful. Each data point consistsmttmstraints, which are bounds on the clock offset
and clock skew. At any point of time, only four constraints kept instead of six constraints. Upon the arrival of
a new data point, the two new constraints are compared watltisting data points and only the four constraints
that result in the best estimates are kept.

The computational complexity of thimy-syncalgorithm is relatively low because the comparisons tordetee
the four best constraints involve only a few arithmetic gpens. In addition, the storage space required is also
quite low because at any time, only four constraints andteigiestamps (two per constraint) need to be stored.

Mini-sync: Themini-syncalgorithm improves the accuracy tifiy-syncat a small computational cost. In Figure 12,
when the data point that correspondgit, Z;3] arrives, we can ignore the data point that corresponds tnd
consider only the first and third data points. However, winerfourth data point arrives, since we discarded the
second data point, we are forced to use the first and the fdattpoints as bounding constraints. Although
the second data point—when bound to the fourth data pointiddtave yielded better precision, this precision
cannot be accomplished because the second data point warsdgid Mini-synccorrects this flaw and improves
precision by discarding a constraint only if a newer conmst@iminates an existing constraint. This means that
the constraints corresponding to the second data pointwilbe discarded when the third data point arrives.
It will instead be saved until the fourth data point uses ibltain a better estimate. In practice, experiments
reveal that around 40 data points (80 constraints) have stdved at a time, which is quite reasonable.

Advantages:

1. The protocols provide a tight, deterministic synchratizn scheme with low storage and computational com-
plexity.

2. The protocols are suitable for sensor networks that agkehhiconstrained in bandwidth and computational
power.

3. The protocols are tolerant of message losses.
Disadvantages:

1. The scalability and robustness of the protocols has re Hescussed.
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Figure 30: lllustration of timing relationships between the TP rosifdach of duratiod) and the PEP duration within each cycle,
and the various cycles, each of duratigrwithin an active phase.

2. The convergence time, which is the time needed to achigwehsonization of the entire network, is high.

3. The sensor network is logically organized as a hieramtiaking it inapplicable to mobile sensor networks.

4.8 Time-diffusion synchronization protocol [62]

The Time-Diffusion synchronization Protocol (TDP) enatédl the sensors in the network to have a local time that is
within a small bounded time deviation from the network-widguilibrium” time. Due to clock skews, the algorithms
within the protocol have to be applied periodically. Henites protocol operates in alternatiagtive andinactive
phases The protocol is comprised of several algorithms, which @ described next in the context of one such
activephase.

Within eachactive phasdhere are multipleeycles each cycle lasting a duratian In each cycle, a subset of
the nodes are elected as the masters by an Election/Relé&riicedure (ERP). Each master concurrently initiates a
diffusion of timing messages; these messages effectivete a tree-like propagation structure dynamically in the
network, for each diffusion. The non-leaf nodes in this @eethe nodes which propagate the timing messages, and
are termed as “diffused leaders”. These diffused-leadéesare also elected by the ERP. Thus, it may happen that a
node does not qualify to be a diffused leader node, and heillceotvpropagate the diffusion. The goals of the ERP
are two-fold.

e To eliminate outlier nodes whose clock variance is aboveesthmeshold function based on a specific type
of variance calculation, termed tidlen variance This variance is determined by exchanging messages and
calculating deviations between pairs of adjacent nodesyudPeer Evaluation Procedure (PEP)

e To achieve load distribution among the nodes because tks aflmasters and diffused leaders put a greater
demand on the energy resource. The load distribution isaetiby taking turns at being the master, based on
factors such as the available energy level being above bleittareshold.

In each cycle, the diffusion of timing messages helps to emge/the local times, and reach a common notion of the
system-wide time.

Each cycle haswo logical functionsexecuted serially — (1) determining master nodes andstitfueader nodes,
using the PEP, and then (2) the mdime Diffusion Procedure(TPEachcyclehas durationr; the TP consists of
multiple rounds initiated 6 time units apart. The timing relations are illustrated igufe 30. There is a single
broadcast within each round, with respect to a single mabtete that each master initiates a concurrent broadcast
that gets diffused in that round in a tree-like structurdllastrated in Figure 31. Also note that the masters’ time ca
be coordinated to an external precise time server that derésdic broadcasts of a reference time. If no time servers
are available, the protocol works equally well by using egtittmat is independent of the time used by the Internet, e.g.,
Universal Coordinated Time (UTC). We now look at the detafla single cycle with respect to a single master.

1. The first function (PEP) in each cycle is to determine thataranode eligibility for the next cycle, and the
diffused leader responsibility for the remainder of thisley
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Figure 31: lllustration of time diffusion with three master nodes and= 3 hops. The level of a node is defined with respect to
each master. Outlier nodes, which do not diffuse timing mgss, are not shown for simplicity. In each round, nodes tiage
hop-weighted (or cumulative deviation weighted) averagbe different times received from the masters’ diffuseddaicasts.

(a) The first step occurs between any master, which is at tsesland its neighbors.

i. The master sends a large number of timestamped Scan needsadts neighbors.

ii. The neighbors send back acknowledgements contain@g-tample Allen variance of the local clock
from the master’s clock.

iii. Based on the received samples, the master calculajem(autlier ratioy, . for itself (y) and each
neighborz, (b) the average of the Allen variances, and (c) the averagellen deviations. Now,
(a), (b), and (c) are sent to each neighbar a RESULT message.

(b) In each subsequent stgp= 2, 3,...n, the above is repeated between each Igwdiffused leader node
and its neighbors.

As this broadcast diffusion progresses, all sensors wilitige outlier ratios and the average Allen deviation
(with respect to their neighbors). These are used to evalhat quality of their clocks with respect to their
neighbors. If a node’s average outlier ratiosisl, its local clock deviates from the clocks of its neighboys b
more than twice the Allen variance. In this case, that nodsamt become a diffused leader during the (Time
Diffusion Procedure of the) current cycle, or a master inrtbt cycle.

Further, among the nodes that are eligible for being maistéhe next cycle, whether a node will actually qualify
for being a master in the next cycle now depends on its enegjiability being above a certain (dynamically
adjustable) threshold. Load balancing is done by rotafirgrole of master nodes; hence the algorithm can
be viewed as being distributed. Analogously but somewt&réntly, whether the nodes eligible to become
diffused leaders in the current cycle actually assume thlatis determined dynamically for each round in this
cycle, based on energy level considerations.

2. The TP performs the main function of diffusing the timenfreach master in a tree-like manner fohops,
wheren is some predetermined parameter smaller than the diametae metwork. It uses the message
M (tarisn, Bar,k), where

e i), is the diffused time of the masté(, to which the nodes synchronize in round
e n is the number of levels (i.e., depth) to which the timing imfiation is to be diffused.
e (a1 is the deviation of the corresponding ; at a nodes hops from the mastey/.
The TP within any cycle has a succession of rounds initiajethe mastery time units apart front;; o. The

broadcast within a round completes before the next rounitiated. The following broadcast is executed for
each round.
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(a) The first step, executed between any master, which igeltdae, and its neighbors:
i. Send a timing message ¥A( ;, n, Oar,,) to neighboring nodes at tirmg, ;.
ii. Elected diffused leaders at the next level respond wiimastamped ACK message.

iii. Master computes\ = average(A;), whereA; is the round-trip time between the master and the
diffused leadeyj. The diffused time from the master node is

tavi =tm; +A/2+6 (30)

Here,d is the amount of time that the nodes wait (relative tg;) before adjusting their clocks at the
end of the round. The standard deviatiorf thertt A;, which gives an estimate of the quality of
diffused timet,, ;, is accumulated i, , at each hop from the master. This accumulated deviation

is
Buk = Bmk—1 + @ (31)

wherek < n is the number of hops from the master.

(b) On receiving a timing messadé (¢, n, Bar,1), for each subsequent stgp= 2,3, ...n, the above is
repeated between the elected diffused leaders at Jeaeld their neighbors.

For each round, each node builds a tabdble with rows of the following format, and populates it with the
information received within that round.

(master_id M, Bar., tar,i) (32)

After each round within a cycle, each node resets its time fothe weighted sum of the timesg; ; in its table,
based on the values of all the diffused messages receivéisinound from different master initiators, and as
recorded in the localable The table is also cleared at the end of each raund

t; = >

(B, tm,i) in Table

[ZﬁM/,k/ in TableﬁM/vk/] - ﬁM,k
Z<ﬁM”,k”=tM”,i,> in Tablé[ZQM,yk, in Tableﬁ]u/,k/] — ﬁM”,k”

] * tl\l,i (33)

For anyt,, ;, (i) the numerator of the weight is the sum of all the deviadiof all the diffusion messages, less

the deviation for this particular message, and (ii) the deinator of the weight is the sum of all such numerators
for all the timing entries in the table. Thus, the value offealock is set to the weighted average of the clock
values of the different master nodes of that round, afteramiag the data collected from multiple messages
received within that round. Due to the weighted averagitigha nodes tend towards a common equilibrium

time.

Advantages:

1. The protocol is tolerant of message losses.

2. The protocol achieves a system-wide “equilibrium” tineecss all nodes, computed using an iterative weighted
averaging technique, and involves all the nodes in the spmitation process.

3. The diffusion does not rely on a static level-by-levehsmission. This non-dependence on a static structure
provides flexibility and fault-tolerance.

4. The protocol is geared towards mobility.

5. Although there is a hierarchical structure, that is reized by having multiple master nodes distributed across
the network.

6. Most synchronization protocols require precise timgeasrand cannot function properly without these servers.

On the other hand, the TDP protocol can provide synchraoizaiven without external time servers.
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Disadvantages:

1. Each active period has multiple cycles, and each cyclerhdigple rounds, in each of which a diffusion broad-
cast is initiated by multiple masters. This leads to high plaxity.

2. The convergence time tends to be high when no externabkpréme servers are used. However, if the servers
are used, the convergence time is comparable to a served-teshnique.

3. It appears that it is possible for clocks to run backwarldis Tan happen whenever a clock value is suddenly
adjusted to a lower value.

4.9 Asynchronous diffusion protocol [42]

Li and Rus have defined a so-callede-based diffusioprotocol in which nodes achieve synchronization by flooding
their neighbors with information about each node’s locakklvalue [42]. After each node has learned the clock
values of all its neighbors, the node can use a mutually dgrpenconsensusalue to adjust its clock. Examples of
consensus values suggested by the authors include theshibek reading in the net, the lowest clock reading, or
some statistical value based on the clock readings (egyauwarage or the median of the readings). According to the
authors, using the highest or the lowest reading yieldsithplest synchronization algorithm; however, this strgteg
lacks robustness. A malicious or erratic node may imposebaoranally high (or low) clock value on the whole
network.

Li and Rus define aynchronouand arasynchronousersion of their rate-based diffusion protocol [42]. Fig@2
illustrates the synchronous version. The algorithm appgan the figure is assumed to be executed with a certain
frequency by all nodes contained in the network. During egcichronization round, each network nadexchanges
its clock reading with every neighber;. Noden, adjusts its clock value by a factor proportionaltto— ¢;, the
difference in the clock values of; andn;. Coefficientr;; is the so-callediiffusion valueof noden; relative ton;;
this value indicates the weight ef when adjusting;'s clock value.

for each noden; in network A/ do
Exchange clock reading betweenand its neighbors iV

1.

2

3. for eachneighborn; do

4 Lett; andt; be the readings ot; andn;
5

Adjustn;’s clock to bet; — r4; - (t;i — t;).

Figure 32 Algorithm the underlying synchronous version of Li and Rufffusion protocol [42].

Li and Rus define the coefficients in such a way thativj, r; > 0 and alsoy_y ;.\ mi; = 1. Also, the
coefficients are symmetric, meaning that'j, r;; = r;;. When nodes:; andn; are not in the same neighborhood,
they cannot exchange clock readings. In this case, the ciegffs are assigned valueg = r;; = 0. Li and Rus
showed that this protocol converges to the average valugeoflbck readings in the network, within a certain error,
in a bounded number of synchronization rounds [42]. The ramobsynchronization rounds depends on the actual
values of the coefficients in the network.

In the asynchronouwsersion of Li and Rus’s diffusion-based protocol, nodes pota average clock readings
asynchronously with respect to other network nodes. (Irsyfmchronous version, nodes exchange clock values and
adjust their clocks simultaneously.) Figure 33 illustsatike algorithm underlying the asynchronous version of the
diffusion protocol.

Any network node can now update its clock value asynchrdgowmish respect to other nodes in the network.
As we show in Figure 33, a nodg starts a round of synchronization by first asking all its heigrs for their clock
values. Next, the node computes the average of its cloclevaid the values obtained from the neighbors. Finally,
the node updates its clock to the computed average and sdt#i@eighbors of the computed value. Li and Rus
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1. for each noden; in network A/ with uniform probabilitydo

2. Askn;’'s neighbors for their clock values

3. Compute average value of all readings, including

4.  Adjustn;’s value to the computed average and send the new valuertg'satieighbors

Figure 33 Algorithm underlying the asynchronous version of Li andsRuiffusion protocol [42].

show that the asynchronous version of the protocol congamthe average value of clock readings in the network,
under relatively broad assumptions on network connegtipiovided that all net nodes perform synchronization with
a certain probability. Nodes are not required to be fullyreested with all other nodes in the network in order for this
protocol to converge, although the network must be condeatall times [42]. Evidently, if a node or node subset
becomes permanently disconnected from the rest of the nietwetwork-wide clock synchronization is impossible.

Li and Rus ran many simulations of the asynchronous syn@ation algorithm while varying several synchro-
nization parameters. Some simulations show that the sgn&tation error among network nodes decreases exponen-
tially with the number of synchronization rounds for a netkvof 200 nodes [42]. In addition, Li and Rus analyzed
the convergence speed of the protocol as a function of nodsitgie{i.e., the number of nodes in a neighborhood).
These simulations show that sparse networks (i.e., nesmoith few nodes in a given area) exhibit both a slower
convergence speed and a high variation in convergence Nietsvorks with a high node density converge faster, and
with lower variation, than sparse networks. Similarly, te@vergence speed improves as the communication range of
the nodes is increased.

Advantages:

1.
2.

The protocol achieves a system-wide “equilibrium” tincecss all nodes involved in a synchronization.

The protocol does not rely on an external time server omalgypnization leader to reach convergence, which
is beneficial for the robustness of the protocol.

Disadvantages:

1.

The protocol seems to violate a fundamental requirenfesiook synchronization, namely, that time never run
backward. (See Figure 3 above.) As nodes adjust their clalcles down, they will repeat clock values obtained
earlier, defeating one purpose of synchronization. Thidblam is exacerbated in the asynchronous version of
the protocol because in this case nodes can adjust thek eddges independent of other nodes in the network.

. The protocol assumes that any two nodes can accuratepythei clock readings when running their synchro-

nization protocol. In practice, achieving this goal can baegdifficult. Li and Rus advocate the use of the RBS
protocol [19] for this purpose, because RBS can in fact aetéehigh level of accuracy.

. The complexity of the protocol is quite high, comparaldehat of RBS. Many synchronization rounds are

needed to reach reasonable convergence, and each nodeomustigicate with every other node in its neigh-
borhood to achieve convergence. Worse yet, in Li and Rusisilations, hundreds of synchronization rounds
are needed to achieve reasonable accuracy [42]. It is unglegther the asynchronous diffusion protocol can
improve RBS'’s synchronization accuracy.

. The protocol makes no provisions for exploiting clockvg&én achieving synchronization. Given that all node

pairs exchange clock information during each synchroitimabund, it would be relatively easy for nodes to
estimate the skew of their neighbors’ clocks in an efforttgiove accuracy.
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4.10 Other protocols

Clock synchronization in sensor networks is currently thigjact of numerous active investigations. For reasons of
space, we are unable to discuss in detail all the new pratdbat have been defined recently. In this subsection, we
briefly summarize some of those protocols.

4.10.1 Tulone’s Clock Reading Protocol

Tulone sketched a deterministic protocol and a probaigifisbtocol for clock synchronization in sensor networkg][6
The first protocol, calledeterministic Clock ReadinPCR), seeks to minimize the offset of a node’s clock refativ
to other nodes in a sensor network when the node is out of canmation range of any other network node. Assume
that synchronization rounds, during which nodes corresit tHock values, occur periodically in a sensor networla If
node becomes temporarily isolated from the network, itmills one or more synchronization rounds with neighboring
nodes. In this case the offset of the node’s clock relativaecaclock of its neighbors may grow beyond an acceptable
threshold.

The DCR protocol observes the standard deviation of a nadek with respect to one of the node’s neighbors
over two consecutive synchronization rounds. The obsetlegthtions can be used to correct the speed of a node’s
clock, similar to Cristian and Fetzerslibrated-clocksnethod [12]. In the world of sensor networks, the rationdle o
the DCR method is similar to the case of the set-valued etimprotocol, which we discussed in Subsection 2.4.4, in
that DCR adjusts a node’s clock rate based on multiple rgadifia neighbor’s clock. As with set-valued estimation,
itis unclear whether DCR will work in practice, because jpiissible for a node to overcorrectits clock rate. This may
happen when a node overestimates the speed of a neighloaks fidr instance, because of unpredictable variations in
message transmission delays. When this happens, a chamre€ons involving all nodes in an entire neighborhood
may ensue, causing all nodes to increase indefinitely thaikcates.

The second protocoRrobabilistic Clock ReadingPCR) is a probabilistic variation of DCR. PCR overcomes the
problem of intermittent communication by using the theofryime-series forecasting. A network node uses a time-
series approximation of a sequence of clock readings froenodithe node’s neighbors in order to estimate the offset
and skew of the neighbor’s clock relative to the node’s cl@d.

4.10.2 Meier et al.'s protocol

Meier et al. recently defined an improved version of Romeidggrol [45], which we discussed in Section 4.2. Similar
to Romer’s protocol, Meier et al. seek to provide tight lowed upper bounds on the clock reading of local nede
when an event is detected by a different negeMeier et al. define a tighter lower bound fey's clock reading using a
different formula from Romer’s protocol. In addition, Meiet al. define a method for defining optimal bounds under
the assumption that message delay uncertainties are mdgljg5]. Under this assumption, multiple consecutive
message exchanges between two nodes can be regarded de a@imgunication event. Although these assumption
are not true in practice, the method of Meier et al. can be figatio accommodate small communication delays, such
as those achieved with RBS [19].

4.10.3 Lightweight Tree-Based Synchronization

Van Greunen and Rabaeysghtweight Tree-based SynchronizatigiTS) protocol [68] is a slight variation of the
network-wide synchronization protocol of Ganeriwal et [25], which we discussed in Section 4.4. Similar to
network-wide synchronization, the main goal of the LTS poal is to achieve reasonable accuracy while using modest
computational resources (both in terms of memory space &tuditttne). Van Greunen and Rabaey give two versions
of the LTS protocol [68]. In theentralizedversion, each round of synchronization is initiated by aglested node

at some frequency. In thdecentralizedrersion, any node can start a synchronization round. As mativork-wide
synchronization [25], the LTS protocol seeks to build a s&ecture within the network. Adjacent tree nodes ex-
change synchronization information with each other. Adlisatage is that the accuracy of synchronization decreases
linearly in the depth of the synchronization tree (i.e.,lttregest path from the node that initiates synchronizatios t
leaf node). Van Greunen and Rabaey discuss various idelsifting the depth of the tree; the performance of both
protocol versions is analyzed with simulations [68].
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4.10.4 Tsync protocol

Similar to Van Greunen and Rabaey’s LTS protocol, Dai and'$T&8ynaprotocol [15] is based on the network-wide
synchronization protocol of Ganeriwal et al. [25]. As with'%, TSynchas a centralized version, called tHeerar-
chical Referencing Time SynchronizatiRTS) protocol, and a decentralized version, calledltitavidual Time
RequestITR) protocol. The HRTS protocol cleverly combines theiootof hierarchical synchronization, typical of
network-wide synchronization, with receiver-to-receiggnchronization, similar to RBS [19]. Dai and Han further
enhance the performance of both the HTRS and ITR protocoising dedicated MAC-layer channels for synchro-
nization. The ITR protocol differs from the HRTS protocokirat synchronization is initiated by any node as opposed
to a designated base station. Dai and Han compared empiticalperformance of the HRTS and ITR protocols with
a multi-hop extension of RBS [19]. In Dai and Han’s experimseRRTS can achieve a synchronization accuracy close
to that of the RBS extension, while reducing the total nundfexchanged messages with respect to RBS. However,
the accuracy obtained with both RBS and HRTS, in the ord@0g6 for single-hop synchronization, is lower than
other reported results for RBS. (See, e.g., [19]). The parémce of the ITR protocol is worse than both HRTS and
RBS, especially in the case of multi-hop synchronization.

4.10.5 Hu and Servetto’s protocol

Finally, Hu and Servetto [30] defined a protocol for synclization in networks with a high concentration of nodes
per unit of surface. Synchronization proceeds in concentaves, starting from a master node located in the center of
the network. Under strong assumptions on the behavior ai¢heHu and Servetto show that their protocol is optimal
in the sense that all nodes will eventually synchronize \htih master’s clock. This is a valuable theoretical result;
however, it is currently unclear how this protocol will pemfn in practice. Hu and Servetto assume that there is no
communication delay between nodes (i.e., message trasismidelay is always zero) and no conflicts on network
use (i.e., a node will have immediate access to the netwodnewer it needs to transmit a message). In addition, the
complexity of the protocol seems to be high, meaning thateaaig optimality involves a large number of message
exchanges among network nodes.

5 Comparison of protocols

We compare and evaluate the various synchronization pristoBefore we evaluate the various protocols, we must
first define in detail the criteria that we will use in our comipans. For the sake of clarity, we divide our evaluation
criteria between quantitative and qualitative criterigheTformer include synchronization accuracy, computationa
complexity, and convergence time. The latter include $ilithg energy efficiency, and fault-tolerance. When taken
together, these measures provide a good characterizdtiba applicability and performance of each protocol.

5.1 Quantitative evaluation

We note at the outset that the protocols differ broadly irirthemputational requirements, energy consumption,
precision of synchronization results, and communicateguirements. In addition, no protocol clearly outperforms
the others in all possible applications of wireless netwoiRather, it is quite likely that the choice of a protocollwil
be driven by the characteristics and requirements of egolicagion. For instance, a low-cost, low-precision pratoc
could be appropriate for many environmental monitoringligapfions. However, many safety-critical applications,
such as aircraft navigation or intrusion detection in rarljt systems, will demand high-precision protocols in order
for nodes to correctly identify events occurring in the ned for an application to respond to those events.

Synchronization precision. Each network node has a physical clock consisting of harelasgillator circuits. Un-

fortunately, the frequency of hardware clocks varies frora node to another within a specified range. Thus, clocks
on different nodes in wireless networks operate at differates. Consequently, the clock values used for synchro-
nization in wireless networks are not physical clock regdirinstead, network nodes generally use a logical notion of
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clocks and time. Logical clocks can be modified both by soféwe.g., during synchronization) and hardware (e.g.,
by the physical clocks). Consequently, synchronizati@tision can be defined in two ways.

1. Absolute precision.The maximum error (i.e., skew and offset) of a node’s logaatk with respect to an
external standard such as UTC.

2. Relative precisionThe maximum deviation (i.e., skew and offset) among logitatk readings of the nodes
belonging to a wireless network.

In our discussions, we generally use the notion of relatreeigion (2) above, unless otherwise noted. In general,
high synchronization precision is clearly a desirabledfeabf a synchronization protocol. However, in the protscol
that we studied, higher synchronization precision coméleaexpense of increased computational cost measured in
terms of algorithmic complexity, the number of messagefiarged among nodes, and the storage requirements of
the protocol. The quantitative precision of the varioug@cols appears in Table 5.

Piggybacking. Piggybacking is the process of combining the acknowledgemessages during synchronization
with messages that carry synchronization data among néaltead of sending independent acknowledgement mes-
sages, these messages are piggybacked on the data mebsades/¢ to be sent to the node, in order to reduce
message traffic in the network. Piggybacking is clearly athgeous because wireless networks are often subject to
severe bandwidth constraints and piggybacking allevies@smunication demands on the network. In addition, pig-
gybacking can also reduce the storage requirements on rietwdes because storage space is also saved by clubbing
acknowledgements with data messages. Romer’s protocphfEbnetwork-wide time synchronization [24, 25] use

piggybacking.

Computational complexity. As wireless networks often have limited hardware capasliand severe energy con-
straints, the complexity of a synchronization protocol cagke a protocol impractical for many applications. Here
we distinguish between the computational complexity of@qgwol (i.e., its run-time and memory requirements) from
the message complexity (i.e., the number of messages exetiauring synchronization). (See also discussion on
convergence time below.)

In our evaluations, we consider both the asymptotic bem@fia protocol’s computation time and its memory re-
guirements, relative to the number of nodes being syncheshiEven though a protocol’s computational requirements
might be linear in the number of nodes synchronizing wittheatber, the protocol may still be impractical if these re-
quirements exceed physical node resources. RBS [19], thequl by Mock et al. [49], asynchronous diffusion [42],
and TDP [62] have higher computational and storage comntylerimpared to Romer’s protocol [56], network-wide
time synchronization [25], and the protocol by Sichitiu Afegrarittiphan [58].

Convergence time. Convergence time is the total time required to synchronizetaork. A protocol that requires a
large number of message exchanges per synchronizatioresilt in a longer convergence time. As discussed earlier,
reducing message complexity is vital to the cost-efficienfcg synchronization protocol for sensor networks. Since
convergence time is directly proportional to message cerityland bandwidth use, reducing the convergence time is
also an important factor in wireless networks.

RBS [19], Romer’s protocol [56], and the protocol by PalCiftawri et al. [53] do not emphasize low convergence
time because they are based on reactive routing. In thesecpts, synchronization is performed relatively infre-
guently, when an event of interest occurs in the net. Thusyergence time and message complexity are of less
critical importance in protocols that use reactive routifige protocol by Mock et al. [49] requires a low convergence
time because only one message is required per synchramzatind. Other protocols [54,58] can tolerate high
convergence times for multi-hop networks.

GUI services. Graphic User Interface (GUI) services can present, in a eled comprehensible manner, meaningful
results achieved by the network to an end user. Since sonedessr networks require on-line monitoring by human
users, we included the existence of GUI services in our perdace comparisons. Only Ping’s protocol [54] provides
such services to the application and higher-level kernedlutes. Two services are specifically defined: (1) time
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Factors for performance comparison

Protocols Precision Piggybacking | Complexity Convergence GUI Network size | Sleep

time services mode
RBS [19] 1.85 +£1.28 us N/A High N/A No 2-20 Nodes Yes
Romer [56] 3ms Yes Low N/A No Unknown Yes
Mock et al. [49] 150 us No High Low No Unknown No
Ganeriwal et al. [25] 16.9us No Low Unknown No 150-300 Nodes| Yes
Ping [54] 32us Yes Low High (Multi-hop) Yes Unknown No
PalChaudhuri et al. [53] Unknown Unknown High N/A No Unknown Yes
Sichitiu et al. [58] 945 s No Low High (Multi-hop) No N/A Yes
Time-Diffusion Protocol [62] 100 us No High High (Multi-hop) No 200 Nodes Yes
Asynchronous diffusion [42] Unknown No High High (Multi-hop) No 200-400 Nodes| Yes

Table 5. Quantitative performance comparison of synchronizapiaiocols.

reading and (2) synchronized network event schedulings@kervices allow a user to schedule a synchronized event
over a network by providing an interface to the user’s tiraafe.

Network size. Some authors have conducted empirical evaluations of sgnization protocols on actual sensor
networks. Although this information is not available for shof the protocols that we studied, the network-wide time
synchronization protocol of Ganeriwal et al. [25] is notethg in this regard. This protocol was found to handle
neighborhoods with up to 300 nodes.

Compatibility with sleep mode. The ability of a node to be in low-power (sleep) mode can bigcatito meeting
the node’s energy requirements. The key idea underlsiegp modés that nodes must be synchronized and active
only when the application demands it. RBS [19] highlights fieature by way of post-facto synchronization. Other
protocols [24, 25, 56] support this feature as well.

Table 5 shows the performance of the protocols relativeaajthantitative criteria. The RBS protocol [19] yields
excellent accuracy results even in the case of networksmittiestly-equipped sensor nodes. The accuracy reached
by the protocol is truly outstanding, in the order of few m®econds, for a network of nodes (i.e., the Berkeley
motes) with severely limited computational and energyuesgs. The convergence time and message complexity of
the protocol are relatively high, of the order@fm - n?) messages fomn synchronization rounds involving nodes
within single-hop reach of each other. However, the CPU kad storage requirements of the protocol are modest,
making RBS appropriate for even the simplest of today’seemades. Moreover, the lack of clock adjustments sharply
reduces the energy needs of the protocol relative to otlwoqols. Romer’s protocol [56] achieves reasonably good
accuracy (in the order of few milliseconds) with low compigaal complexity. The advantages of continuous time
synchronization [49] are high accuracy results and low eogence time; however, these results are obtained at the
expense of computational complexity.

Network-wide time synchronization [24, 25] is an excelleampromise among synchronization accuracy, com-
putational complexity, and convergence time. While theusacy results are in the order of tens of microseconds,
low computational complexity and fast convergence time erthks protocol quite attractive when higher accuracy is
not required. An additional strength of this protocol istttiee protocol has been tested on an actual sensor network
containing 300 nodes. The delay-measurement time synidatn protocol has comparable accuracy results as
network-wide time synchronization [54]. However, thisuk$s obtained at the expense of a longer convergence time.
Improvements to network-wide time synchronization weréngel by Dai and Han [15]. Their method has yielded
excellent accuracy results with lower message compleltay RBS.

The protocol by PalChaudhuri et al. [53] is interesting lesedt uses a probabilistic algorithm. While probabilistic
algorithms hold considerable promise for clock synchration in sensor networks, at this time it is unclear how these
protocols will perform in practice. Finally, a protocol bycBitiu and Veerarittiphan [58] achieves good accuracy
results (less than one millisecond). This is quite impressonsidering that the protocol also has low computational
complexity. However, the convergence time of this protégagjuite high.
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The asynchronous diffusion protocol of Li and Rus [42] angl tiilme diffusion protocol of Su and Akyildiz [62]
use an averaging method to adjust node clocks. These ptetm®oreasonably robust; however, the issue of clocks
running backward must be suitably addressed before thesecots are implemented in practice.

5.2 Qualitative evaluation

We evaluate the protocols based on overall quality critelfacontrast to Section 5.1 above, here we discuss the
goals of each protocol and the extent to which we deem thatrit®col succeeds in achieving those goals. While
a quantitative study deals with parameters that help théerefine-tune a synchronization protocol by providing a
telescopic view, a qualitative study provides a broaderrande general perspective. Table 6 compares the various
protocols in terms of the following qualitative criteria.

Energy efficiency. Energy efficiency is an implicit requirement in most wiradegetworks. The extent to which this
requirement must be enforced will vary depending on an agfidin. For instance, in the case of sensor networks the
requirementis quite strict, forcing nodes to sleep as featjy as possible and severely limiting the energy avasl&dnl
synchronization and other network tasks. The main reasbimti¢his energy constraint is the small size of batteries
in sensor nodes, which greatly limits the amount of energy¢an be stored and produced (e.g., with solar cells).

An important tradeoff for wireless networks is between gghre available energy for computing or for communi-
cating. Pottie and Kaiser [55] have shown that, in the casen$or networks using radio frequency transmitters and
receivers, the energy required to transmit 1 bit over 10@msetvhich is 3 joules, can be used to execute 3 million
instructions. This finding makes it clear that communiagaiofar more energy-intensive than computation. Elson and
Romer [20] have stressed that in low-power radio netwoiktgring, sending and receiving messages requires much
more energy than in a wired network. The CPU is also spariagiylable because it is shut down often to conserve
energy.

Accuracy. Accuracy is a measure of how well the time maintainted withenetwork is true to the standard time.
In other words, it is a measure of the precision of synchition. A protocol with high accuracy thereby guarantees
high precision. In the case of absolute precision, this m#aat the synchronized time in the network does not deviate
much from an external standard (e.g., UTC or GPS). In the afssglative precision, this means that, when a set of
synchronized nodes is considered, the maximum deviatitimeaflock of any node within the set is reasonably small.

Several protocols considered in this survey are highly eateu(See, e.g., [19, 58].) Probabilistic synchronizatio
[53] allows a user to choose a desired level of accuracy. Thiem of trading off accuracy for a lower complexity
could be quite useful, depending on the network’s load.

Scalability. Elson and Romer [20] state that the scope of a network is tbgrgehic span of nodes that are syn-
chronized and the completeness of coverage within thabmedn general, the scope of a network can be expanded
by increasing the number of nodes in the network. As the serase becoming cheaper, wireless sensor networks are
becoming increasingly large, up to tens of thousands of sio@lkus, synchronization protocols must be sufficiently
scalable with respect to network size. Most protocols tlaaile sensor networks place scalability on top of their list
of priorities.

Although most authors have not measured scalability irr thgberiments, Ganeriwal et al. [24, 25] have used
a network of 150-300 nodes to test scalability. In additi®n,and Akyildiz used a net with 200 nodes to test the
scalability of TDP [62]. RBS [19] typically synchronizes2® nodes in a neighborhood; however, this protocol works
well even in much larger networks using gateways betweeghberhoods. Protocols in which the synchronization
error increases with the size of the network, such as Ronpeo®col [56], achieve scalability at the expense of
accuracy.

Overall complexity. The quantitative evaluation in the previous subsectiotirdjsishes various complexity mea-
sures, including CPU load, storage requirements, and messamplexity (i.e., convergence time). In this section,
overall complexity is viewed as a combination of algoritormomplexity, overhead caused due to fault tolerance pro-
visions, and communication overhead. Romer’s protoco] [§@robably the best choice for a resource-restricted
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Qualitative Performance Comparison

Protocols | Accuracy | Energy Efficiency| Overall Complexity [ Scalability | Fault Tolerance
RBS[19] High High High Good No
Romer [56] Low High Low Poor No
Mock et al. [49] High Low Low N/A Yes
Ganeriwal et al.[25] High Average Low Good Yes
Ping [54] High High Low Good No
PalChaudhuri et al. [53] Unknown High Low Good No
Sichitiu and Veerarittiphan [58]  High High Low N/A Yes
Time-Diffusion Protocol [62] High Average High Good Yes
Asynchronous diffusion [42] | Unknown Low High N/A Yes

Table 6. Qualitative performance tabulation of synchronizatiootpcols.

environment because of its low complexity. However, thighod is not highly accurate. This is not surprising as
highly accurate protocols usually incur high overall coaxtly.

Fault tolerance. Fault tolerance plays an important role because a wirelessum is rather error-prone. The poor
reliability of message delivery in a wireless medium canddevastating effects on synchronization protocols becaus
synchronization requires message exchanges.

Some fault-tolerant protocols [24, 49, 58] address meskagdo some extent, but others have not addressed this
issue. Consequently, it is unclear how sensitive theirqoaits are to message loss. This is somewhat troublesome be-
cause handling message loss can result in significant cagstend performance degradation during synchronization.

6 Conclusions

With increasing frequency, attention has been focused oglagis sensor networks because of their wide applicability
to a diverse range of application areas. Among the many dlifiis in designing and building such networks, a central
challenge is providing clock synchronization among theseemodes. Providing a common time axis is necessary
for a large number of sensor applications because the dagad¢port has to be meaningfully fused to draw coherent
inferences about the environment being sensed.

Traditional clock synchronization protocols for wired wetks cannot be used because wireless sensor network
protocols require the ability to adapt dynamically, theligbto handle sensor mobility, and scalability. The sessor
themselves are heavily resource-constrained becausmitddi battery power. Furthermore, they need to operate in
highly lossy and unreliable environments. As as resultess\clock synchronization protocols for wireless sensor
networks have been designed in the recent past.

This paper presented a survey and analysis of existing dgokhronization protocols for wireless sensor net-
works, based on a variety of factors including precisiorruaacy, cost, and complexity. The design considerations
presented here will help the designer in building a sucoéskick synchronization scheme, best tailored to his appli
cation. Specifically, the detailed analysis of the variopisams and possible solutions for each of the factors irsglv
will guide the designer in integrating various solutiontteas to create a successful clock synchronization scheme f
the application. Finally, the survey will be a helpful berdrk for designers to compare and contrast their results
with the protocols that are widely in use.
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