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Introduction

©

A distributed system is susceptible to a variety of secuthyeats.

A principal can impersonate other principal and authentioa becomes an
important requirement.

@ Authentication is a process by which one principal veri égetidentity of
other principal.

@ In one-way authentication, only one principal veri es thgentity of the other
principal.

@ In mutual authentication, both communicating principalerfy each other's
identity.

©
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Background and de nitions

@ Authentication is a process of verifying that the princifgaldentity is as
claimed.

@ Authentication is based on the possession of some secretrirdtion, like
password, known only to the entities participating in the thentication.

@ When an entity wants to authenticate another entity, the foer will verify if
the latter possesses the knowledge of the secret.
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A simple classi cation of authentication protocols

@ Classi ed based on the cryptographic technique used.

@ There are two basic types of cryptographic techniques: syetro (“private
key") and asymmetric ("public key").

@ Symmetric cryptography uses a single private key to bothrgptand
decrypt data. (Letf Xgx denote the encryption of X using a symmetric key |
andfY g, : denote the decryption of Y using a symmetric key k.)

@ Asymmetric cryptography, also called Public-key cryptaghy, uses a secret
key (private key) that must be kept from unauthorized usensdaa public key
that is made public. (For a principal x, Kand K, ! denote its public and
private keys, respectively.)

o Data encrypted with the public key can be decrypted only by th
corresponding private key, and data signed with the privkéy can only be
veri ed with the corresponding public key.
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Authentication protocols with symmetric cryptosystem

@ In a symmetric cryptosystem, authentication protocols che designed using
to the following principle:

\If a principal can correctly encrypt a message using a key th at the
veri er believes is known only to a principal with the claime d identity
(outside of the veri er), this act constitutes su cient pro of of
identity."
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Basic Protocol

@ Shown in Table below, where a principal P is authenticatitgeif to principal
Q. (k' denotes a secret key that is shared between only P ang Q

P Create a message m ="l am P."
: Compute n? =fm, Qg
Pl Q: m,nP
Q: verifyfm, Qg = m?°
if equal then accept; otherwise the authentication fails

Table: Basic Protocol

@ The principal P encrypts a message m identity of Q using thmsyetric key
k and sends to Q.

@ Principal Q encrypts the plaintext message and its identiyget the
encrypted message.

e If it is equal to the encrypted message sent by P, then Q hashanticated P,
else, the authentication fails.
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Weaknesses

@ A major weakness of the protocol is its vulnerability to raps. An adversary
could masquerade as P by recording the message m, m' and tafdaying it
to Q.

@ Since both plaintext message m and its encrypted version ma'sent
together by P to Q, this method is vulnerable to known plairteattacks.
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Modi ed protocol with nonce

@ To prevent replay attacks, we modify the protocol by adding a
challenge-and-response step using nonce.

@ A nonce ensures that old communications cannot be reusecjtay attacks.

Pl Q: "lamP."
Q: generate nonce n
Q P: n
P: compute M =fP, Q, ngx
Pl Q: m
Q: verifyfP, Q, ngx = m?°
. if equal then accept; otherwise the authentication fails

Table: Challenge-and-response protocol using a nonce

@ Replay is foiled by the freshness of nonce n and because ravndirom a
large space.
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Weaknesses

@ This protocol has scalability problem because each priakipust store the
secret key for every other principal it would ever want to henticate .

@ Also vulnerable to known plaintext attacks.
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Wide-mouth frog protocol

[

Principal A authenticates itself to principal B using a sensS as follows:

Al S: A fTa, Kag, BOk,s
S' B fTS, KAB, AgKBS

©

A sends to S its identity and a packet encrypted with the keysKit shares
with S. The packet contains the current timestamp, A's desir
communication partner, and a randomly generated keygKfor
communication between A and B.

@ S decrypts the packet to obtain kg and then forwards this key to B in an
encrypted packet that also contains the current timestampdaA's identity.

@ B decrypts this message with the key it shares with S and est&b the
identity of the other party and the key, Kg.

@ Weaknesses: A global clock is required and the protocolfaillif the server
S is compromised.
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A protocol based on an authentication server

@ Uses a centralizeduthentication server S thashares a secret keyy§ with
every principal X in the system .

P!
Q!
P!

Q!
A

hvlacrorye]

Q:
Q:
A

"I am P."

generate nonce n

n

compute X = fP, Q, NGk,
X

compute y = fP, Q, XK s
y

recover P, Q, x from y by decrypting y with Kqs

recover P,Q, n from y by decrypting x with Kpg

compute m = fP, Q, NOK s

m

independently compute f P, Q, NGk s and verify f P, Q, ng Kos = M
if equal, then accept; otherwise, the authentication fails

Table: A protocol using an authentication server
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A protocol based on an authentication server

@ The principal P sends its identity to Q. Q generates a noncel @ends this
nonce to P.

@ P then encrypts P, Q, n with the keXps and sends this encrypted value X t
Q.

@ Q then encrypts P, Q, x wittKgs and sends this encrypted value y to
authentication server S.

@ Since S knows both the secret keys, it decrypts y withs, recovers x ,
decrypts x withKps and recovers P, Q, n.

@ Server S then encrypts P, Q, n with kd§os and sends the encrypted value
m to Q.

@ Q then computes P, Q, ngs and veri es if this value is equal to the value
received from S.

o If both values are equal, then authentication succeedse édails.
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One-time password scheme

@ In the One-Time Password scheme, a password can only be useel. o

@ The system generates a list of passwords and secretly concates this list
to the client and the server.

@ The client uses the passwords in the list to log on to a server.
@ The server always expects the next password in the list atrib&t logon.

@ Therefore, even if a password is disclosed, the possilgfityeplay attacks is
eliminated because a password is used only once.

@ Protocol consist of two stages:

o Registration stage: where the client registers with thevegrand gets a list of
passwords.

@ Login and authentication stage: where the server authesis the client.
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Registration

@ Every client shares a pre-shared secret key, represent@E&D with the
server.

@ The server generates a session key (SK) with the help of asandumber D
and a timestamp T, i.e., SK = jT.

@ The server computes and sends SEEDSK to the client.
@ When the client receives SEED SK, it computes the value of SK as follows

SK = SEED (SEED SK)

@ The client then generates an initial key IK with the help of andomly
generated secret key K,

IK=K SEED

@ The client then decides the number of times (N) it wants to ingo the
server and sends the generated initial key (IK) to the server

@ The client performs IK  SK and N SK and sends these values to the
server.
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Registration

@ When the server receives IK SK and N SK, it retrieves IK and N from
the received values and computes

po = HN(IK) for the user where H is a Hash Function
and performs p=po SK and stores pand N in its database.
@ It also computes p and p as follows:

p: = HN 1 (IK) and
p2 = HN 2 (IK)

@ The server then sendssp SK, pp SKandp SK to the client

@ Onreceivingp SK,p SKandp SK from the server, the client
performs the XOR operation on SK anggp SK,pp SKandp SK
separately, to obtain p p;and p. respectively.

@ The client hashes IK for N times and then compares it with pf both values
are equal, the client is sure of the authenticity of the saramd that it is not
communicating with an intruder.

@ It then saves the values ofypp1, p2 and N for future communication with
the server.
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Login and authentication

@ Authentication requires the following steps:
e If the client is logging in for the'f time, the server generates a new sessior
key (SK)
SK = DjjT where T is the timestamp and D is a random number.
The server also computes p = H ©*1 (IK) where C=N-t. It then performs

pt 1 SKand SK SEED (SEED is stored in the database) and sends
these values to the client.

@ On the receipt of the values from the server, the client contgauSK as
follows:
SK=pt 1 (pt 1 SK)

Then the Client checks the timestamp T of the session key Skhé
timestamp is valid, the client computes SEED = SK (SK  SEED) and
checks the value of SEED with the one saved to make sure of #rees's
identity. If they match, the server's authenticity is veed.
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Login and authentication

@ The client proves its identity to the server as follows: Iinsis SK  p; to the
server. The client uses theg paved in the previous login in this EX-OR
operation.

@ Server calculatesipfrom SK  p; received from the client as follows:
pp =SK (SK pt)

@ From the received pvalue, it calculates p 1= H (p{) and compares it with
p: 1 obtained in the Step 1. If both match, the identity of the ctieis
veri ed.

o Finally, the server updates N with C, where C=N-t and compsifg.; using
po and sends p;  SK to the client.

@ The client computes value ofip; as p+1= SK (SK  pr+1) and stores it
for its next login.
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Strength and weaknesses

@ Since session key SK is obtained by using the timestampayepf previous
session does not work and thus the scheme is robust agaipsayeattacks.

@ The use of hash function makes the Dictionary attacks impbkes

@ One-time passwords that are not time-synchronized are gudible to
phishing. Phishing usually occurs when a fraudster sendsraail that
contains a link to a fraudulent website where the users arkedsto provide
personal account information.
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Otway-Rees protocol

@ A server-based protocol that provides authenticated kegnsport without
requiring timestamps.

Kag IS a session key that the sever S generates for users A and Bares
Na and Ns are nonces chosen by A and B, respectively.

M is a nonce chosen by A which serves as a transaction identi e

S shares symmetric keysaK and Kgs with A, B, respectively.

The protocol is shown in the following table.

¢ €& ¢ ¢ ¢

@Q)A! B: M, A B, (Na, M, A, Bk,

2yB! S: M, A, B, (Na, M, A, B)k,.s, (Ng, M, A, B)kge
(3)S! B: (Na, Kag)kas: (N8, KaB)kes

(4) B! A: M, (NA, KAB)KAS

Table: Otway Rees protocol
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Weaknesses

@ A malicious intruder can arrange for A and B to end up with dient keys as
follows:

A and B execute the rst three messages; at this point, B has reived the key
KAB .

The intruder intercepts the fourth message.

He/She replays step (2), which results in S generating a nevekK3z and
sending it to B in step (3).

The intruder intercepts this message, too, but sends to A theapt of it that B
would have sent to A.

So A has nally received the expected fourth message, but withds instead
of Kag.

@ Another problem is that although the server tells B that A usa nonce, B
doesn't know if this was a replay of an old message.

A. Kshemkalyani and M. Singhal (Distributed Computi Authentication in Distributed System CUP 2008 20 /54



Kerberos authentication service

@ Authentication in Kerberos is based on the use of a symmatrigptosystem
together with trusted third-party authentication servers

@ The basic components include authentication serveferperos servejsand
ticket-granting serverTGSSs).

Initial Registration
@ Every Client/user registers with the Kerberos server byviding its user id,
U and a password, passwaqrd

@ The Kerberos server computes a key % f(password,) using a one-way
function f and stores this key in a database.

@ k, is a secret key that depends on the password of the user antlased by
client U and Kerberos server only.
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The authentication protocol

Authentication in Kerberos proceeds in three steps:

@ Initial Authentication at Login: Kerberos Server authecdites user login at a
host and installs a ticket for the ticket granting server, B3at the login host.

@ Obtain a ticket for the server: Using the ticket for the tickgranting server,
the client requests the ticket granting server, TGS, for akit for the server.

@ Requesting Service from the server: The client uses theesdigket obtained
from the TGS to request services from the server.
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Initial Authentication at Login

@ Initial Authentication at Login uses Kerberos server angt®wn in the
following Table. Let U be a user who is attempting to log in astd.

1)Ul H:
2) H! Kerberos :
3) Kerberos :

4) Kerberos! H:

5)H!I U:
6) Ul H:

7H:

U

U, TGS

retrieve ky and krgs from database
generate new session key k

create a ticket-granting ticket
tiCkTGS = fU, TGS, k, T, LgKTGS
fTGS, k, T, L, tick TGS Yky
\Password?"

password

compute kg = f(password)

recover k, tickygs by decrypting
fTGS, k, T, L, tick 1gs Gky with K' y
if decryption fails, abort login, otherwise, retain
ticktgs and k.

erase password from the memory

Table: Initial Authentication at Login
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Obtain a ticket for the server

@ The client executes steps shown in the folloing table to resfua ticket for
the server from TGS.

@ The client sends the ticket ticlgs to TGS, requesting it a ticket for the
server S. (T and T, are timestamps).

l) C! TGS: S, ticktgs, fC, T10k

2) TGS : recover k from ticktgs by decrypting with ktgs,
recover T; from fC, T10x by decrypting with k
check timelines of Ty with respect to local clock
generate new session key k.
Create server ticket ticks = fC, S, k, T, Lgkg

3) TGS! C: S,k T,L, tick sgk

4) C: recover Kk, ticks by decrypting the message with k

Table: Obtain a ticket for the server
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Requesting service from the server

@ Client C sends the ticket and the authenticator to server.
@ The server decrypts the tigkand recovers k.

@ It then uses k to decrypt the authenticatdrC, T,gxe and checks if the
timestamp is current and the client identi er matches withhat in the ticks
before granting service to the client.

e If mutual authentication is required, the server returns anthenticator.

1)C! S: ticks, fC, Tagyo

2)S: recover k from tickg by decrypting it with k 5
recover T, from fC, Togx by decrypting with k
check timeliness of T, with respect to the local clock

3)S! C:fTa+ 1gk

Table: Requesting service from the server
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Protocols based on asymmetric cryptosystems

o In an asymmetric cryptosystem, lej,kdenote the public key andpk1 denote
the private key of a principal P.

@ Only P can generaté mg, for any message m by signing it usinglk
@ The signed messagemgkp 1 can be veri ed by any principal with the
knowledge of k

@ Authentication protocols can be constructed using the ¢oling design
principle:

\If a principal can correctly sign a message using the privat e key of the
claimed identity, this act constitutes a su cient proof of t  he identity."
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The basic protocol

@ A basic protocol is as follows:

Pl Q: \MamP."
Q : generate nonce n
Q P: n
P: compute m=fP, Q, ng,, :
Pl Q: m
Q: verify (P, Q, n) = fmgy,
. if equal, then accept; otherwise, the authentication fail

Table: A Basic protocol
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A modi ed protocol with a certi cation authority

@ The basic protocol can be modi ed as shown in the followindphe

P Q:
Q:
Q P:
P:
Pl Q:
Q! CA:
CA:

CA Q:
Q:

\l am P."

generate nonce n

n

compute m =fP, Q, g
m

\I need P's public key."

retrieve public key kof P from key Database

Create certicate c =fP, kp Ok, !

P, c

recover P, k from c by decrypting with ka

verify (P, Q, n) = f mg,

if equal, then accept; otherwise, the authentication fail

Table: A modi ed protocol with a certi cation authority, CA
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A modi ed protocol with a certi cation authority

[

A certi cation authority CA is involved in the authenticatin process.

@ When Q receives a message encrypted with P's private key fRoiih
requests the authentication server for P's public key.

@ CA retrieves public key of P from the key database and prosi@ewith a
certi cate for P's public key.

@ The certi cate, f P, kpgkCAl contains P's identity and its public key, encryptec
with the private key of the certi cation authority.

@ Q retrieves the public key of P by decrypting the certi catdttvthe public
key of CA.

@ Then it decrypts the message m, it received from P using thélmukey ke
and checks if mgy, equalsf P, Q, ng.

o If both are equal, authentication succeeds, else it fails.
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Needham and Schroeder protocol

@ The Needham-Schroeder protocol uses a trusted key senariffisues
certi cates containing the public key of a user.

@ The protocol is described in the following table:

Al
S
Al
B!
S
B!
Al

NoarODE

W>WOWmn®>W0

A, B

fKp, BgKS 1
fNa, AgKb
B, A

fKa, Ang 1
fNa. NbgKa
f NpOk,

Table: Needham-Schroeder protocol
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Needham and Schroeder protocol

o In step 1, A sends a message to the server S, requesting B'Smpkaby.

@ S responds by returning B's public key, Klong with B's identity encrypted
using S's secret key.

@ A then seeks to establish a connection with B by selecting aa®N,, and
sending it along with its identity to B encrypted using B's plic key.

@ When B receives this message, it decrypts the message toimlit@ nonce
N5 and to learn that user A is trying to communicate with it. It #n requests
the public key of A from server S which the server sends to B assage 5.

@ B then returns nonce N along with a new nonce |\ to A, encrypted with
A's public key .

@ When A receives this message, it decrypts it with its privaey and is
assured that it is talking to B, since only B could have dedpg message in
step 3 to obtain N.

@ A then returns nonce Nto B, encrypted with B's key. When B receives this
message, it is assured that it is talking to A, since only A ktbbhave
decrypted message in step 6 to obtain N
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Weaknesses

@ This protocol provides no guarantee that the public keys @ibed are current
and not replays of old, possibly compromised keys.
@ This problem can be overcome in various ways.

1 First method is that the server S includes timestamps in messagesind 5;
however, this requires synchronized clocks at processes.

' Another method is that A sends a nonce in message 1 and S returhg same
nonce in message 2.

@ The protocol is vulnerable to impersonation attacks (débed next).
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An impersonation attack on the protocol

@ An impersonation attack is shown in the following Table:

1.3A I: fNa Agk,
231(A)! B: fNa Ag,
2.6 B I(A): fNa Nygk,
1.6 A: fNa NpOk,
1.7A 1: fNpg,
271(A)! B: fNygk,

Table: An Impersonation attack on Needham-Schroeder Protocol
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An impersonation attack on the protocol

@ In step 1.3, A starts to establish a session with |, sending itonce N.

@ In step 2.3, the intruder impersonates A to try to establisifalse session
with B sending it the nonce Nobtained in the previous message from A.

@ B responds in step 2.6 by selecting a new nongedxd returning it, along
with N to A. The intruder intercepts this message, but cannot demryt
because it is encrypted with A's public key.

@ The intruder uses A as an oracle, by forwarding the messaga to step 1.6;
note that this message is of the form expected by A in run 1 ¢ throtocol.
A decrypts the message to obtain,Nand returns this to | in step 1.7.

@ | decrypts this message to obtainyNand returns it to B in step 2.7, thus
completing run 2 of the protocol. After B receives the messag step 2.7, B
is led to believe that A has correctly established a sessiih it
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A solution to the attack

@ The main cause of this attack is that step 6 does not contaire tidentity of
the responder.

o If we include the responder's identity in step 6 of the protbt¢hen the
intruder | can not successfully replay this message in stéphEcause A is
expecting a message containing I's identity.
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SSL protocol

@ SSL, Secure Sockets Layer, protocol developed by Netscapgasathe
standard Internet protocol for secure communications.

@ SSL typically is used between server and client to securectiection.

@ SSL protocol allows client/server applications to commeeiie so that
eavesdropping, tampering, and messdgegery are prevented.

@ One advantage of SSL is that it is application protocol inésgent.
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SSL protocol

@ The SSL protocol provides the following features:

End point authentication: The server is the \real" party tha client wants
to talk to, not someone faking the identity.

Message integrity: If the data exchanged with the server bagr
modi ed along the way, it can be easily detecte

Con dentiality: Data is encrypted. A hacker cannot read yr

information by simply looking at the packets
the network.
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SSL record protocol

@ The record protocol fragments the data into manageable i coptionally
compresses the data, applies MAC, encrypts adds a headetramgmits the
resulting unit into a TCP segment.

@ Received data are decrypted, veri ed, decompressed andserabled and
then delivered into high level users.
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SSL handshake protocol

@ The SSL Handshake Protocol allows the server and client tthanticate
each other and to negotiate an encryption algorithm and dographic keys
before the application protocol transmits data.

The following steps are involved in the SSL handshake:

@ The SSL client sends a "client hello" message that lists ¢ogyaphic
information such as the SSL version and, in the client's ordepreference,
the CipherSuites supported by the client. The message atsttains a
random byte string.

@ The SSL server responds with a "server hello" message thataios the
CipherSuite chosen by the server from the list provided by 85L client, the
session ID and another random byte string. The SSL server sénds its
digital certi cate. If the server requires a digital certtate for client
authentication, the server sends a "client certi cate regst".
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SSL handshake protocol

@ The SSL client veri es the digital signature on the SSL setvaligital
certi cate and checks that the CipherSuite chosen by thewaaris acceptable.

@ The SSL client, usind all data generated in the handshakesspdreates a
premaster secret for the session that enables both the tig the server to
compute the secret key to be used for encrypting subsequeessage data.

o If the SSL server sent a "client certi cate request”, the SSlient sends
another signed piece of data which is unique to this handghakd known
only to the client and server, along with the encrypted prestex secret and
the client's digital certi cate, or a "no digital certi cate alert".

@ The SSL server veri es the signature on the client certi eat

@ The SSL client sends the SSL server a " nished" message, Wwiscencrypted
with the secret key, indicating that the client part of the hashake is
complete.
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SSL handshake protocol

@ The SSL server sends the SSL client a " nished" message, Wwiscencrypted
with the secret key, indicating that the server part of the tidshake is
complete.

@ The SSL server and SSL client can now exchange messagesrhat a
encrypted with the shared symmetric secret key.

@ During both client and server authentication, there is a stdhat requires
data to be encrypted with one of the keys in an asymmetric keyr gnd is
decrypted with the other key of the pair.

@ For server authentication, the client uses the server's lpukey to encrypt
the data that is used to compute the secret key. The server gamerate the
secret key only if it can decrypt that data with the correctipate key.
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How SSL provides authentication

@ For client authentication, the server uses the public keythe client
certi cate to decrypt the data the client sends during stepds the handshake.
@ The exchange of nished messages con rms that authentioatis complete.
o If any of the authentication steps fails, the handshakedaihd the session
terminates.

@ The exchange of digital certi cates during the SSL handskak a part of the
authentication process. (CA X issues the certi cate to th&K client, and
CA'Y issues the certi cate to the SSL server.)
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Password-based authentication

@ The use of passwords is very popular to achieve authenticakiecause of
low cost and convenience.

@ However, people tend to pick a password that is conveniest, ishort and
easy to remember. (Vulnerable to a password-guessing &tjac

@ O -line dictionary attack: an adversary builds a database of possible
passwords, called a dictionary. The adversary picks a passfvom the
dictionary and checks if it works. This may amount to genengt a response
to a challenge or decrypting a message using the passwordfonetion of
the password.After every failed attempt, the adversaryksia di erent
password from the dictionary and repeats the process.

@ Preventing O -line Dictionary Attacks:

By producing a cryptographically strong shared secret l@}led the session
key. This session key can be used by both entities to encrypssquest
messages for a seceret session.
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Encrypted key exchange (EKE) protocol

@ Bellovin and Merritt developed a password-based encrypteyg exchange
(EKE) protocol using a combination of symmetric and asymmiet

cryptography.

]

Q A :(Ea;Da), Kpwa=f( pwd). f*fis a function. *g
Q@ A! B:AfKuwdOe,-
© B : Compute Ea = ff Eagk,,,0¢ 1 and generate a random secret kelffag .
pwd
e B! A:ff KABgEAgf Kpwd*
@ A:Kas = ffff Kag0e, 0 prdgngwégDA. Generate a unique challeng€a.
QA! B:fCAgKAB-
@ B : Compute Ca = ff Cagk,s 9¢ 1 @and generate a unique challeng€s.
AB
@ B! A: fCA;CBgKAB.
@ A : Decrypt message sent b3 to obtain C, and Cg.
Compare the former with his own challenge. If they match,
go to the next step, else abort.
@A! B:fCBgKAB-

Figure: Encrypted Key Exchange Protocol
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Encrypted key exchange (EKE) protocol

@ Step 1: A generates a public/private key pailEf; Da) and derives a secret
key Kowa from his passworgwd.

@ Step 2: A encrypts his public kefa with Kpwg and sends it toB.

o Steps 3 and 4B decrypts the message and usgs together with Kpug to
encrypt a session kelag and sends it toA.

@ Steps 5 and 6:A uses this session key to encrypt a unique challeGgeand
sends the encrypted challenge B

@ Step 7: B decrypts the message to obtain the challenge and generates a
unique challeng€s .

@ Step 8: B encryptsf Ca, Cgg with the session keKag and sends it toA.
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Encrypted key exchange (EKE) protocol

@ Step 9: A decrypts this message to obtaily, and Cg and compares the
former with the challenge it had sent tB. If they match,B is authenticated.

@ Step 10: A encryptsB's challengeCg with the session keag and sends it
to B. When B receives this message, it decrypts the message to olfgin
and uses it to authenticate.

@ The resulting session key is stronger than the shared pasband can be
used to encrypt sensitive data.

@ A Drawback: The EKE protocol su ers from the plain-text equalence (the
user and the host have access to the same secret passwordsbr dfahe
password).

A. Kshemkalyani and M. Singhal (Distributed Computi Authentication in Distributed System CUP 2008 46 | 54



Distributed Computing: Principles, Algorithms, and Systems

Secure remote password (SRP) protocol

@ Wu combined the technique of zero-knowledge proof with asyatric key
exchange protocols to develop a veri er-based protocoljethsecure remote
password (SRP) protocol.

@ SRP protocol eliminates plain-text equivalence.

@ All computations in SRP are carried out on the nite eldr,, wheren is a
large prime. Letg be a generator of,.

@ Let A be a user anB be a server. Before initiating the SRP protocdl,and
B do the following:

@ A and B agree on the underlying eld.

Q A picks a passwordowd, a random salts and computes the verierv = g,
wherex = H(s; pwd) is the long-term private-key andH is a cryptographic
hash function.

© B stores the veri erv and the salts.
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Secure remote password (SRP) protocol

@ The protocol is shown in the following table:

QA B:A.

QB! A:s

@ A :x = H(s;pwd); Ka = g%

@ A! B :Ka.

@ B:Kg=v+g°

QB! A:Kg;r.

QA: s:(KB g¥)®™ andB : S = (Kav")®.

Q A;B :Kas = H(S).

Q A! B:Ca= H(Ka:Kg;Kag).

@ B veries Ca and computesCg = H(Ka; Ca; Kag).
@B! A:Cg.

@ A veries Cg. Accept if veri cation passes; abort otherwise.

Figure: Secure remote password (SRP) protocol
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Secure remote password (SRP) protocol

@ Step 1: A sends its username \A" to serveB.
@ Step 2: B looks-upA's veri er v and salts and sendsA his salt.

e Steps 3 and 4:A computes its long-term private-key = H(s; pwd),
generates an ephemeral public-kiky = g2 wherea is randomly chosen from
the interval 1< a< n and sendK, to B.

@ Steps 5 and 6B computes ephemeral public-ké§g = v + g° whereb is
randomly chosen from the interval4 a < n and send¥g and a random
numberr to A.

@ Step 7: A computesS = (Kg  g¥)&*™ = ga*b* and B computes
S= ( KAVr)b = gab+brx_

@ Step 8: BothA and B use a cryptographically strong hash function to
compute a session kegag = H(S).
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Secure remote password (SRP) protocol

@ Step 9: A computesCy = H(Ka; Kg; Kag) and sends it toB as an evidence
that it has the session keyCa also serves as a challenge.

@ Step 10: B computesC, itself and matches it withA's messageB also
computesCg = H(Ka; Ca; Kag).

@ Step 11:B sendsCg to A as an evidence that it has the same session key
A.

@ Step 12:A veri es Cg, accepts if the veri cation passes and aborts otherwis

@ None of the protocol are messages encrypted in the SRP pato8ince
neither the user nor the server has access to the same seasstword or
hash of the password, SRP eliminates plain-text equivaéenc
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Authentication protocol failures

@ Realistic authentication protocols are notoriously di duto design due the
following main reasons:

@ First, most realistic cryptosystems satisfy algebraic aiddal identities which
may generate undesirable e ects when combined with a proldogic.

@ Second, even after assuming that the underlying cryptosgsis perfect,
unexpected interactions among the protocol steps can leadubtle logical
aws.

@ Third, assumptions regarding the environment and the caiiies of an
adversary are not well de ned.
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Authentication protocol failures

@ We illustrate the di culty by showing an authentication primcol with a
subtle weakness.

@ Consider the following authentication protocol: {land k; are symmetric
keys shared between P and A, and Q and A, respectively, wheieeah
authentication server. k is a session key.)

NP A P, Q n
2)A! P: fnp, Q, k,fk, Pg,0k,
3)P! Q: fk, Pg,
4)Q! P: fnook

5 P! Q fng+1gk
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Authentication protocol failures

@ Messagd k, Pgy, in step (3) can only be decrypted by Q and hence can or
be understood by Q.

@ Step (4) re ects Q's knowledge of k, while step (5) assures QP
knowledge of k; hence the authentication handshake is ba=ditely on the
knowledge of k.

@ The subtle weakness in the protocol arises from the fact thizé messagdk,
Pgk, sent in step (3) contains no information for Q to verify itseshness.
This is the rst message sent to Q about P's intention to estah a secure
connection.

@ An adversary who has compromised an old session Reak impersonate P
by replaying the recorded messafie, Pgk, in step (3) and subsequently
executing the steps (4) and (5) usind’k
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Authentication protocol failures

Remedies:

@ To avoid protocol failures, formal methods may be employedhie design
and veri cation of authentication protocols.

@ A formal design method should embody the basic design pplasi

o For example, informal reasoning such as \If you believe tbaty you and
Bob know k , then you should believe any message you receiug/gied with
k was originally sent by Bob." should be formalized by a veation method.
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