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The problem oschema or ontology matchirigto definemappingsamong schema
or ontology elements. Such mappings are typically defingd/den two schemas or
two ontologies at a time. ldeally, using the defined mappioge would be able to
issue a single query that will be rewritten automaticallyatbthe databases, instead
of manually writing a query to each database. In a centrakyiated architecture a
query is written in terms of a global schema or ontology thtdgrates all the database
schemas or ontologies, while in a peer-to-peer architeauguery is written in terms
of the schema or of the ontology of any of the peer databases.

Automatic schema matching approaches can use only the sctamty the in-
stances, or a combination of both. Mappings can take intowatcnot only concept
properties (e.g., string similarity), but also constrai(g.g., relationship cardinality)
and schema structure (e.g., graph similarity) [9].

Security and privacy issues arise in the context of datgraten. For example, pre-
vious work looks into secure access to mediated data [2,tEQuvork has defined the
concept ofminimal necessary information sharitigat applies to querying: in comput-
ing the answer to a query, only the query result should beatedd1]. Most matching
approaches rely on the fact that both schemas or ontologgesompletely visible by
both parties. Clearly, this approach disregards secunitypgivacy considerations. Even
within the same organization, different users have aceesifferent database views.
It is, therefore, only natural to create automatic mechasiby which mappings can
be established between a pair of schemas or ontologiesywtitach party needing to
reveal their whole metadata.

Clifton et al. discuss issues and identify research directions in priyaegerving
data integration, including those that arise in schemalmiragd3]. More recently, Mitra
et al.look at the specific issue of privacy-preserving ontologyahiag [7, 8]. In their
approach, terms in the ontologies and in the matching rulbh define the mappings)
are encrypted, so that the mediator does not see the aatomes. tdlowever, during the
ontology matching process, which is semi-automatic, a muexaert has access to both
ontologies in cleartext (using a session key).

We propose an automatic privacy-preserving schema maghotocol. The result
of this protocol is the set of mappings between attributéisérschemas of the two inter-
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vening parties. Most importantly, from a privacy-presagiiewpoint, we do not use a
third-party mediator and only those schema attributesgteatnatched are revealed by
a party to the other party.

Our approach to privacy-preserving schema matching iskaséhe instance-based
schema matching approach by Kang and Naughton [6], whickiders the dependen-
cies among data instances, as measured by the mutual irfornaanong every pair
of attributes in each schema. For each schema, these de#slare represented as
a weighted graph and matching between the two schemas ogliesatching the cor-
responding graphs. The mutual information between twdbatgs is a measure of the
amount of information that each attribute contains aboatdther attribute. Mutual
information can be computed using the entropies of the iddal attributes and the
conditional entropies. We consider three types of mappioigs-to-one, onto, and par-
tial.

We develop an efficient privacy-preserving schema matcpogocol using mu-
tual information of pair-wise attributes. The protocol ieeuted by two entities, each
having a private schema. The output of the protocol is a satagpings between the
matching attributes of the two schemas. We prove that ouagyipreserving schema
matching protocol is secure against malicious adverséoieall mapping types. One
of the building blocks of our protocol is the privacy-presag set intersection scheme
by Freedman, Nissim, and Pinkas [5]. We show that in the cdmenall the attribute
entropies in one of the schemas are different from one andtteeprotocol executes a
linear number of privacy-preserving set intersections.
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