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1 Introduction

In the last decade, the Web has rapidly transitioned to aactitte platform, and web
applications have signi cantly contributed to this growtinfortunately, this transition has
resulted in serious security problems that target web egfdins. A recent survey by the
security rm Symantec suggests that malicious contentdsdasingly being delivered by
Web based attacks [2], of which SQL injection attacks (SQLHAve been of widespread
prevalence. For instance, the SQLIA based Heartland datchrallegedly resulted in
information theft of 130 millions credit/debit cards.

SQL injection attacks are a prime example of malicious iripat change the behavior
of a program by sly introduction of query structure into thpdt strings. An application
that does not perform input validation (or employs errayr@ validation) is vulnerable to
SQL injection attacks. Although useful as a rst layer of ele$e, input validation often is
hard to get right [3, 28, 14]. The absence of proper inputtedion has been cited as the
number one cause of vulnerabilities in web application$.[24

There is an emerging consensus in the software industryugiagy PREPAREState-
ments, a facility provided by many database platforms, tsttoct SQL queries consti-
tutes a robust defense against SQL injecti@REPAREtatements are objects that contain
precompiled SQL query structures (without data). Thisvedla programmer to easilgo-
late andcon ne the “data” portions of the SQL query from its “codelyoidingthe need
for (error-prone) sanitization of user inputs. In addititrey are ef cient because they do
not require any runtime tracking, and provide opportusiteethe DBMS server for query
optimization [1, 9].

The existing practice to transform axisting applicationto make use oPREPARE
statements requires extensive manual effort. The progexnmeeds to obtain a detailed
understanding of the program that includes identi catidral inter-procedural control
and data ows that generate vulnerable SQL queries. Furtbez, these ows have to
be analyzed to obtain the equivalent codeFREPAREstatement generation. Each such
control ow needs to be carefully transformed while ensgriiat the changes do not

! http://www.wired.com/threatlevel/2009/08/tjx-hacker-charged-with-thead
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alter semantics of the program in any undesirable fashiarthErmore, additional man-
ual veri cation may be needed to ensure that the semanti¢seofransformed program
on non-attack inputs is the same as the original prograns pitdcess could be tedious,
sometimes error-prone, and certainly expensive for laggde web applications.

The objective of this paper is to develog@undmethod toautomatehe above trans-
formation to PREPAREstatements. This will overcome the de ciencies of manual ap
proach, and would result in considerable savings of progilemelopment costs. How-
ever, designing a sound method is extremely challenginguseca completely automated
method needs to replicate the human understanding of thgggarologic that constructs
SQL queries. Quite often, this understanding of prograniclégy guided by additional
documentation such as high-level system designs, ow staartl low level program com-
ments. An automated method that aims to eliminate / minirhirman effort cannot de-
pend on the availability or use of any such additional speations. The web application
code is, therefore, the only speci cation available to owthod, from which an under-
standing of the program logic needs to be automaticallyaektd to guide the transforma-
tion.

This main contribution of this paper is to address this amgle by developing the rst
automatedsoundprogram transformation approach that retro ts an existiegacy) web
application to make use ®REPAREtatements. We develop a new method that constructs
a high-levelunderstanding of a program's logic directly from lwv-level string opera-
tions. This method relies on a novel insight that a progrdov&level string operations
along any particular control path can be viewed as a deowaif a symbolic SQL query
that is parametrized by its inputs. Our method directly ubisderivation to identify and
isolate any unsafe string operations that may otherwisétri@sinjection attacks. The iso-
lated operations are then rewritten usPREPAREtatements, effectively eliminating the
SQL injection attack vector from the web application.

Our approach is implemented in a tool called TAP 8dlfor Automatically Peparing
SQL queries) which is the rst reported sound tool in the lgtire to perform this transfor-
mation. TAPS has been successfully applied to several reddlvapplications, including
one with over 22,000 lines of code. In addition, some of treggaications were vulner-
able to widely publicized SQL injection attacks presenttie CVE database, and our
transformation renders them sdfg construction

As a concluding remark to the introduction, we note thatetisra rich body of lit-
erature on SQL injection detection and prevention (see &x¢ gection). Our objective
is to not propose “one more defense” to this problem. Instead contribution is quite
the opposite: to develop an automatic method that will asleigelopers and system ad-
ministrators to automatically retro t their programs withe “textbook defense” for SQL
injection.

This paper is organized as follows: Section 3 presents thielggm description along
with a running example. Section 4 describes our approacleiaild Section 5 presents
evaluation of TAPS over several open source PHP applicatid®e conclude in Section 6.

2 Related Work

There has been extensive work on detecting SQL injectionerabilities as well as ap-
proaches for defending attacks. Due to space limitatioeshne y summarize them here
(see [28] for a detailed discussion).
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Defenses based on static analysighere has been extensive research on static analy-
sis to detect whether an application is vulnerable [21, 3B1322,32, 10, 30]. The most
common theme of detection approaches is to reason abowesoser inputs) and their

in uence on query strings issued at sinks (sensitive oj@naj or intermediate points (san-
itization routines). Our approach provides means for xswgrh vulnerabilities through
PREPAREtatements.

Defenses based on dynamic analysi®ynamic prevention of SQLIA is fairly well re-
searched area and has a large body of well understood pi@vésthniques: taint based [23,
34,12,17], learning based [29, 28, 25, 19, 26, 5, 6, 4, 3bKybased [27, 20].

At a high level, all these techniques track use of untrustedts through a reference
monitor to prevent exploits. Unlike the above approacheshigh-level goal of TAPS is
not to monitor the program — the goal here is to modify the ppgto eliminate the root
causes of vulnerabilities — isolation of program generapeeries from user data while
avoiding any monitoring costs.

AutomatedPREPAREstatement generation [8] investigates the problem of automati-
cally converting programs to gener&BEPAREstatements. This approach assumes that
the entire symbolic query string is directly available a #inks. This assumption does not
hold in many typical applications that construct queriesatyically.

3 Background and Problem Statement

We use the following running example: a program that congpa®ELECTquery with a
user inputu:

$u = input();

$gl = "select * from X where uid LIKE '%";
$g2 = f($u); // f - filter function

$g3 = "%' order by Y";

$q = $91.$92.$93;

sgl.execute($q);

ok whpE

The above code applies a ( Iter) functiof)(on the input $u) and then combines it
with constant strings to generate a quesy)( This query is then executed byS®L sink
(query execution statement)late 6

The running example is vulnerable to SQL injection if ingutcan be injected with
malicious content and the Iter functionfails to eliminate it. For example, the user input
] ' OR 1=1 -- \ provided asu in the above example can break out of the expected
string literal context and add an additior@Rclause to the query. Typically, user inputs
such assu are expected to contribute as literals in the parse straictiany query, specif-
ically, in one of the two literatlata contexts(a) a string literal context which is enclosed
by program supplied string delimiters (single quotes) i@ numeric literal context. SQL
injection attacks violate this expectation by introducingut strings that do not remain
con ned to these literal data contexts and directly in uertbe structure of the generated
queries [6, 28].

PREPARBtatement con nes all query arguments to the expected datizxts. These
statements allow a programmer to declare (and nalize) theeture of every SQL query
in the application. Once constructed, the parse structuadPREPAREtatement is frozen
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and cannot be altered by malformed inputs. The followinghisguivalenPREPAREtate-
ment based program for the running example.

1. $g = "select * from X where uid LIKE ? order by Y";
2. $stmt = prepare($q).bindParam(0, "s", "%".f($u)."%");
3. $stmt.execute();

The question mark in the query strirfy is a “place-holder” for the query argu-
ment%f($u)% . In the above example, providing the malicious input ' or 1=1 --
to the prepared query will not result in a successful attddks is because the actual
query is parsed with these placeholdgmsefare instruction generateBREPAREState-
ment), and the actual binding to placeholders happéesthe query structure is nalized
(bindParam instruction). Therefore, the malicious content frém cannot in uence the
structure of query.

The Transformation Problem: In this paper, we aim to replace all queries generated by
a web application with equivalePREPAREtatements. A web application can be viewed
as a SQL query generator, that combines constant stringgisdy the program with
computations over user inputs.

Given a large web application, making a changer&PAREBtatements, is challenging
and tedious to achieve through manual transformation. Tkertfze change, a developer
must consider each SQL query execution location (sink) ®pttogram and queries that it
may execute. Depending on the control path a program mayaferend execute different
SQL queries at a sink. Looping behavior may be used to intrecuvariety of repeated
operations, such as construction of conditional clausasinkiolve user inputs. Sinks that
can execute multiple queries need to be transformed sutkedich control path gets its
correspondingPREPAREtatement. This requires a developer to consider all cbioins
together. Also, each such control ow may span multiple gaures and modules and thus
requires an analysis spanning several procedures acmssuihce code.

A second issue in making this change is : for each control @developer must extract
query arguments from the original program statements. fEujgires reasoning about the
data contexts. In the running example, the query argunté($u)% is generated at line
5, and three statements provide its valigha) from line 3, and enclosing characies)
from line 2 and 4, respectively. The above mentioned isswarthe problem of isolating
user input data from the original program query quite cinajieg.

4 Our approach

We will use the running example from the previous sections Epplication takes a user
input $u and constructs a query in the partial query string varighleA partial query
string variableis a variable that holds a query fragment consisting of sdnmgsconstants
supplied by the program code together with user inputs. @pircach makes the following
assumption about partial query strings.

Main Assumption: We require the web application to be transformed, to notgoerf
content processing or inspection of partial query strinigpides.

To guarantee the correctness of our approach, we requer@ssumption to hold. To
explain this assumption for the running example, we rechiat once the query strirgp
is formed in line 5 of the application by concatenating kdruser input($u) with pro-
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gram generated constant strings in varial$igls and$q3, it does not undergo deep string
processing (i.e., splitting, character level access,)dtather en route to the sink. To en-
sure that this assumption holds, our approach and implertienichecks that the program
code only performs the following operations on partial gugring variables: (a) append
with other program generated constant strings or programablas (b) perform output
operations (such as writing to a log le) that are independsmuery construction and
(c) equality comparison with string constamitl . Checking the above three conditions is
suf cient to guarantee that our main assumption holds.

The above conditions are in fact conservative and can beeelay the developer,
but we believe that the above assumption is not very limibaged on our experimental
evaluation of many real world open source applicationsain, fthe above assumption has
been implicitly held by many prior approaches for SQL inj@ctdefense. Defenses such
as SQLRand [5], SQLCheck [28] are indeed applicable to realdyprograms because
this assumption holds for their target applications. Weertbat all of these approaches
change the original program's data values. SQLRand rarmisithe program generated
keywords, SQLCheck encloses the original program'’s inpuitis marker tags. These ap-
proaches then require that programs do not manipulate plagiial query strings in ar-
bitrary ways. For instance, if a program splits and acts oaréigl query string after its
SQL keywords has been randomized, it introduces the pdigsibi losing the effect of
randomization. A small minority of query generation stageis in some programs may
not conform to our main criteria; in this case, our tool répa warning and requires
programmer involvement as discussed in section 4.5.

4.1 Intuitions behind our Approach

As mentioned earlier, user inputs are expected to con&itmuEQL queries in string and
numeric data literal contexts. Our approach aims to isdlaee (possibly unsafe) inputs
from the query by replacing existing query locations in tberse code wittPREPARE
statements, and replacing the unsafe inputs in them with @ateholder strings. These
placeholders will be bound to the unsafe inputs during Ewgexecution (at runtime).

In order to do this, we rst observe that the original progiaimstructions already con-
tain the programmatic logic (in terms of string operatidies)uild the structure of its SQL
gueries. This leads to the crucial idea behind our appra&ete can precisely identify
the program data variable that contributes a speci ¢ argur® a query, then replacing
this variable with a safe placeholder string (?) will enaltke program to programmati-
cally compute th®@REPAREtatement at runtim&he above approach will work correctly
if our main assumption is satis ed. We indeed can ensure tt&tresulting string with
placeholders at the original SQL sink will have (at runtirtte body of a corresponding
PREPAREtatement.

The problem therefore reduces to precisely identifyinggaeguments that are com-
puted through program instructions. In our approach, weestblis problem through sym-
bolic execution [18], a well-known technique in programiation. Intuitively, during
any run, the SQL query generated by a program can be repeelsasna symbolic expres-
sion over a set of program inputs (and functions over thgset) and program-generated
string constants. For instance, by symbolically executingrunning example program,
we obtain the following symbolic query expression :

SELECT ... WHERE uid LIKE '%f($u)%' ORDER by Y
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(4) $93 ="%" order by Y*; subtree for %f(u)%) ransforme (5) $93 =" order by Y";
(5) $q =%$q1. $92 . $93; program (6) $q = $q1."?". $q3;

Fig. 1. TAPS: step (1) generates symbolic queries, steps (2-3) separateedaldng the queries,
step (4) removes data from symbolic queries, and steps (5-6) getleeransformed program.

Notice that the query is expressed completely by constaimgst generated by the
program, and (functions over) user inputs. (We will de n@sk symbolic expressions
formally later.)

Once we obtain the symbolic expression, we analyze its psirseture to identify
data arguments for theREPAREsStatement. In our running example, the only argument
obtained from user input is the striggf($u)% .

Our nal step is to traverse the program backwards to the ganogstatements that
generate these arguments, and modify them to generatéhpldee (?) instead. Now, we
have changed a data variable of a program, such that thegmnocgin compute the body
of thePREPAREStatement at runtime.

In our running example, after replacing contributions afgram statements that gen-
erated the query data argumeési($u)% with a placeholder (?}q at line 5 contains the
following PREPAREStatement body at runtime:

SELECT ... WHERE uid LIKE ? ORDER by Y, %$q2%

The corresponding query argument is the valk$2% Note that the query argument
includes contributions from program constants (suckgaas well as user input (through
$q2) .

Approach overview Figure 1 gives an overview of our approach for the runningrega.
For each path in the web application that leads to a querygmergte a derivation tree that
represents the structure of the symbolic expression fargihary. For our exampleq is
the variable that holds the query, and step 1 of this gureashthe derivation tree rooted
at $q that captures the query structure. The structure of thesig@nalyzed to identify
the contributions of user inputs and program constants te alguments of the query, as
shown in steps 2 and 3. In particular, we want to identify thbtiee of this derivation
tree that con nes the string and numeric literals, which vaé the data subtreeln step
4, we transform this derivation tree to introduce the platédr value, and isolate the
data arguments. This change corresponds to a change inigirebprogram instructions
and data values. In the nal step 5, the rewritten progranedgenerated. The transformed
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program programmatically computes the body of BREPAREstatement in variabléq
and the associated argument in variatile

4.2 Handling straight line programs

We give a more precise description using a simple well de psgramming language.
We assume that all the variables in the language are stringtias. Let denote string
concatenation operator. The allowed statements in thellagegare of the following forms:
x =f();x =y; x =y;1 y2wherex is avariable ang is a variable or a constant;; y»
are variables or constants with the constraint that at moestad them is a constant, and
f () is any function including the input function that acceptstits from the user. Here we
describe our approach for straight line programs. Proegssfimore complex programs,
that include conditional statements and certain type opkrfoops, is presented later in
this section. The approach for such complex programs usgstitedure for straight line
programs as a building block.

Derivation Trees. Now consider a straight line prograi involving the above type of
statements. Assume thathasl number of statements. We I8t denote thet" statement
in P. With eachi, 1 i I, we de ne a labeled binary treg as follows. Letx = e
be the statemer§;. Intuitively, T; shows the derivation tree for the symbolic valuexof
immediately after execution &;. The root node; of T; is labeled with the paihi; x i and
its left and right childrenT;; T, ) are de ned as follows.

8 9
((label=x); ) ife f() x Herecisaconstant]; andTy

(T):T))= ((label=c); _) ife = ¢~ arethe derivation trees of last
T (T L) ife =y 3 statements andk beforei
(T Tw) ife = y 2z thatupdatg andz, respectively.

The derivation tred; has two sub-trees only wherisy z. Note that ify (or z) is a
constant then the left (or right) sub-tree is a leaf nodel&bwith the constant, otherwise
it is a copy of of somd& as de ned above. Figure 2 gives a program and the Tegfor
this program.

Symbolic strings. For the progranP, we construct the treek, for 1 i [. For
each tre€T;, we de ne a symbolic string, called the string generatedrhyas the string
obtained by concatenating the labels of leave§;dfom left to right. If §; is of the form

X = e, then we de ne the symbolic value &fafterS; to be the symbolic string generated
by T;. For the program given in Figure 2, the symbolic valuejafiter statement 6 is the
string’ select * from employee where salary = X1 + Xz ‘

Data sub-strings. Assume that the last statementRfis sql:executgq) and that this

is the only SQL statement iR. Also assume that statemeinits the last statement that
updatedg. We obtain the symbolic valug of q after statemeni from the treeT; and
parse it using the SQL parser. If it is not successfully pditben we reject the program.
Otherwise, we do as follows. From the parse treesfowe identify the sub-strings of
that correspond to data portions. We call these sub-stasggata sub-strings. For each
data sub-stringi, we identify thesmallestsub-tree ,, called data sub-tree, df; that
generatedu. Note that , is a copy ofT; for somej i. Clearly,u is a sub-string of
the string generated by,. Now, we consider the case when the following property (*) is
satis ed. (If (*) is not satis ed we transforr® into an equivalent prograi®that satis es
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Fig. 2. Labeled derivation tree for symbolic valuesgpphfter execution of statement 6.

(*) and we invoke the following procedure &, this transformation is described later).
’ Property (*) : For each data sub-string, u is equal to the string generated by. ‘

Program Transformation: We modify the program so that data sub-strings in symbolic
strings are replaced by “?Rule;) and all such data sub-strings are gathered into argument
lists (Rule; andRule,). We achieve this as follows. For each relevant variableve
introduce a new variablargs(x) that contains its list of arguments and initialize it to the
empty lists in the beginning.

Let the root node oT; ber; and the root node of sub-treg in T; ber,. We traverse

Note thatt; = ry, andty = rj. Foreachj,1 | k, let the label of node; be given
by hj; var ;i wherevar; represents the variable being updated at the modeote that;
cannot be a leaf node).

Rule 1 : Eliminating data subtrees Letj°be the smallest integer such thak j ©  k
andt;jo has two children. Clearly, the statemeSjb is of the formvarjo = y° 20 If
varjo 1 = yCi.e., , appears in the left subtree §f. We replaceS;o : varjo = y%z0by
the following two statements.

[y°] if zZ0is a constant

[y°]# args(z9 if z%is a variable

varjo =\?" 20

args(varjo) =

Note that the second statement above introduces “?” in teeyqand the rst one adds
corresponding data sub-string to the argument list. fi¢teepresents a list consisting of
the single variablg®and operato# represents a list concatenation operation. The opera-
tion[y°] # args(z% computes a list by concatenating the [ig] and the listargs(z9) in

that order. Iftjo 1 is a right child oft;. thenRule; is applied in a symmetric fashion i.e.,
varjo = y%0%9 variablez®is used in place of°, args(y? is used in place ofrgs(z9,
andzis added at the end of the ligtgs(y9. This rule is applied to transform the lines 4
and 5 of the Figure 2.

Rule »: Propagating arguments For eachj%j%<j 9 K, the following rule adds an
additional statement immediately before &)@ to propagate the argument introduced by
Rulel.

args(z% if S;%: varjo

Args(Varn®) = args(y: # args(y:% it % varjm = y1® y,%
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The argument lists fovar;jw is obtained by concatenating the listsgs(y;°) and
args(y»% in that order. If either one of; ®or y,is a constant string, the above rule sets
the argument list to be the argument list of the non-constariable. Note thaz°°cannot
be a constant string. This rule is used to transform the limetée Figure 2.

Ensuring property (*): Now we consider the case when property (*) is not satis ed.
In this case, we transform the progrdminto another equivalent program for which the
property (*) is satis ed. Let be the set of all data sub-string®f the query string such

that property (*) is violated for them, i.au,is a strict sub-string of the string generated by

u

Now, observe that, has two children, otherwisg, will not be the smallest sub-tree
that generated. Let the label ofr, behm;yi. ClearlyS,, is of the formy = z; z,.
Observe that each leaf nodeTfis labeled with a constant string or the name of a variable.
Foreactu 2 , we transfornP as follows. Fix any such. Chose a new variabbg, and
add a new statement at the beginnindPoihitializing x,, to the empty string.

The transformation outlined below removes partuothat was computed im; and
stores it inx,. Letv be a leaf node of, such that thdeft mostelement ofu falls in the
label ofv. The label ofv can be written as® s%such thas®is the part that falls im. Let

t1;:::; tk be the sequence of nodes infrom the parent ot/ to r, wherer,, is the root
node of . Forl j<k ,replaceS; by New(S;) as de ned below.

— <00 . - - . . = g0 00
New(s ) = fxy = s xy; var sYifj=18&S;:var =s° s

fxy =Xy zjvar; = var; 1gifl<j<k & Sj:varj=varj 1 z

After this, we identify the leaf node of , such that theight mostelement ofu falls
in the label ofw. P is modi ed in a symmetric fashion updating variablg. Finally, we
replaceSy, (root of the ) by the following two statements %, = 23 Xy;y = Xy 2Z2.

The above transformation is done for eac . We say that changes corresponding
to two different strings in are con icting if both of them require different changes to
the same statement Bf. Our handling of the cases of con icting changes is expldiime
the next section. Here we assume that changes requiredfeyedif strings in  are non-
con icting; Let P°be the resulting program after changes corresponding sostiangs in

have been carried out. It can be easily shown Bfsis equivalent tdP, i.e., the query
string generated in the variabdgby P is same as the one generatedryFurther more,
PO9can be shown to satisfy the property (*).

4.3 Handling of Conditionals and Procedures

In this section, we discuss our approach and implementdtioprograms that include
branching statements, function invocations and loops.

Let us rst consider branching statements. For programsititdude these constructs,
TAPS performs inter-procedural slicing of system depengegraphs (SDGs) [13]. In-
tuitively, for all queries that a SQL sink may receive, theresponding SDG captures
all program statements that construct these queries (éatendencies) and control ows
among these statements. TAPS then computes backward felicB®L sinks such that
each slice represents a unique control path to the sink. &fatttese control paths is in-
deed a straight line program, and is transformed accordingtapproach described in the
previous section. A key issue here is the possibility of ¢ots: when pathP; andP, of a
program share an instruction (statemednthat contributes to the data argument, then in-
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structionl may not undergo the same transformation along both patbisTAR S detects
such conicts. Con ict detection and resolution is desethbin more detail in Section 4.5.
Also note that the inter-procedural slicing segregategussequences of procedures in-
voked to construct SQL queries. Such sequences may havipleuitra-procedural ows
e.g., conditionals. These SDGs are then split further fohgaocedure in above construc-
tion such that each slice contains a unique control ow withiprocedure.

The above discussion captures loop-free programs. Hanttiops is challenging as
loops in an application can result in an arbitrary numberowitol paths and therefore we
cannot use the above approach of enumerating paths.

4.4 Loop Handling

First of all, let us consider programs that construct ancateethe entire query inside a
single iteration of the loop. Let us call the query so corcdrd aloop independerguery.
In this case, the body of the loop does not contain any intémgdoops. To ensure whether
a query location is loop independent, our approach checkbédollowing suf cient con-
ditions: (1) the query sink is in the loop body and (2) everyalale used in the loop whose
value ows into the sink does not depend on any other variéiole a previous iteration.
Once these conditions are satis ed, our approach handigsif@ependent queries as de-
scribed in Section 4.2.

However, there may be other instances where loop bodiestdgenerate entire queries.
The most common example are query clauses that are genésatedp iterations. Con-
sider the following example:

1. $ul = input(); $u2 = input();

2. $ql = "select x from X where Y =".$ul;
3. while ( --$u2 > 0)f

4. $ul = input();

5. $g2 = $g2." OR Y=".$ul;

6. ¢

7. $q = $91.$92;

8. sqgl.execute($q);

In this case, our approach aims to summarize the contrilitid the loop using the
symbolic regular expressions. In the above case, at thefaheé éop, our objective is to
summarize the contribution @2 as( OR Y=%ul) , so that the symbolic query expres-
sion can now be expressed as
‘select *» from X where Y = $ul( OR Y=$ul)

The goal of summarization is essentially to check whethecaveintroduce placehold-
ers in loop bodies. Once we obtain a summary of the loop, #imdeed the case that the
loop contribution is present in a “repeatable” clause in$@@L grammar, we can intro-
duce placeholders inside the loop. In the above examplee siach iteration of the loop
produces a®Rclause in SQL, we could introduce the placeholder in statemielines,
and generate the correspondPREPAREtatement at runtime.

Previous work [22] has shown that the body of a loop can beetkas a grammar that
represents a language contributing to certain parts of @le @ery, and a grammar can
be automatically extracted from the loop body as explaihedet We will need to check
whether the language generated by this grammar is contairibd language spawned by
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the repeatable (pumped) strings generated by the SQL grarmNota that this containment
problem is not the same as the undecidable general languedairament problem for
CFGs, as the SQL grammar is a xed grammar. However, a decgiocedure speci ¢ to
the SQL grammar needs to be built.

We instead take an alternative approach for this problemnsyrng that the loop
operations produce regular structures. To infer this wekhdether each statement in the
body of the loop conforms to the following conditions: (1¢ttatement is of the forop!

X wherex is a constant or an input OR (2) it is left recursive of the farrh gx, where

X itself is not recursive, i.e., resolves to a variable or astant in each loop iteration. It
can be shown that satisfaction of these conditions yielégalar language. The symbolic
parser is now augmented to see if the regular structure @mgmtes repeatable strings in
the SQL language. If this condition holds, we introduce elaaiders as described earlier.
We nd our strategy for loops quite acceptable in practiceshown in the next section.

4.5 Implementation

We implemented TAPS to assess our approach on PHP apptisdtjoleveraging earlier
work Pixy [15, 16] and extending it with algorithms to convprograms to Static Single
Assignment(SSA) format [7], and then implementation of tresformation described
earlier. We brie y discuss some key points below.

We used an off-the-shelf SQL parser and augmented it to reoegymbolic expres-
sions in query strings. The only minor change we had to maketwaecognize query
strings with associative array references. An associadg access such &s['member]
contains single quotes and may con ict with parsing of gftiontexts. To avoid premature
termination of the data parsing context, TAPS ensures tiedaaped string delimiters do
not appear in any symbolic expression.

Limitations and Developer Intervention TAPS requires developer intervention if either
one of the following conditions hold: (i) the main assumptis violated (Section 4) (ii)
a well-formed SQL query cannot be constructed statically.(@se of re ection, library
callbacks) (iii) the SQL query is malformed because of isfiele paths that cannot be
determined statically (iv) con icts are detected alongeas paths (v) query is constructed
in a loop that cannot be summarized.

TAPS implements static checks for all of the above and geeraports for all un-
transformed control ows along with program statementd ttaused the failure. A de-
veloper needs to qualify a failure as: (a) generated by amsible path and ignore or
(b) re-write of violating statements possible. The humtenstances of type (a) can be
reduced by more sophisticated automated analysis usirigiale@rocedures. In case of
(b), TAPS can be used after making appropriate changes fardiggam. In certain cases,
the violating statements can be re-written to assist TARS a.violating loop can be
re-written to adhere to a regular structure as describdieearhe remaining cases can
either be addressed manually or be selectively handledghrother means e.g., dynamic
prevention technigues.

In case of failures, TAPS can also be deployed to selectivatysform the program
such that control paths that are transformed will genersgpgred queries, and those un-
transformed paths will continue to generate the originagpam's (unsafe) SQL queries.
The suf cient condition to do this in a sound manner is thatvariables in untransformed
part be not dependent (either directly or transitively) loa variables of the transformed
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Application| Size CVE AnalyzedAnalyzed| Transfor{ Transfor- Human
(LOC)|Vulnerability|| SQL | Control ||med SQUmed Control|Intervention

(pre x CVE-)|| Sinks | Flows Sinks Flows Flows
WarpCMS§|22,773 - 14 200 14 186 14
Utopia NewsPrg 7,323 - 2 336 2 333 3
AlmondSoft| 6,633| 2009-3226 22 33 17 27 6
PortalXP TH| 5,121| 2009-3148 122 122 122 122 0
Gravity Board| 2,422| 2009-1277 62 62 62 62 0
MyNews|| 1,792| 2009-0739 1 34 1 34 0
Auth|| 284 | 2009-0738 1 5 1 5 0
BlueBird|| 288 | 2009-0740 1 5 1 5 0
Yap Blog| 264 | 2009-1038 2 6 2 6 0

Table 1. Effectiveness suite applications, transformed SQL sinks and cortwe$: TAPS trans-
formed over 93% and 99% of the analyzed control ows for the two Isrg@plications.

paths. In this case, the transformation can be done sagctvm some paths. All sinks
will be transformed tcPREPAREstatements, and any untransformed paths will make use
of thePREPARBtatements (albeit with unsafe strings) to issue SQL gsi@rith an empty
argument list.

5 Evaluation

Our evaluation aimed to assess TAPS on two dimensionsff@gtivenesef the approach
in transforming real world applications, and (pgrformanceimpact of transformation
induced changes.

5.1 Effectiveness

Test suite Table 1 column 1 lists SQLIA vulnerable applications fronotirer research
project on static analysis [32] and applications with kn@&®@LIA exploits from Common
Vulnerabilities and Exposures (CVE 2009) repository. Thlde lists their codebase sizes
in lines of code and any known CVE vulnerability identi ersofumn 2 and 3), number of
analyzed SQL sinks and control ows that execute queriesit Sinks (column 4 and 5),
transformed SQL sinks and control ows (column 6 and 7) anchber of control ows
that required developer intervention (column 8). In this ®uite, the larger applications
invoked a small number of functions to execute SQL queriéss ¢aused the number of
analyzed sinks and control ows to vary across applications

Transformed control ows For the three largest applications, TAPS transformed 93%,
99% and 81% of the analyzed control ows. Although smallelL.iDC size, the Utopia
news pro application had a greater fraction of code invgh\domplex database operations
and required analyzing more control ows than any other iagion. For the remaining
applications, TAPS achieved a transformation rate of 10l8i& table suggests that TAPS
was effective in handling the many diverse ways that werel@yep by these applications
to construct queries.

TAPS did not nd any partial query string variables used iremdions other than
append, null checks and output generation / logging (sugpaain assumption from Sec-



Automatically Preparing Safe SQL Queries 13

Application| Statements Args | Functions|| SSA Flow Static | Transf-

changed extracted| traversed ||conversiomenumeratiop checks|ormatior

(%)|Avg (max)Avg (max)|| time (%) | time (%) |time (%) time (%)
WarpCMS|438 (1.9%) 6.6 (27) | 2.2 (3) 98.6 0.4 0.4 0.6
Utopia News Prp333 (4.5%) 1.1(8) | 2.9(6) 86.9 5.3 6.7 1.1
AlmondSoft| 46 (0.7%) 1.3(4) | 1.3(2) 61.3 12.2 0.1 26.4
PortalXP TH|332 (6.5%) 1.5(9) | 1.0(1) 96.7 1.0 2.2 0.1
Gravity Board|172 (7.1%) 1.5(15) | 1.0 (1) 94.8 1.3 3.3 0.6
MyNews|| 56 (3.1%) 2.4(5) | 2.5(3) 80.7 10.8 2.2 6.3
Auth|| 17 (6.1%) 3.0(4) | 2.0(2) 23.4 37.3 8.9 30.4
BlueBird|| 17 (6.0%) 3.0(4) | 2.0(2) 235 34.6 12.4 29.5
Yap Blog| 8(3.0%) 4.0(7) | 2.0(2) 53.5 14.2 16.8 15.5

Table 2. Transformation changed less than 5% lines for large applications.

tion 4). Further, TAPS did not encounter con icts while camihg changes to program
statements required for transformed control ows.

Untransformed control ows The last column of the Table 1 indicates that TAPS re-
quires human intervention to transform some control ows.

As TAPS depends on symbolic evaluation, it did not transfarms that obtained
queries at run time e.g., the Warp CMS application used S@¥igsifrom a le to restore
the application's database. In two other instances, it@escquery speci ed in a user in-
terface. In both these cases, no meaningREPARBtatement is possible as external input
contributes to the query structure. If the source that septhe query is trusted, then these

ows can be allowed by the developer. The limitations of ti@LSparser implementation
were responsible for two of the three failures in the Utomas pro application and the
rest are discussed below.

Queries computed in loops A total of 18 control ows used loops that violated restric-
tions imposed by TAPS and were not transformed (11 - Warp CIM&Jtopia news pro, 6

- AlmondSoft). These control ows generated queries in lboglies that used conditional
statements or nested loops. We also found 23 instances néguemputed in loops, in-
cluding a summarization a@fmplode function, that were successfully transformed. In all
such cases queries were either completely constructed>autited in each iteration of
the loop or loop contributed a repeatable partial query.

For untransformed ows TAPS precisely identi ed statengtd be analyzed e.g., the
Warp CMS application required 195 LOC to be manually analyinstead of complete
codebase of 22K LOC. This is approximately two orders of nitage reduction in LOC
to be analyzed.

Changes to applications As shown in the second column of Table 2 a small fraction
of original LOC was modi ed during transformation. The colas 3 and 4 of this table
show average (maximum) number of data arguments extracteddymbolic queries and
functions traversed to compute them, respectively. 2% ahgks in LOC were recorded
for Warp CMS - the largest application, whereas approxitpd&&o of lines changed for
database intensive Utopia news pro application. We notilcatia signi cant portion of
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code changes only managed propagation of the data argutoePiREPAREStatements.
Some of these changes can be eliminated by statically aptigpnpropagation of argu-
ments list e.g., for all straight line ows that constructiagle query,PREPAREtatement
can be directly assigned the argument list instead of pratpag it through the partial
queries. Overall, this small percentage of changes p@nf&PS's effectiveness in locat-
ing and extracting data from partial queries.

Further, as columns 3 and 4 suggest, TAPS extracted a langleernof data arguments
from symbolic queries constructed in several non-triviédi-procedural ows. For a man-
ual transformation both of these vectors may lead to inecta#fort and human mistakes
and may require substantial application domain experkse.successfully transformed
symbolic queries the deepest construction spanned 6 éungcim the Utopia news pro ap-
plication and a maximum of 27 arguments (in a single queryevestracted for the Warp
CMS application, demonstrating robust identi cation ofjaments.

5.2 Performance Experiment

Performance of transformed applications TAPS was assessed for performance over-
head on a microbench that consisted of an application t@iasuinsert query. This
application did not contain tasks that typically interleayuery executions e.g., HTML
generation, formatting. Further, the test setup was ovekid &nd lacked typical Internet
latencies. Overall, the microbench provided a worst casaa® for performance mea-
surement.

We measured end-to-end response times for 10 iteratiohssit TAP S transformed
and original application and varied sizes of data argumritsert queries from 256B
to 2KB. In some instances TAPS transformed application exfipomed the original ap-
plication. However, we did not nd any noteworthy trend incbudifferences and both
applications showed same response times in most casesmipdstant to note here that
dynamic approaches typically increase this overhead b¥0B@8- Whereas, TAPS trans-
formed application's performance did not show any diffeesin response times. Overall,
this experiment suggested that TAPS transformed apmitaitio not have any overheads.

Performance of the tool We pro led TAPS to measure the time spent in the following
phases of transformation: conversion of program to SSA &r@numeration of control
ows, static checks for violations described earlier, dation tree generation and chang-
ing the program. The time taken by each phase is summarizée ilast four columns of
Table 2. The largest application took around 2 hours to feanmswhereas the rest took
less than an hour. The smallest three applications wersftnaned in less than 5 seconds.
For large applications TAPS spent a majority of time in theAS®nversion. The only
exception to this case occurred for AimondSoft applicatitnich had smaller functions in
comparison to other applications and hence SSA conversalésser time. We wish to
note here that TAPS is currently not optimized. A faster S8Aversion implementation
may improve performance of the tool and by summarizing blakicks some redundant
computations can be removed. For a static transformatesethumbers are acceptable.

6 Conclusion

In this paper, we presented TAPS, a static program transfiiwmtool that modi es web
applications to make use BREPARBtatements. We presented experimental results with
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several open-source applications to assess the effeetigesf TAPS. Our approach pro-
vides evidence that it is possible to successfully desitjo téng techniques that guaran-
tee security (by construction) in legacy applications, aliminate well known attacks.
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