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SUMMARY

Over the last two decades, considerable research has been done in Distributed Operating Systems, which
can be attributed to faster processors and better communication technologies. A distributed operating system
requires distributed algorithms to provide basic operating system functionality like mutual exclusion, deadlock
detection, etc. A number of such algorithms have been proposed in the literature. Traditionaly, these distributed
algorithms have been presented in atheoretical way, with limited attempts to ssmulate actual working models. This
paper discusses our experience in simulating distributed algorithms with the aid of some existing tools, including
OPNET and Xplot. We discuss our efforts to define a basic model-based framework for rapid simulation and
visualization, and illustrate how we used this framework to evaluate some classic algorithms. We have also shown
how the performance of different algorithms can be compared based on some collected statistics. To keep the focus
of this paper on the approach itself, and our experience with tool integration, we only discuss some relatively

simple models. Y et, the approach can be applied to more complex agorithm specifications.
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1. INTRODUCTION

Over the last two decades, considerable research has been done in Distributed Operating Systems (DOS),
which can be attributed to faster processors and better communication technologies [1, 2]. A distributed operating
system requires distributed algorithms to provide basic operating system functionality like mutual exclusion,
deadlock detection, etc. [3-5] are surveys for algorithms on distributed deadlock detection, distributed mutual
exclusion and distributed termination detection. Study of these algorithms is a key topic for students in courses on
Advanced Operating Systems and Distributed Computing. Because such agorithms exhibit subtle and non-
deterministic behavior, simulation can be a valuable tool. It can be particularly helpful to students that are

beginning to learn about distributed algorithms since simulation provides an opportunity for hands-on experience



with the specific operations and process interactions associated with the algorithm or protocol under study. In
addition, the student can use smulation as a means to compare the efficiency of one algorithm over another.
Finally, simulation can allow the student to test how an algorithm will react to different fault tolerance issues, such
as node/link failures, which are typically not discussed in detail in existing textbooks. However, it is a difficult
proposition to simulate such distributed agorithms as they communicate through message passing between two or
more processes on the same or different machines. This paper presents our experience in integrating some existing
tools to provide for a ssimple, yet flexible and effective, method for simulation and animation (by graphical display
of messages) of such algorithms. This method is driven by models for the various system components. The
discussion of examples shows how this method/tool can be used. We found that our approach encourages re-use of
models in terms of using simpler models as a basis for building more complex models — this can make the
development of distributed algorithms faster and simpler. As such the tool described may also be useful to
developers/researchers of new distributed algorithms. Note that this work concentrates on the smulation of
distributed algorithms. Issues on distributed simulation, which deals with making an event driven simulation faster
and efficient by distributing it across different machines [6], are beyond the scope of this work.

Our study began with one of the classic algorithms, Lamport’s Logical Clocks (LLC) [1]. Thisisasimple
algorithm that is used to establish causal ordering of events occurring in different processes. To implement this
algorithm, we first considered the conventiona process of using C or Java. However, when we actually started to
design the code, we realized that it was much more complicated. For example, in C we tried using BSD socket
system calls. But, even the normal Client-Server model implemented using sockets could not be used for this
algorithm, since the calls to send() (for sending data) and receive() (for receiving data) are blocking, which means
that if the processis sending or receiving messages, it gets blocked and disallows simultaneous send and receive of
data. We considered using the fork() and select() system calls to work around this problem, but the solution was
becoming complicated and difficult to debug.

The second language that we considered using was Java. We even found some references [7] [8] that
discuss how Java can be used to develop distributed algorithms. Although the solutions provided in these papers

can be effectively used to simulate distributed algorithms for class projects, we felt that they were not flexible



enough to allow students to experiment more with different scenarios or with different fault tolerance issues, or
even compare different algorithms. So these approaches really did not meet our requirements.

This motivated us to seek for a more general framework that would allow us to easily ssimulate different
distributed a gorithms, study their behaviors and compare their performances. What we needed was an environment
in which we could rapidly and flexibly test various algorithms and graphically view their fundamental message-
passing behavior. We were able to find (via the Internet) some toolkits that can be used to simulate distributed
algorithms. The Lydian [9] system isthe closest, in goal, to our work.

Lydian is specifically designed for an educational environment. It comes with a large database of common
distributed algorithms that are covered in graduate level courses across different universities. It has built in support
for animating the working of different algorithms over different network scenarios, which can help students to
better understand their working. Lydian alows newer agorithms to be developed on the fly, by asking the user
some specific questions. However, in order to build animations for such new algorithms, one hasto learn a separate
tool called POLKA. In addition, Lydian is a custom tool, whereas the focus of our approach is the integration of
existing component tools. Another difference is that Lydian is not oriented for experiments that compare the
performance of different distributed algorithms, because it cannot easily collect statistical results for varying
parameters of interest. Since our approach is focused on being more flexible and less tutorial, it provides a
complementary alternative to the Lydian system.

Other toolkits that we identified on the Internet are DAJ [10], ViSIDiA [11], and Distributed BACI [12].
However, these tools tend to be somewhat specia-purpose. Like Lydian, they do not exploit the features of other
existing tools that can easily facilitate flexible simulation and graphical display of captured message sequences.
Thus, to pursue a model-based approach (in contrast to a code-based approach) to provide for rapid algorithm
specification, we decided to try OPNET™ [13]. OPNET is a commercially available modeling and simulation tool
that is traditionally used to simulate computer networks. It comes with a number of built-in models for terminals,
routers, servers, etc. Using these models, one can easily simulate almost any kind of network, and analyze any
protocol. Most importantly, new protocols can easily be developed using the familiar finite-state modeling concept,

as provided by OPNET. In fact, this was the key feature that motivated us to adopt the OPNET tool as the front-end



of our simulation approach. Another tool providing similar functionalitiesis Network Simulator (NS) [14], whichis
freeware. It appears that all the basic models that we have developed using OPNET can aso be developed, with
equal ease, in NS.

For any distributed algorithm, visualization of the interaction between peer processes aids in understanding
the algorithm [7]. Visualization is based on suitable graphic display of process events that are gathered during some
experimentally driven runs of the algorithm under consideration. While OPNET does provide a visualization tool,
as a separate module called ACE (Application Characterization Environment), the capability is primarily used to
plot packet traces, collected using third party tools like tcpdump or Sniffer, in networks based on Internet Protocol
(IP). Since our simulation was not based on IP, we did not use ACE. Also we wanted to keep the visualization part
as a separate entity, so that it can also be used in areal (not simulation) environment without any major changes.
So, our approach is based on the simple idea of using OPNET to generate simulation-trace log files of different
events (sending messages, receiving messages), and then use some standard plotting tool to interpret the log files
and display the message sequences.

For the graphical display function, we could have used Matlab or Microsoft Excel, but we settled on a tool
called Xplot [15], mainly because of its flexibility and simplicity of use. Xplot is a general-purpose tool developed
by Tim Shepard of MIT. It isvery efficient in plotting graphs; any type of graph can be plotted and any portion of
the graph can be expanded. Interfacing to Xplot is facilitated by the fact that Xplot requires input in the form of an
IDL (Interface Definition Language). A sample IDL is described later.

Using the identified tools, we can demonstrate how we crafted a basic distributed architecture model and
used the model to develop smulations and animations for the LLC algorithm, along with other distributed
algorithms. Our main abjective is to introduce the readers to a new way of simulating distributed agorithms, which
we fedl is quite effective since it exploits to a great degree the capabilities of some already available tools and thus
avoids the common tendency to reinvent the wheel.

Every model that we have used in this paper required only a few hours to develop. In order to apply our
approach, the user must have OPNET modeler 7.0.B and Xplot installed on a system. The user should also have

some basic knowledge of OPNET, concerning how to design a Finite State Machine model for a process and how



to run asimulation on OPNET. This information can be easily obtained by referring to the tutoria information that
is provided with the OPNET system. No preliminary knowledge about Xplot is necessary.

The remainder of this paper is organized as follows. Section 2 begins with a general overview of the basic
framework that we have built in OPNET that is common for all simulations. Only a brief explanation is given,
without delving too deep into the actual language constructs. Section 3 gives an introduction to Xplot, with an
example on how to provide an input file to Xplot using IDL, and our custom program (Log2Xpl), which is a
trandator utility that transforms log file data generated by the OPNET models into an appropriate Xplot IDL
format. Section 4 discusses a simulation of the LLC agorithm along with other basic distributed algorithms, like
Vector Clocks and some mutual exclusion algorithms. We have also given an example describing how performance
of different algorithms can be compared at the end of section 4. Finally Section 5 provides a conclusion and

discusses future research objectives.

2. SYSTEM MODEL OVERVIEW

OPNET provides a three layer modeling hierarchy. Fig. 1 illustrates the basic idea, but the reader should
not be concerned yet with any of the details in this figure. The highest layer, referred to as the network domain,
allows definition of network topologies, like Ethernet LAN and STAR network, using standard models. The second
layer, referred to as the node domain, allows definition of node architectures. This defines all the processes active in
a node and the interactions between them. It should be noted that processes within the same node run
asynchronoudly (i.e., they do not run in lock-step) but synchronize based on the exchange of messages (or packets),
through “ packet streams” defined between them. “Packet streams’ are abstractions of Pipes, commonly used in C.
(In Fig. 1, under “Node Domain”, processes are denoted by gray square boxes, while packet streams are denoted by
solid arrows). The third layer is called the process domain. This layer specifies a Finite State Machine (FSM) for
every process within the node. The FSM consists of dynamic and static states. Every state has some associated
procedures, which get executed every time the process enters (“ Enter Executives’) or exits (“ Exit Executives’) the
state. A transition from one state to another state takes place in response to certain events (in the form of an

interrupt) and these transitions can be conditional (denoted by dotted arrows) or unconditional (denoted by solid



arrows). A process can remain in a static state, waiting for an event to occur. But, a process cannot remain in a
dynamic state; the process must transition to some static state after executing the corresponding “Enter” and/or
“Exit” procedures. Thisisafairly standard FSM characteristic. We will now describe the basic models that we have

designed for our simulations starting with the network topology defined in the network domain.

(Code Snippet)
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5
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?
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3 J/* do not contain an integral romber of bytes.
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16 J/* attribute of the IP packet will instead be used to model
17 #* the size of the encopsulated data.
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13 if (ip_pkptr == OPC_NIL}

20 ip_encap_error | 1

S=> Stetic State
| D => Dynamic State

hub_e_0_0 hub_txz_0_0

(Node Domain) (Process Domain)

Fig. 1. Threelayer modeling hierarchy provided by OPNET.
2.1. The Network topology
Fig. 2 shows the network topology that we used throughout our study. Although only four terminal nodes
are shown, we devel oped our model to support a maximum of 16 terminals. The limitation isimposed by the design
of the hub, which can be modified to accommodate more terminals if desired. Each terminal (Terminal-0, Terminal-

1, etc.) is connected to the hub, using full duplex, point-to-point links in a star like configuration. The hub can



unicast as well as broadcast packets, by the setting of a switch. Every terminal is assigned an address. For example,
“Terminal-0" is assigned an address of O; “Terminal-1" is assigned an address of 1, and so on. This topology

represents the most common configuration that isin use today, and can be changed with some minor modifications.

Terminal-0 Terminal-1

Point-to-point Links

Terminal-2

Terminal-3

Fig. 2. General Network Topology.
2.2. Packet format of the messages passed between peer processes.
The processes, in different terminals, participating in a distributed algorithm communicate with each other
using messages. Each message contains the following fields:

» Dedtination Node Address (dest_address): Specifies address of the terminal for which the message is intended.

»  Source Node Address (src_address): Specifies address of the terminal originating the message.

»  Sequence Number: Maintains a count of the number of messages generated by a particular terminal.

Some other optional fields are present, which are used depending on the specific distributed algorithm
under simulation. The message format is defined using the Packet Format Editor provided by OPNET. OPNET
provides smple API’s that can be used to perform different operation on each field in the message.
2.3.Link model.

As mentioned earlier, in Section 2.1, the four terminals are connected to the hub using full duplex point-to-

point links. These links are designed using OPNET’s Link Model Editor, which alows the user to vary different



attributes of the link including datarate, bit error rate, propagation delay, etc. By varying these attributes, the effect
of different fault tolerance issues (like excessive message delays) can be studied.
2.4. Node and FSM models

We now define the node and FSM models that we designed for the hub and the terminals. The FSM model
is described for only the relevant processes.
2.4.1. Hub

The hub acts as a packet switch, responsible for routing packets to the appropriate destination terminal,
based on the dest_address field in the packet. (Refer to “ Node Model for Hub” in Fig. 3). Whenever a packet enters
the hub, a processin the hub (Hub Process) examines the packet and then sends it to the appropriate destination.

(Process Model for Hub)

Y (Packet Arrival)

S = Static State
D =» Dynamic State

Packet Streams Point-to-point
Xmiters/Receivers

Fig. 3. Node and FSM models for Hub.
The Hub Process communicates with 16 pairs of point-to-point transmitters (xmt0-15) and receivers (rcvO-
15) using packet streams. Only four such pairs are shown for simplicity. The point-to-point receivers (transmitters)
must be used to get (send) packets from (to) the physical links. After receiving a packet on a particular link, the

point-to-point receiver for that link interrupts the Hub Process, and delivers the packets using the packet streams.
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This is analogous to the way in which an NIC (Network Interface Card) delivers packets to the upper layersin a
computer. The Hub Process then examines this packet and sends it to the appropriate point-to-point transmitter, to
be forwarded on the link connected to the destination. As noted earlier, the hub can be programmed to broadcast the
received packets on al the outgoing links.

The Finite State Machine (FSM) model for the hub process is also shown in Fig. 3. When a simulation is
started, the process first enters the “INIT” state, initializes the different variables and immediately goes to the
“IDLE” state, where it waits for a“ packet arrival” type of interrupt. When such an interrupt occurs, due to a packet
being received by one of the point-to-point receivers, the process goes from the “IDLE” state to the “PROCESS’
state where it examines the destination address in the packet and forwards it to the appropriate point-to-point
transmitter. The process then returns to the “IDLE” state and waits for the next “packet arrival” type of interrupt.
The enter executives for the “PROCESS’ state are shown in Fig. 4. The op_* functions are system functions
provided by OPNET.

pkptr = op_pk_get(op_intrpt_strn());
I/ get packet fromthe appropriate pt-to-pt receiver

op_pk_nfd_get (pkptr, "dest address", &dest_ address);

/1 get dest _address field fromthe packet
op_pk_send(pkptr, dest_ address);

/1 send the packet to the appropriate pt-to-pt transmtter

Fig. 4. Enter executives for PROCESS state.
2.4.2. Terminals

For the Terminals, the node model and FSM model are shown in Fig. 5. The node model consists of a
packet generator (shown as “Packet Generating Source” in Fig. 5) and a packet processor (shown as “Packet
Process’ in Fig. 5). The packet generator generates packets according to some pre-selected distribution. These
packets are interpreted differently, depending on the algorithm under simulation. For example, in the mutual
exclusion algorithms that we have simulated, the packets generated by the packet generator indicate to the packet

processor that the upper layers need to enter the Critical Section (CS). The distributed algorithm, under

consideration, itself is implemented in the packet processor. Thus, only this part has to be modified to simulate
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different algorithms. Here, it is shown only as a single process at layer 1, but in many models that we have
developed it consists of two different processes.

The FSM mode for the packet processor, shown in Fig. 5, is very general. Most of the agorithms that we
simulated used this model for the packet processor. Thisis a ssimple model in which a process waits for the arrival
of packets. The packets can arrive from the Packet generator (Layer 2) or from the point-to-point receivers (Layer
0). Depending on the provider of a packet, appropriate actions are taken. More specific code for the packet
processor, related to a particular distributed algorithm, is described later.

The process model for the packet generator is standard in OPNET, so we will not discuss this model any

further. For more information, refer to the appropriate OPNET manuals [13].

(Node Model for Terminal) (FSM Model for Packet Process)

Process Packet from
Upper Layers (UL)

(Intrpt from UL)

i (Intrpt from LL)

S = Static State
D = Dynamic State

Process Packet from
Upper Layers (LL)

Fig. 5. Node model for Terminal.
3. INTRODUCTION TO XPLOT AND LOG2XPL
The second tool that we used is Xplot [15], a genera-purpose graph generation tool. This program is
freeware and can also be downloaded from our site [16]. Many different versions of Xplot are available on the
Internet. We used a Unix version running on X-Windows. The main advantage of Xplot is that a programmer can

use this tool without being concerned about any internal aspects of the tool, or even any set of APIs. All that is
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required is knowledge of the different command keywords of the Interface Definition Language (IDL) that drives

Xplot. Fig. 6 givesan example IDL file. Wordsin bold are command keywords, which tell Xplot what to display.

unsi gned unsi gned /1 plot unsigned integers on X and Y axis
title /I keyword indicates next line is the title of the graph
A denmo xplot input file //actual title displayed on the graph

x| abel I/ keyword indicates next line is a |abel for X-axis

X axis in cm

yl abel [/ keyword indicates next line is a |label for Y-axis

y axis in inches

Xunits /I keyword indicates next line is a scale for X-axis
cm

yunits /I keyword indicates next line is a scale for Y-axis
in

red /leverything after this line to be displayed in Red
line 0115 1 //Red line from (0,1) to (15, 1)

di anond 4 2 /1D amond at (4, 2)

bl ue /leverything after this line to be displayed in blue

Fig. 6. A demo Xplot input file.

To support generation of graphical views of our ssimulation results, we created a simple conversion utility
program (Log2Xpl), which is written in C and is available for download from [16]. During the OPNET simulation
execution, every terminal produces a log file. Our conversion utility parses through all the log files and creates an
appropriate IDL file to be displayed using Xplot. Every log file contains a minimum of 4 columns in addition to
other optional columns depending on the algorithm under simulation. The first column always contains the words
“XMT” or “RCV,” which indicates whether this message was transmitted (XMT) or received (RCV) by this
terminal. The second and the third columns indicate the destination and the source address, respectively, associated
with the message. The forth column is a sequence number of the message transmitted by thisterminal.

The Log2Xpl program operates by reading an XMT line from the first log file, and finding its match (i.e.,
corresponding RCV line) in the remaining log files. The matching is facilitated by the fact that the source address
and the sequence number uniquely identify the message. Once a match is found, commands are written into the

output IDL file to display the message. Typical commands that are generated ook like the following sequence
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bl ue /leverything following this is displayed in blue
line 29.68 0 32.71 5 //draws a line from(29.68,0) and (32.71,5)
di anmond 32.71 5 //draws a di anond at co-ordinate (32.71,5)
vtick 29.68 0 /lputs a vertical tick at co-ordinate (29.68,0)
vtick 32.71 5 /lputs a vertical tick at co-ordinate (32.71,5)

The same procedure is repeated for the remaining log files. Our conversion utility can also be used to
support graphically display of message sequences captured in a real environment (as opposed to a ssimulation). Of
course in this case, al the participating terminal processes would need to create log files in the appropriate format,
and they would need to be synchronized, perhaps by using Network Timing Protocol (NTP) (so that a positive time

islogged when a message traverses from one terminal to another).

4. EXAMPLESOF ALGORITHM SIMULATIONS

We will now describe how we used the basic framework developed in OPNET to smulate the LLC
algorithm. Thisis followed by an example of how the models developed for LLC can be modified to ssmulate the
Vector Clocks. We will not discuss all the changes made, per se, but we will try to introduce the reader to how
these changes can be made. Finally we illustrate, using two mutual exclusion algorithms, how the performance of
different algorithms can be compared.

4.1. Lamport’sLogical Clocks(LLC)

The LLC agorithm [1] establishes a causal ordering among events occurring in different processes. Being
able to ascertain the ordering of eventsis very important for designing, debugging and understanding the sequence
of execution in distributed computing [1]. Events within a process can mean either an execution of an instruction or
execution of an entire procedure depending on the application. When processes exchange messages the sending of a
message constitutes one event and the reception of the message congtitutes another event. The LLC algorithm
achieves causal ordering by using virtual clocks at every participating process, which assign monotonically
increasing timestamps to different events. When processes exchange messages, the sending process also transmits

the timestamp of the send event along with the message. The process receiving the message adjusts it virtual clock
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if necessary —i.e,, if its clock is “behind” relative to the timestamp of the received message. This is required to
ensure that the timestamp on the receive event itself is always greater than the timestamp of the corresponding send
event. Thus the LLC agorithm ensures the happened-before reationship, which states that if event E1 happened-
before event E2 (denoted as E1 =» E2), then the timestamp on E1 will always be less than the timestamp on E2.

By modifying the “Packet Process’ (layer 1, Fig. 5) we implemented the LLC algorithm. The FSM model
used for this process is the same as shown in Fig. 5, while Fig. 7 shows commented code-snippets for the “INIT,”

“XMT” and the “RCV” states. All the functions starting with op_* are library functions provided in OPNET.

ENTER EXECUTI VES FOR I NI T:
state vector=0; //Initialize the state-vector for LLC
seq_no=0, /l1nitialize the Sequence Nunber for this Term nal

ENTER EXECUTI VES FOR XM:

pkptr=op_pk _get (SRC IN.STRM; //Intrpt from Upper Layer, get packet
seq_no++; /llncrement seq_no for this terninal
st at e_vect or ++; /[l ncrement the LLC clock

/1 Get a random Dest. (Code not Shown)

/I Popul ate the nessage with app. val ues
op_pk_nfd_set (pkptr, "dest _address", random gener at ed_desti nati on);
op_pk_nfd_set (pkptr, "src_address", ny_address);
op_pk_nfd_set (pkptr,"optional fields",state_vector);
op_pk_nfd_set (pkptr, "Sequence No", seq_no);
print_packet (pkptr, " XMr"); /I Record packet in Log as XM |ine
op_pk_send_del ayed( pkptr, XMI_QOUT_STRM; /' / Send packet

ENTER EXECUTI VES FOR RCV:
pkptr=op_pk_get (RCV_IN STRM;//Msg. recvd. from other terninal
st at e_vect or ++; /1lncr LLC clock for this term nal
op_pk_nfd_get (pkptr,"optional fields", & enp_val ue);
/1 get LLC clock of other terninal

[/ LLC Al gorithm
if (state_vector < (tenp_value + 1)){

state_vector = tenp_value + 1;

}
print_packet (pkptr,"RCV'); [//Record packet in Log as RCV line
op_pk_destroy(pkptr); [/ Destroy packet

Fig. 7. Code snippets from LLC Packet Processor.
The INIT state is dynamic, and is the first state that the process enters when the simulation is started. Since

this is a dynamic state, the process cannot remain in this state, and has to transition to a static state (“IDLE").
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However the process does some initializations while in this state. In the IDLE state the process waits for some
interrupt to occur. Two types of Interrupts can occur. One, due to a packet generated by the Upper Layers (UL) in
the same terminal (“Intrpt from UL"), and the other due to packet generated by other terminals (“Intrpt from LL").
Depending on which interrupt occurs, the process might go from the IDLE state to the RCV or XMT state, and then
execute the corresponding “Enter executives’ and “Exit executives’ (which is Null, in this case). It then returns to
the IDLE state to handle further interrupts.

Some attributes need to be set before the simulations can execute: the addresses assigned to the different
terminals (this must be unique), and the names of the log files created by each terminal. The “Packet Generating
Source” for each terminal is programmed to send a message using an exponential probability distribution function,
with a mean value of X seconds (for some selected X). In other words a message will be generated on each
terminal every X seconds. The simulation is then executed for a specific time, and then the log files created are
converted to an appropriate IDL file using the Log2Xpl utility. Finally, Xplot is used to display the generated IDL
file. An exampleisas shown in Fig. 8. Because at this time no standard way is available to display arrowsin Xplot,
we simply use a diamond symbol, instead of an arrow head, at the head of a line to indicate the direction of a
message (i.e., toward the diamond). The numbers in square brackets indicate the event timestamps assigned by the
LLC agorithm. Fig. 8 represents actual screen snapshots. Since the events and timestamp values are crowded in
Fig. 8-a, we have presented in Fig. 8-b a zoomed-in view of the first region. From this expanded view it can be
observed that for any pair of events E1 and E2, if E1 =» E2 then the timestamp value for E1 will be less than the
timestamp value for E2, as is expected for the LLC algorithm. For example consider in Fig. 8-b the 3 event of
process 3, which has a timestamp of “5.” This is a send event. When the corresponding messages is received by
process 1, the receive event is assigned a timestamp of value “6.” We can observe that the LLC agorithm properly
adjusted this timestamp value, for otherwise the timestamp on this receive event would simply have taken the value
“5.” All events are timestamped in away that preserves the happened-before relationship. Of course, this one figure
does not prove the correctness of the LLC algorithm, but multiple experiments of this type can be performed to
provide more insights and confidence in understanding the behavior of the protocol. Note that one advantage of the

Xplot tool isits ability to et the user isolate segments of a plot and create expanded views.
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Fig. 8. Time sequence graph displayed by Xplot for LLC.

4.2. Vector Clocks

The vector clock algorithm [1] is the same as LLC, except that individual event timestamps are defined by
vectors. In particular, for an n-process system, each timestamp is represented as a vector of n “logica clock”
values. A small modification to the “Packet Process’ used for the LLC simulation enabled us to easily simulate
vector clocks. The FSM for this process is essentially the same as for LLC. Fig. 9 highlights the modifications
made to the FSM. Like the LLC simulation, the Vector Clock simulation is executed for some units of time to
collect log files. Then the log files are converted into an appropriate IDL file (using the Log2Xpl utility) and
displayed using Xplot.

The Vector Clock simulation is shown in Fig. 10. Note that the vectors of the form [abcd] in the figure
represent the “clock” values associated with terminals 0, 1, 2, and 3, respectively. As with the LLC simulation, we
can observe that for all events E1 and E2, such that E1 = E2, E1's timestamp is less than E2' s timestamp (using
proper vector comparisons). Furthermore, unlike in the LLC simulation, we can observe that if an event F1 has a
timestamp value that is less than the timestamp value of another event F2, then it is true that F1 = F2 — a

fundamental difference between standard Lamport timestamps and vector-clock timestamps.
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ENTER EXECUTI VES FOR I NI T:
/I num of termnals nust be known a-priori

for (j =0; j < numof_termnals; j++)
state vector[j] = O; /1lnit. state-vector for Vector O ocks
seq_no = O; //1nit. seqg_no for this Term nal

ENTER EXECUTI VES FOR XM:
pkptr = op_pk _get(SRC IN STRM;//Intrpt from Upper Layer; get packet
seq_ho++; /llncr. seqg_no for this termnal;
state_vector[ ny_address] ++; //1ncrement current termnal's clock
/1 Get a random Dest. (Code not Shown)
/ | Popul ate the nessage with app. val ues
op_pk_nfd_set (pkptr, "dest _address", destinati on);
op_pk_nfd_set (pkptr, "src_address", ny_address);
op_pk_nfd_set (pkptr,"optional fields",state_vector);
op_pk_nfd_set (pkptr, "Sequence No", seq_no);
print_packet (pkptr,"XMr"); //Record packet in Log as XMl |ine
op_pk_send_del ayed(pkptr, XMI_QOUT_STRM; /! Send packet

ENTER EXECUTI VES FOR RCV:
pkptr = op_pk _get(RCV_IN STRM; [//Mg. rcvd. from other ternmninal
op_pk_nfd_get (pkptr,"optional fields", & enp_val ue);

/1 get the vector of the other terninal

for (j =0; j < numof_termnals;j++){
if (j == ny_address)
state_vector[j] ++; /1lnit. state-vector for Vector O ocks

else if (state_vector[j] < (tenp_value[j]))
state vector[j] = tenp_value[j];

}
print_packet (pkptr,"RCV'); [//Record packet in Log as RCV |ine
op_pk_destroy(pkptr); /| Destroy packet

Fig. 9. Code snippets from Vector Clock Packet Processor.

4.3. Performance Comparison between two Mutual Exclusion Algorithms.

We simulated the Centralized Mutual Exclusion algorithm [1] and the Suzuki-Kasami mutual exclusion
algorithm [1] using the basic model with modifications to the Packet Processor (Layer 1, Fig. 5). In order to
illustrate distributed ME, a terminal is said to enter the Critical Section (CS) when it can send ten consecutive

messages to another terminal denoted as “ shared resource.”
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ProcessID’s Vector Clocks
@ © ® (1)
H] o iyl s kTR R [0001]
o | ! e —
\ [\ IINEERN —
"Lf' r& ) | s ".II ' T [oowy o2
.'Jl \ e
|
| | I'. -
i JI / |I o I||I Illi‘_: IE I .--__.-"'
-~
[ I 1 —
JI | J [ooo] -~
e S |-\-k. i -
b . : Virtual Time (Events) = ! ! 141 A

a. Origina Plot

b. Expanded Part (1)

Fig. 10. Time sequence graph displayed by Xplot for Vector Clocks.

For a centralized mutual exclusion algorithm, we had to model a centralized controller, which is again a
modification of the basic model. We will not discuss the FSM model for the Controller termina and the Shared
Resource terminal, as it is fairly simple; however those interested can download these models from [16]. The
screen-shot of the graph, shown in Fig. 11, illustrates how mutual exclusion is achieved in the centralized scheme.
Only apart of the graph is shown, for simplicity.

ProcessID’s
i

Time Sequence Graph

Ml

Virtual Time (Events)

Fig. 11. Time Sequenced Graph for Centralized Mutual Exclusion.
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In this simulation Terminal-0 was made to act as the Controller Termina, giving permissions to other
terminals to enter the CS (i.e., to send 10 consecutive messages to a Shared Resource: terminal-3) The other two
terminals (Terminal-1, Terminal-2) compete to enter the critica section (CS). In Fig. 12, we can observe the
following sequence of events:

(1) Terminal-2 sends a REQuest to access message to the controller (Terminal-0).

(2) Thecontroller sendsa REPLY (resource granted) message to Terminal-2.

(3) Terminal-2 entersthe critical section (CS).

(4) Terminal-1 aso sends a REQuest to access message to the controller. This request gets queued.

(5) Terminal-2 sends a RELEASE message, indicating that it is out of the critical section.

(6) Controller sends REPLY (resource grant) message to Terminal-1.

(7) Terminal-2 sends a second REQuest to access message to the controller. This message gets queued.
(8) Terminal-1 entersthe CS.

The Suzuki-Kasami algorithm also provides mutual exclusion, but by a decentralized control scheme [1].
The basic idea of the algorithm is that a site can enter the critical section only if the site possesses a token (some
specia purpose, shared, message), and if a site that is wanting to enter the critical section does not have possession
of the token, then the site broadcasts a “ request” message to all other sites and waits to receive the token. We do not
present the time sequence graph that plots the messages from the simulation, as it is trivid. Instead, we focus now
on amethod to compare the performance of the two algorithms.

OPNET provides certain functions to collect statistical data for a particular variable of interest. It is the
programmer’s responsibility to use these functions to collect appropriate sample points for these statistics. For
example, in the mutual exclusion models, we added the capability to collect statistics for the delay observed by any
terminal between the following events: sending a request to enter the CS (event E1) and getting the permission to
enter the CS (event E2). Thusif E1 occurs at some time, say X secs, and E2 occurs at a future time, say X+Y, then
the delay will be recorded as Y units at time X+Y. This is treated as a sample point. A humber of such sample

points are collected as the simulation proceeds. We can also program OPNET so that it will not register every
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sample point, but the average of the last, say 10, sample points, or the average of the number of sample points
collected in the last, say 10, seconds. These sample points can then be, either plotted using a built in graphing tool,
or can be exported in the form of a spreadsheet.

For our simulation we collected every sample point with 14 different terminals. Every Terminal was
programmed to generate a request to enter the critical section every 100 secs, and once any terminal enters the
critica section, it remains in the critical section for around 10 secs. The result shown in Fig. 12 represents the
running average of all the collected sample points and is plotted by the built-in graphing tool provided by OPNET.
This graph clearly shows that the average time taken by any terminal to enter the critical section using centralized
mutual exclusion is more than the time required by using the Suzuki-Kasami algorithm. Similar other statistics can

be collected to compare the performance.

™ centralized Mutnal Exclusion
= suznki-Fasami Mutual Exclusion

40 PN i, SO W SN0

30

Delay (sec)

20

0

Elapsed Simulation Time (Hrs)

Fig. 12. Average delay for entering the CS.

5. CONCLUSION AND FUTURE RESEARCH
We conclude that simulation of distributed algorithms can become fairly simple by using some existing

tools, and the approach provides a highly flexible smulation environment. Using a tool like OPNET on the front-
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end empowers a user with a model-based approach for distributed agorithm specification. Likewise, a tool like
Xplot on the back-end facilitates the (portable) generation of very easy to manipulate graphical views of message
sequences, which are at the heart of all distributed algorithms. Our foremost objective in this paper is to introduce
the existence of tools that can be integrated to create a powerful environment to simulate distributed algorithms.

The basic models that we have developed in Section 2 can be readily modified to simulate many existing,
as well as new, agorithms. Our Log2Xpl conversion utility, which converts the log files generated by OPNET
models to an appropriate IDL file for Xplot, is general enough to be used with other existing toolkits as well as with
data collected from actual system execution in area (not ssmulated) environment. It can be easily modified and
used depending on the requirements. Also OPNET provides useful mechanisms to compare the performance of
different algorithms based on statistical data. We feel that thisis a very important feature that can help students or
researchers choose the most efficient algorithm from the available lot. We have highlighted this fact in this paper
by a simple comparison of the Centralized and Suzuki-Kasami mutual exclusion algorithms.

We wish to point out that, although OPNET provides very good flexibility for simulating distributed
algorithms, it is not at all trivial to learn programming in OPNET. We anticipate that for any student/researcher
adopting this approach, the most difficult step will be to design the FSM models. But, in our opinion, development
of such models is an extremely valuable skill since FSM modeling is an important abstraction in many areas of
computer science (e.g., model checking [17] for system verification). Till now we have tested our approach only
with people who are familiar with OPNET. The approach appears to be very convenient, and has aided the
development of a new token-based algorithm for simulating distributed mutual exclusion. In the future, we plan to
introduce the approach to students not familiar with OPNET, to obtain a broader perspective on the approach’s
efficacy.

In this paper, we have ignored fault tolerance issues, such as what happens if a message gets lost, or
delayed, or how the algorithm will react, should some terminal crash. The terminal models are not based on IP, so
they cannot be used with any general network topology. Currently only the model shown in Fig. 2 is supported.

Also, the Log2Xpl utility is not optimized, and can have along runtime if the simulation is run for a very long time
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or if there are alarge number of terminals in the simulation. All these issues are pending and will be dealt with in

future research.
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