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Fig. 3-1. (a) Virtual communication. {(b) Actual communication.
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Fig. 3-4. (a) Data sent by the network layer. (b) Data after being
character stuffed by the data link layer. (c) Data passed to the net-
work layer on the receiving side.
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Fig. 3-5. Bit stuffing. (a) The original data. (b) The data as they
appear on the Tiné. {¢) The data as they are stored in the receiver’s
memory after destuffing.
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#define MAX_PKT 1024 /* determines packet size in bytes */

typedef enum {false, true} boolean; /* boolean type */

typedef unsigned int seq_nr; /* sequence or ack numbers */

typedef struct {unsigned char data]MAX_PKT];} packet;/* packet definition */
typedef enum {data, ack, nak} frame_kind; /* frame_kind definition */

typedef struct { /* frames are transported in this layer */
frame_kind kind; /* what kind of a frame is it? */
seq_nr seq; /* sequence number */
seq_nr ack; /* acknowledgement number */
packet info; /* the network layer packet */
} frame;

/* Wait for an event to happen; return its type in event. */
void wait_for_event{event_type *event);

/* Fetch a packet from the network layer for transmission on the channel. */
void from_network_layer(packet *p);

/* Deliver information from an inbound frame 1o the network layer. */
void to_network_layer(packet *p);

[~ /* Go get an inbound frame from the physical layer and copy it to r. */
void from_physical_layer({frame *r);

/* Pass the frame to the physical layer for transmission. */
L_void to_physical_layer(frame *s);

r/* Start the clock running and enable the timeout event. */
void start_timer{seq_nr k};

/* Stop the clock and disable the timeout event. */
{ void stop_timer{seqg_nr k);

/= Start an auxiliary timer and enable the ack_timeout event. */
void start_ack_timer{void);

/* Stop the auxiliary timer and disable the ack_timeout event. */
void stop_ack_timer(void);

/* Allow the network layer to cause a network_layer_ready event. */
void enable_network _layer{void);

#* Forbid the network layer from causing a network_layer_ready event. +/
void disable_network_layer(void);

/* Macro inc is expanded in-line: Increment k circularly. */
#define incfk) if (k < MAX_SEQ}k=k+ 1;else k=0

From: Compuier Networks, 3rd ed. by Andrew S. Tanenbaum, ® 1996 Prentice Hall
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/(utopia) provides for data transmission in one direction only, from
sender to receiver. The communication channel is amm% free,
and the receiver is assumed to be able to process all the input infinitely fast,
Consequently, the sender just sits in a loop pumping data out onto the line as
fast as it can. */

typedef enum {frame_arrival} event_type;
#include "protocol.h"

void sender1(void)

{

frame s; /* buffer for an outhound frame */

packet buffer; /* buffer for an outbound packet */

while (true) {
from_network_layer(&buffer); /* go get something to send +/
s.info = buffer; /* copy it into s for transmission */
to_physical_layer(&s); /* send it on its way */

} /* Tomorrow, and tomorrow, and tomorrow,

Creeps in this petty pace from day to day
To the last syllable of recorded time
- Macbeth, V, v */
1

void receiveri{void)

{

frame r;
event_type event; [+ filted in by wait, but not used here */

while (true) {
wait_for_event(&event); /* only possibility is frame_arrival */
from_physical_layer(&r); /* go get the inbound frame */
to_network_layer(&r.info); /* pass the data to the network layer */

}
}

Fig. 3-9. An unrestricted simplex protocol.
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/stop-and-wait) also provides for a one-directional flow of data from
sender to receiver. The communication channel is once again assumed to be error
free, as in protocol 1. However, this time, the receiver has only a finite buffer
capacity and a finite processing speed, so the protocel must explicitly prevent
the sender from flooding the Téceiver with data faster than it can be handled, */

typedef enum {frame_arrival} event_type;
#include "protocol.h"

void sender2(void)

{
frame s; /* buffer for an outbound frame */
packet buffer; /* buffer for an outbound packet */
event.type event; * frame_arrival is the only possibility »/

while (true) {
from_network_layer(&buffer), /* ga get something to send =/
s.info = buffer; /* copy it into s for transmission */
to_physical_layer(&s);  /* bye bye little frame =/
wait_for_event(&event); /* do not proceed until given the go ahead */

}
}
void receiver2(void}
{
framer, s; /* buffers for frames */
event_type event; /* frame_arrival is the only possibility +/

while (true) {
wait_for_event(&event); /* only possibility is frame_arrival *f
from_physical_layer{(&r); /* go get the inbound frame */
to_network_layer(&r.info); /* pass the data to the network layer */
to_physical_layer(&s);  /* send a dummy frame to awaken sender */

}
}

Fig. 3-10. A simplex stop-and-wait protocol.
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s quarantee Hho¥ ne combo. n{ evors canses  duplials mes To
nelisenfe. loyer, Use ACKE & SEQ-NO= L Timexs
I*(par) allows unidirectional data flow over an unreliable channel. */

#define MAX_SEG 1 /= must be 1 for protocot 3 */
typedef enum (irame_arrival, cksum_err, timeout} eveni_type;
#include "protocol.h"

void sender3{void)

{

seq_nr next_frame_to_send; /* seq number of next outgoing frame */
frames,™ /= scratch variable +/
packet buffer; /* buffer for an cutbound packet */
event_type event;
next_frame_to_send = 0; /* initialize cutbound sequence numbers */
from_network_layer(&buffer); /= feteh first packet #/
while (true) {
s.info = buffer; /* construct a frame for transmission =/
s.seq = next_frame_to_send; /* insert sequence number in frame */
to_physical_layer(&s); f+ send it on its way */
start_timer(s.seq); /+ if (answer 1akes too long, time out */
wait_for_event{&event); /= frame_arrival, cksum_err, timeout */
if (event == frame_arrival) {
from_physical. layer{&s); /+ get the acknowledgement */

if (s.ack == next_frame_to_send) {
from_network_layer(&buffer); /» get the next one to send =/
inc(next_frame_to_send); /+ invert next_frame_to_send */

J o Whal lE‘ no 7
o : Qe,i—no on  ACk
void receiver3(void) .

{

seq_nr frame_expected; . 'SesL.rlD f\QecOQcQ on
framer, s;
event_type event: oo qf{'c\ & ACK g)LDCh‘tE’.&

frame_expected = 0;
while (true) {

wait_for_event{&event); /= possibilities: frame_arrival, cksum_err */
it (event == frame_arrival) { /= a valid frame has arrived, */
from_physical_layer{&r); /* go get the newly arrived frame */

if (r-seq == frame_expected) { /= this is what we have been waiting for. */
to_network_layer(&r.info); /= pass the data to the network layer */
inc(frame_expected); /* next time expect the other sequence nr */

}

s.ack = 1 —frame_expected; / tell which frame is being acked */

to_physical_layer{&s); /* none of the fields are used */

}
}

Fig. 3-11. A positive acknowledgement/retransmission protocol. ( PA R}
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Fig. 3-12. A sliding window of size 1, with a 3-bit_sequence
number. (a) Initially, (b} After the first frame has been sent.
(c) After the first frame has been received. (d) After the first
acknowledgement has been received.
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/*iProtocol 4{(sliding window) is bidirectional and is more robust than protocol 3. */

#define MAX_SEQ 1 /* must be 1 for protocol 4 */
typedef enum {frame_arrival, cksum_err, timeout} event_type;
#include "protocol.h"

void protccold (void)

seq. nr next_frame_to_send; f* 0or1only %
seq_nt frame_expected; /> 0or1only *
frame 1, s; /* scratch variables =/
packet buffer; /* current packet being sent */
event_type event;
next_frame_to_send = 0; /* next frame on the outbound stream */
frame_expected = 0; /* number of frame arriving frame expected */
from_network_layer{&buffer); /* fetch a packet from the network layer */
s.info = buffer; /* prepare to send the initial frame +/
s.seq = next_frame_to_send; /* insert sequence number into frame */
s.ack = 1 - frame_expected; /* piggybacked ack */
to_physical_layer(&s); /* transmit the frame */
start_timer(s.seq); I+ start the timer running */
while (true) {

wait_for_event{&event); /= frame_arrival, cksum_err, or timeout +/

it (event == frame_arrival) { /* a frame has arrived undamaged. */
from_physical_layer{&r);  /* go get it */

if (r.seq == frame_expected) {
7* Handié inbound frame stream. +/
to_network_layer(&r.info);  /+ pass packet to network layer */
inc{frame_expected); /* invert sequence number expected next */

!

if {r.ack == next_frame_to_send) { /* handle outbound frame stream. */
from_network_layer(&buffer); /* fetch new pkt from network layer +/
inc{next_frame_to_send);  /* invert sender’s sequence number */

}

s.info = buffer; /* construct outbound frame */

s.seq = next frame_to_send; /* insert sequence number into it */
s.ack = 1 — frame_expected; * seq number of last received frame */
to_physical_layer(&s); /* transmit a frame */
start_timer(s.seq); /* start the timer running */

Fig. 3-13. A 1-bit sliding window protocol. {uses sfop Ao
1-b P
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Fig. 3-14. Two scenarios for protocol 4. The notation is (seq, ack,
packet number). An asterisk indicates where a network layer
accepts a packet.
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f(EipeIining-) allows multiple outstanding frames. The sender may transmit up

o MAX_SEQ framaes without waiting for an ack. In addition, unlike the previous protocols,

“1he network layer is not assumad 1o have a new packet all the time. Instead, the

natwork layer causes a network_layer_ready event when there is a packet to send. =/

#define MAX_SEQ 7

f* should be 2'h — 1 %/

typedet enum {frame_arrival, cksum_er, timeout, network_layer_ready} event_type;

#inchude "protocol.h"

static boolean between(seq_nr a, seq_nr b, seq_nr ¢}

!

4+ Return true if (a <=b < c circularly; false otherwise, */
if ({2 <= b} && (b < c}} Il t{c < a) && (a <= b)) Il {(b < c) && {c < a)))

returnitrue);
8lse
return{falsc);

1

static void send_data(seq_nr frame_nr, seq_nr frame_expected, packet buffer(])

{

* Construct and send a data frame. */

framae s;

s.infe = bufferfframe_nir];
s.5eq = frama_nr;

f* acratch variable +/

* insert packet into frame */
* insert sequence number into frame =/

s.ack = (frame_expected + MAX_SEQ) % (MAX_SEQ + 1);/* piggyback ack */

to_physical_layer{&s);
start_timer{frame_.nr};

J

vaid protocolsvoeid)

seq. nr next_frame_to_send;
seq_nr ack_expected;
seq_nr frame_expected;
frame r;

packet buffer[MAX_SEQ + 1J;

seq_nr nbuffered;
seq_nr i;
event_type event;

enable_network_ayer();
ack.expected = 0;
next_frame_to_send = 0;
frame_expected = 0;
nbufferad = 0;

/* transmit the frame #/
{* start the timer running =/

/* MAX_SEQ = 1; used for outhound stream */
/* pldest frame as yet unacknowledged *+/

/* next frame expected on inbound stream +/
f* seratch variable +/

/* buffers for the guthound stream +/

{+ # output buffers cumently in use +/

/* used to index into the buffer array »/

/* allow network_layer_ready events =/
/* next ack expected inbound */

f next frame going out +/

/= number of frame expected inbound +/
I+ initially no packets are buffered +/

Frarm: Comguer Networks. 4ed o by Andiow S, Tanenbaam, 6 996 Frentee Hall



while (true) |
wail_for_event{&event): /% four possibilitics: see cvent_typa above +/
switch{event) |
cise netwnrk_layer_rcady: F4# (e network Taver has a packet to send £/
I.;k“»i;:éé-pl., save, wnd transmit a new frame. #/
from . network_layer{ &bulfer| next frame _to_send]); /= fetch new packet +/
nbuffered = nboffored + 15 /o expand the sender’s window =/
send_data{nexd _[Tame _to_send, frame_expected, bullerh,/# transmit the frame #/

mc{nexe_frame_to_sendy, {# advance sender’s upper window edge &/
brealr,

ciase: [rame_arrival: {2« data or conteol frame has amived #/
from. physical_layer{&r);  /® get incoming frame [rom physical layer +/

i (r.seq == frame expecied) {
= Frames are accepted only in order, =/
lo_network_layer(&r.info); /% puss packet to network layer s
i frame._ expected); /% advance lower edge of receiver’s window =/

}

S Ack nimplies n— |, n — 2, ¢ie, Check for this. s/

while (between(ack _expected, r.ack, next_frame_to_send)y |
/= Handle piggyhacked ack. s/
nbuffered = nhuffered — 1;/% one frame fewer bolTered =/
stop_timer{ack_expecled); /2 frame arrived inlact; stop timer */
inclack_expected): 7% contracl sender’s window *f

t
break;

case cksum_err; break; f# Jusi ignore bad frames #/

case 1mneoul: % trouble; retransmit all ourstanding frames */

nexl_{rame_te_send = ack_capecled; /% start retransmilting here =/
for (i = 1} i == nbuifered; 1443 {

send_data(e al_(rame_to_send. frame_eapected, bufferyy= resend 1 frame =/
mcinext_frame_to_send); /# prepare to send the next one #/

}

if (nbuttered < MAX_SEQ)
chable_nctwork. layar):

else
disable_network_layee )

Frow: Compreier Mezworks, 3rd cd, by Anhue 8. Cunenhanmn, @ 199G Progtcoe Hall
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Fig. 3-17. Simulation of multiple timers in software.
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f’i Pratocal ﬁlmonsequential receive) accepts frames out of order, but passes packets o the
network layer in order. Associated with each outstanding frame is g timer, When the timer

goes off, only that frame is retransmitted, not all the outstanding frames, as in protocol 5. */

#define MAX_SEQ 7 f* should be 2'n -1 +/

#idefine NR_BUFS ({(MAX_SEQ + 1)/2)

typedaf enum {frame_arrival, cksum_err, timeout, network_|ayer_ready, ack_timeout] event_type;
#include "protocol A T - [

boolean no_nak = true; /* no nak has been sent yet */ (‘F-’\" ECIWQ.EKJ’ Qci’ée:Q)

seq_nr oldest_frame = MAX_SEQ + 1; /+ initial value is only for the simulator +{ s L:LIT. tirmeout

static boolean between(seq_nr a, seq_nt b, seq_nr &} F-'r“st)
; .

 Same as between in protocold, but sherter and more obscure. */
return ({a <=b) && (b <)) Il {ic < a) && (a <= DY) I {(b < €) && (c < a));
}

static void send_frama(frame_kind fk, seq_nr frame_nr, seq_nr frame_sxpected, packet buifer])

{

#* Construct and send a data, ack, or nak frame. +/

frame s; /* seratch variable =/
s.kind = fk; f* kind == data, ack, or nak =/
if {tk == dataj s.info = bufferfframe_nr % NR_BUFS];
s.8eq = frame_nr; I+ enly meaningful for data frames «/
s.ack = (frame_expected + MAX_SEQ} % (MAX_SEQ + 1),
it {tk == nak) no_nak = false; /* one nak per frame,_plegse */
to_physical_layer(&s); f* tranamit the frame */
if (fk == data) start_timeri{frame_nr % NR_BUFS);
stop_ack_timer(); /* no nged for separate ack frame +/
}
void protocalBivoid)
{
seq_nr ack_expected; /* lower edge of sender’s window +f
seq_nr next_frame_to_send; I+ upper edge of sender’s window + 1 &/
seq_nr frame_expected; /* lower edge of recsiver's window */
seq_nr too_far; #* upper edge of recelver’s window + 1 +/
int i; /* index into buffer pogl +/
frame r; f* sgratch variable +/
packet out_buffNR_BUFS]; /* buffers for the quthound stream =/
packet in_buf[NR_BUFS]; f* puifers for the inbound stream */
boolean arrived[NR BUFS]; M inbound bit map * . ——» full ev em {_':j ?
seq_nr nbuffered; I+ how many eutput buffers currently used */
event type evant;
enable_network_layer(}; /= initialize */
ack_expected = (; /* next ack expected on the inbound stroam =/
next_frame_to_send = 0; /* number of next cutgeing frame +/

frame_expected = Q;
too_far = NR_BUFS;
nbuffered = 0;  initially no packets are buffered =/
for {i = 0; i « NR_BUFS; i++) arrived[i] = false;



while {true) {

wait_for_event{&event); /* five possibilities: see event_type above +/
switch{event) {
case network_layer_ready: f* accept, save, and transmit a new frame =/

nbuffered = nbuffered + §;  /* expand the window «/
from. network_layer(&out_buffnext frame_to_send % NR_BUFS]); /+ feteh new packet +/
send_frame(data, next frame_to_send, frame_expected, out_bufl/* transmit the frame

inc({next_frame.to_send); /* advance upper window adge */
break;

case frame_arrival: /* a data or control frame has arrived */
frem_physicat_layer{&r); I fetch incoming frame from physical layer +/

if {r.kind == data) {
/* An undamaged frame has arrived. =/
if {{r.seq |= frame_expected) && no_nak)
send_frame(nak, 0, frame_expected, cut_buf}; else start_ack_timer{};
if (betweeniframe,_expected, r.seq, too_far) && (arrivedirseq%NR_BUFS] == false)) {
f+ Frames may be accepted in any order, =/
arrived[r.seq % NR_BUFS] = true:/* mark buffer as full +/
in_buf[r.seq % NR_BUFS] = rinfo,/* insert data into buffar =/
while {arrived[frame_expected % NR_BUFS]) {
/* Pass frames and advance window. +/
to_netwark_layer{&in_buffframe_expected % NR_BUFS]);
no_nak = frue;
arrivedfframe_expsacted % NR_BUFS] = false;
inc{frame_expected); /* advance lower edge of receiver's window */
incitoo_far},  /+ advance upper edge of raceiver's window =/
start_ack_timer{); /* to see if a separate ack is needed

\ 1
if{{r kind==nak) && betwesn{ack_sxpected,(r.ack+1)%{MAX_SEQ+1),next_frame_to send))
send_frame{data, {r.ack+1) % (MAX_SEQ + 1), frame_sxpected, out_buf;

while (betweenfack_expected, r.ack, next_frame_to_send)) {
nbufferad = nbuffered — 1;  /+ handle piggybacked ack +/
stop_timer{ack_expected % NR_BUFS)./* frame arrived intact %/

inc{ack_expected); /+ advance lower edge of sender's window */
i
break;
case cksum_grr:
if (no_nak} send_frame(nak, 0, frame_expected, out_buf)/* damaged frame +f
break;

case timeout:
send.frame(data, cldest_frame, frame_axpected, out_bufy/* we timed out +/
break;
case ack_timaout:
send_Frame(ack.D.frame_expected. out. bui):/+ ack timer expired; send ack */
}

it (nbuftered « NR_BUFS) enable_network_laysr(); else disatie_network_layer();
!



Fig. 3-18. A sliding window protocol using selective repeal. B’ mTocé.Q 6]

¢, be-i—é)C@’e) 5, ack s crn‘i_] Piapshecked, on m,d_"ao'\:}g [2&”?&3

o be, held up ('Fm‘e\sﬁ\_'j [PRAGLEN
E\'\sc, net every 'Qﬁnme adwd e“"‘l’hdﬁg]

. ?m”t'@copc G P,’Keg 'Elj wnag s artack fimee &
G-c.k_{'\mé?_cui' EM‘EJ‘\JC

oo fo choese aPFrmFr{uj—e, vedue fw e aux, -E}-,%':?
. ?W“‘DJ(—OC&'Q Q, C;QQ&S w/ew‘v—otﬁ- mere .I{"C-@nﬂﬁ LLQ\-B NFQ\KEJ—

Pwhea sty dev. o acknewledgement itewall is larege,
NAK?® ove vy USe{’uﬂ_ ot 4’3\95 sowe.
wnneCeid.ak vRansmissions & winecesgaty wc\iﬁ
(interval = tnecdt) (\%T‘Qh\m&, -‘—"-'hme_oqﬂa
ie, sowe B

— nO_-?’lQLk % e Tue if no NACK sent Pmr- ﬂumgﬁgmreifhﬁ
ﬂl{— NAok lost, serdee il tmeout & velioazmd Owijsj

— (ﬁmeogﬂ' & MAK&) t-D‘E\L},[q @‘z&m& cavsed timeo ot ?
Vslocel 5 QQ&U&% Hhe oldest, le, th:.kneﬁ‘“r*“’—cfacﬁ
Potocsl 6 ¢ nonfrwel . £9. 0Y2-24 sent,
¢ (o), 5, L{o).2(To), 6 = 2405126

:v‘\[%c:un& e [os.'l", %l&. RFS ﬁme@d' ovcle
%%E&Q cmt;;t‘;% _ﬁm ey a&mt'ﬂfgjr‘mﬁon Jw Dlﬁg‘f’fﬂ_\—‘eﬂ




e S-bit seg. no

— I
Sander |0123456|?’ ‘0123456‘? :_0123‘456 Q1234687

Receiver 012345ﬂ? 0123456|ﬂ 0123!456 01234587
(<] c

(a} iy {d)

Fﬂktems cﬂue {T.—.» rionses - Tecenes ’j’n Sd@_cﬂ\re_ EQ,FE'_C}_,ﬂ

Fig. 3-19. (a) Initial situation with a window of size seven. (b)
After seven [rames have been sent and received but not acknowl-
edged, (c) Inmitial situation with a window size of four. (d) After
four frames have been sent and received but not acknowledged.

(b) Acks sent by “eceiver ave losT

(bi) Sendle Timeseut & ~esends Fr (ﬁ

(b2) Recsivecr czrcef"(é His & sends Plgﬁ&hacke& Ack (€,
rs fp tha £ howe been veceiyedl

(b2 Sender weceives }\CR@), advonces 15 wimdews &
Semdis. €)mme.3 E e W S W T

(Lo Kecervor recevet g‘tqrnp, =+, 5i3e.2- this £ easlion (61)
éhame_ C’q{D 4 reTorov ik faeb@_-;- e = {

a

Pﬂauem; A@Ev vecemer &JUQnQEcQ wlncﬂeto, nNeuD .m-xje. ﬁp
\50&{5& Sei. VoS, CNE‘JZJCLFFQCQ 'Jff\c el ZONHQ {
S max mr‘ncﬂm,) Sty at CMA%'._SéQ + 1)/2_

.z_-H;_GL,_QPQm = _#:'t\mg_r;g = Mox, LQEOQQ@'C.«J S(‘%@_.-

Fran: Crmpeter Metworks, 3rd ed by Andwew 5. Tunenbaum, €3 1996 Prentice Hall



PRoTocor.  SPECIFICATION & NERIFICATION
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Fig. 3-22. A Petri nct with two places and two transitions.
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Name

Direction

Description

Configure-request| | - R List of proposed options and values
Configure-ack <R All options are accepted
Coenfigure-nak f—R Some options are not accepled
Configure-reject <R Soma options are not negotiable
Terminate-request | — R Request to shut the line down
Terminate-ack <R OK, line shut down

Code-reject <R Unknown request received
Protocol-reject <R Unknown protocol requested
Echo-request I—R Please send this frame back
Echo-reply <R Here is the frame back
Discard-request | | - R Just discard this frame (for testing)
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