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Abstract. Vector and matrix clocks are extensively used in
asynchronous distributed systems. This paper asks, “how does
the clock abstraction generalize?” To address this problem,
the paper motivates and proposes logical clocks of arbitrary
dimensions. It then identifies and explores the conceptual link
between such clocks and knowledge. It establishes the nec-
essary and sufficient conditions on the size and dimension
of clocks required to attain any specified level of knowledge
about the timestamp of the most recent system state for which
this is possible without using any messages in the clock pro-
tocol. The paper then gives algorithms to determine the time-
stamp of the latest system state about which a specified level of
knowledge is attainable in a given system state, and to compute
the timestamp of the earliest system state in which a specified
level of knowledge about a given system state is attainable. The
results are applicable to applications that deal with a certain
class of properties, identified as monotonic properties.
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1 Introduction

Logical clocks are used extensively by distributed applications
that need to maintain logical time in an asynchronous message-
passing system. Logical clocks track causality which helps to
determine the extent of the past execution that could possibly
affect actions at any process. Logical time and causality are
important tools in the design of distributed applications, as
elegantly expressed by Schwarz and Mattern [21] and Fidge
[8]. In this paper, we define logical clock abstractions and
analyze their power.

A distributed system (N, L) can be modeled as a network
consisting of N, a set of processes that communicate by asyn-
chronous message-passing over L, a set of links. An execution
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of the system generates events at each process. An event may
be a send event, a receive event, or an internal event. The (po-
tential) causality relation < on the set of events I in a system
execution was defined by Lamport [15] as follows: event e <
¢’ if and only if (i) events e and €’ occur at the same process
and e occurs before ¢/, (ii) event e is the event at which a mes-
sage is sent and event ¢’ is the event at which that message is
received by a different process, or (iii) there exists some event
e’ suchthate < ¢” and e’ < ¢'.

Scalar, vector, and matrix clocks are the only clock sys-
tems that have been developed in the literature. Each process
i maintains a local clock Clk; to track logical time. Lamport
defined scalar clocks with the property that for events e and
f,e =< fimplies Clk(e) < Clk(f) [15]. Such clocks consist
of a single integer. Mattern [16] and Fidge [7] independently
formalized vector clocks which have the property that e < f
if and only if Clk(e) < Clk(f). Some example areas that
use vector clocks are checkpointing and recovery, garbage
collection, causal memory, detecting global predicates, dis-
tributed discrete-event simulation, virtual time, multicast and
group communication algorithms, causal ordering, maintain-
ing consistency of replicated files, taking efficient snapshots
of a system, global time approximation, termination detec-
tion, bounded multiwriter construction of shared variables,
mutual exclusion, debugging, managing drift between physi-
cal clocks, synchronizing processes, and defining concurrency
measures. There are many good references for the use of vector
clocks in these areas [7,8,16,21].

A vector clock consists of n = |N| integers, with the <
operator on vectors defined as follows: V; < Vs if and only
if, forall k € N, Vi[k] < Va[k]; Vi < Va if and only if V; <
V5 and V; # V. The following rules are used by a process to
maintain its clock using the vector clock protocol.

VCI1. Before process i executes an internal event, it does the
following.
o Clk;[i]=Clk;[i] +d (d > 0).
VC2. Before process 7 executes a send event, it does the fol-
lowing.
o Clk;[i)=Clk;[i] +d (d > 0).
Send message timestamped by C'lk;.
VC3. When process j receives a message with timestamp 7'
from process i, it does the following.
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o (k€ N) Clk;[k] = max(Clk;[k], T[k]);
o Clk;lj] =Clk;[j] +d (d> 0);
e deliver the message.

A canonical version of these clocks uses d = 1. With canonical
vector clocks, Clk(e)[i] = |{e; | e; < e }|, where e; denotes
an event at process ¢.

Charron-Bost showed that to capture the property “e < f
if and only if Clk(e) < ClEk(f)”, vector clocks must have a
size equal to the dimension of the partial order (H, <), which
can be as large as n [4]. Hence, clocks of size n are used.

Matrix clocks, first proposed by Wuu and Bernstein [24],
contain vector clock information about other processes’ views
of the system execution. A matrix clock is an array of size
n x n. Clk;[j, k] is ’s knowledge of process j’s knowledge of
process k’s local (scalar) clock value. Some example areas that
use matrix clocks are designing fault-tolerant protocols and
distributed database protocols [12,24], including protocols to
discard obsolete information in distributed databases [20], and
protocols to solve the replicated log and replicated dictionary
problems [24]. Recently, matrix clocks have also been used
to implement the disconnected mode of operation in mobile
databases [11]. The following rules are used by a process to
maintain its clock using the matrix clock protocol.

MCI1. Before process 7 executes an internal event, it does the
following.
o Clk;[i,i] = Clk;[i,i) +d (d > 0).
MC2. Before process ¢ executes a send event, it does the fol-
lowing.
o Clk;[i,i] = Clk;[i,i) +d (d > 0).
Send message timestamped by Clk;.
MC3. When process j receives a message with timestamp 7'
from process i, it does the following.
o (k€ N) Clk;[j, k] = max(Clk, [j, k], Tli, k]);
e 1eN\{j}) (ke N),
Clk;(l, k] = max(Clk;[l, k], T[l, k]);
o Clk;[j, 3] = Clk;[j, 5] +d (d > 0);
e deliver the message.

Due to the importance of vector and matrix clocks, many
efficient implementation designs for the clock protocols have
also been studied by varying the assumptions about the system
or the executions [12,17,19,22,23].

The processes in the system collectively run a clock pro-
tocol to maintain logical time. In order to abstract clock pro-
tocols, we make the following observations about vector and
matrix clock protocols, and about applications such as those
mentioned above, that use scalar and matrix clocks. First, the
clock protocols do not introduce any additional protocol events
but rather perform some actions as specified by rules VC1-
VC3 and MC1-MC3 atomically with the events of the under-
lying execution. Thus, the clock protocols’ actions are super-
impositions on the underlying execution events. Second, the
protocol execution does not generate any messages. Rather,
the protocol information exchanged by the processes is done
via piggybacking the clock value (i.e., timestamp) on the mes-
sages generated by the underlying execution. By piggyback-
ing timestamps, information about clocks is exchanged using
the ambient message-passing and without using any protocol
messages. Third, as the execution progresses and newer clock
values are generated, information about the clock values is
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continually diffused by each process, using only messages of
the underlying execution, whenever sent. Fourth, the clock
protocols are inhibition-free, i.e., they do not prevent events
that would otherwise occur in the underlying system execution
[5]. Fifth, it follows from the first, second, and fourth observa-
tions that the clock protocols do not alter the structure of the
partial order (H, <).

We now give some definitions to introduce our problem
informally. The projection of an execution on a process iden-
tifies a local execution at that process. The union of the events
in some prefix of the local execution at each process is a cut
of the execution. Each cut in an execution can be assigned a
vector timestamp (defined later in Definition 1). A global state
of the system is the collection of values of the local variables
at each process after the execution of the events in some cut
[3]. A cut is consistent if it contains a send event for each mes-
sage for which the receive event also belongs to the cut. Each
global state is identified by its corresponding cut. A global
state is consistent if it corresponds to a consistent cut. It has
been shown by Mattern [16] that for any given (terminating)
execution, the set of all global states, which corresponds to
the set of all cuts, Cuts, forms a distributive lattice ordered by
the subset relation C; the set of all consistent global states is
its sublattice. Also, given any execution, there exists an iso-
morphism between (Cuts, C), and its (7, <), the set of its
vector timestamps ordered by <.

Let us analyze the manner in which the applications listed
earlier use the vector and matrix clocks. Each application
tracks a specific property of interest. Such a property is param-
eterized by some function of the global state and the structure
of the property is such that the cardinality of facts about this
property is bounded by the number of global states. Facts about
this property can be deduced directly from the timestamps ex-
changed by the clock protocol. Some examples of properties
of interest to applications are as follows. (i) The property “ex-
ecution has progressed at least up to event x at (a specific)
process ¢ is useful in debugging. (ii) The property “all logs
up to global state s can be discarded” is useful in checkpoint-
ing. (iii) The property “global virtual time has advanced to
at least time ¢” is useful for tracking global virtual time and
for distributed simulations. (iv) The property “information of
the execution at least up to event = at process ¢ has reached
all processes and hence process ¢ can discard this execution
prefix from its log” is useful for efficiently discarding local
logs to solve the replicated log problem. For each such prop-
erty, the various facts about it as the execution progresses are
related by a semantic inclusion relation “C” (if ¢ T ), then ¢
semantically includes ¢). For certain properties such as (i) and
(iii) above, the semantic inclusion relation on the facts forms a
total order. For other properties such as (ii) and (iv) above, the
semantic inclusion relation on the facts forms a partial order
that is isomorphic to the lattice of global states. For all the
above properties, each fact is stable, i.e., once it becomes true,
it remains true thenceforth. To characterize both (i) the stabil-
ity of facts, and (ii) the semantic inclusion relation on the facts
as an execution progresses, we term such facts as monotonic
facts about the property of interest. The property of interest is
termed as a monotonic property of interest and has the char-
acteristic that multiple (stable) facts about it can be true in the
same execution. Henceforth, we implicitly assume that such a
property is parameterized by some function of the global state
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and the structure of the property is such that the cardinality of
facts about this property is bounded by the number of global
states.

For each of the applications considered above, we saw that
the set of monotonic facts ordered by L is a lattice. General-
izing this, we have that for any execution and a monotonic
property of interest, the set of monotonic facts ordered by C
is a lattice and there is a semantically greatest fact in each
global state. Further, for any execution, there is a homomor-
phism from (Cuts, C) to (M, ), where M is the set that
contains the greatest monotonic fact of interest at each state
in (Cuts, C). Combining this homomorphism with the iso-
morphism between (7%, <) and (Cuts, C) for that execution
gives a homomorphism from (7%, <) to (M, C), formalized
as Axiom 1. The results of this paper hold for any application
for which Axiom 1 is valid.

Axiom 1 For any given execution and any monotonic prop-
erty of interest, the semantically greatest monotonic fact in a
global state can be uniquely identified by the vector timestamp
of that global state.

Hence, we treat the semantically greatest fact in a state as
synonymous to that state, and identify the fact by the vector
timestamp of that state.

Vector clocks can be thought of as imparting knowledge to
a process: when V[i] = x at process h, process h knows that
process ¢ has executed at least = events. Matrix clocks impart
one more level of knowledge: when M]i, j| = x at process
h, process h knows that process ¢ knows that process j has
executed at least z events. Vector and matrix clocks are conve-
nient because they are updated without sending any additional
messages; knowledge is imparted via the inhibition-free am-
bient message-passing that (i) eliminates protocol messages
by using piggybacking, and (ii) continually diffuses the latest
knowledge using only messages, whenever sent, by the under-
lying execution.

This paper asks the question: “how does this clock ab-
straction generalize?” The problem is cast in terms of knowl-
edge which provides a rigorous framework for studying this
problem. Formalizing the levels of knowledge in a distributed
system simplifies the analysis of various problems and the de-
sign of various protocols to solve the problems [6,10]. Knowl-
edge analysis also provides a formal method for reasoning
about distributed protocols and executions of asynchronous
distributed systems [2]. A good reference work on the theory
of knowledge in distributed systems is a textbook by Fagin et
al. [6].

The main contributions of the paper are outlined as fol-
lows. The paper motivates and proposes logical clocks of ar-
bitrary dimensions. It then identifies and explores the concep-
tual link between such clocks and knowledge. It establishes the
necessary and sufficient conditions on the size and dimension
of clocks required to attain any specified level of knowledge
about the timestamp of the most recent global state for which
this is possible without using protocol messages. The paper
then gives algorithms to determine the timestamp of the lat-
est global state about which a specified level of knowledge is
attainable in a given global state, and to compute the time-
stamp of the earliest future state in which a specified level of
knowledge about a given global state is attainable.
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In addition to the main results, this paper also makes three
other contributions. First, the paper directly addresses the con-
cluding thesis of Schwarz-Mattern [21] that “ ... None of
the presented (causality-tracking or timestamping) schemes is
sufficiently mature to serve as a general-purpose mechanism
for the analysis of causality. ... The problem of anticipating
the relevant behavior, assigning meaningful semantics to gen-
eral global predicates, and finding correct and efficient algo-
rithms for their detection remains a challenge. . . . Anyhow, the
holy grail of causality analysis has not been found yet.” We ex-
pect that the results give a better understanding and insight into
tracking causality. Second, we define a new variant of levels of
knowledge, that is tailored for asynchronous message-passing
systems and is based on consistent cuts. This variant is useful
to applications reasoning with monotonic properties. Third, a
consequence of this new definition of levels of knowledge is
that classical problems such as the “muddy children” [10] and
“cheating husbands” [9] problems have easily understandable
solutions in asynchronous message-passing systems that use
our system model. Hitherto, the synchronous execution model
had been widely (but not exclusively) assumed in the theory
of knowledge. All the classical examples in this theory had
been explained in the synchronous execution model [6,9, 10].

Section 2 describes the distributed system model and in-
troduces the necessary formalism about knowledge and about
monotonic properties which are the kinds of properties that
can use the results. Section 3 examines the relation between at-
taining levels of knowledge and message chains in distributed
asynchronous executions. Using the formalism about knowl-
edge, the paper then formulates specific problems about logi-
cal clock abstractions. Section 4 identifies the properties that
a logical clock abstraction should possess and proposes the
a-dimensional clock. This section then proves that the new a-
dimensional clock satisfies the properties that any logical clock
abstraction should possess. Section 5 describes the levels of
knowledge that can be inferred from the a-dimensional time-
stamps and formally answers the problems posed in Sect. 3.
Section 6 gives the conclusions.

2 System model and logic
2.1 System model

A distributed system can be modeled by a network (V, L),
where N is the set of processes that communicate by message-
passing over L, the set of logical communication links. We
assume an asynchronous (distributed) system, i.e., there is no
global clock or shared memory, relative process speeds are
independent, and message delivery times are finite but un-
bounded. We assume the network is fully connected and reli-
able, and messages can be delivered out of order. Let |N| be
denoted by n and let the processes be numbered 1 to n.

The notion of an event at a process is primitive. Let H
= (H1,Ha, ..., Hn) be the vector of sets of possible events,
where events in the possibly infinite set H; correspond to op-
erations performed by process i. An event e at process ¢ is
denoted e; and can be (i) an internal event, (ii) a send event,
denoted send(m), at which message m is sent by process 4, or
(iii) a receive event, denoted receive(m), at which message m
is received by process <. The notation m; denotes that message
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m was sent by process ¢; the subscript is omitted when it is not
important. The notation e refers to the jth event at process .
The null event ¢! at each process i is introduced to simplify
later formalisms. We denote the initial set of null events as
H°. We also require that for z > 0 and for all i and j in N,
e < e5. The local history of process i in a local execution,

denoted H;, is any (possibly infinite) subset of events { e?,
e;, e2, €2, ...} of H;, that is totally ordered by the order of
occurrence of the events at the process. The system execution
H is the set of events | ;. , H;. The events in a given system
execution are related by the causality relation <, defined in
Sect. 1, and form an irreflexive partially ordered set (H, <).

A cut of an execution H is a subset of the execution such
that it is the union of the events in an arbitrary prefix (of the
total order) of the local execution of each process. A cut C'is a
consistent cut if send(m) belongs to C' whenever receive(m)
belongs to C'. A consistent cut C' has the property that it is
downward-closed with respect to <, i.e., e € C = (Ve)
(¢/ < e = ¢’ € C). For any cut C, the set consisting of the
latest event in C' at each process is termed as the front of the
cut, denoted F'(Cut). The (local) state of a process after event
ef, denoted s7, is the value of its variables at this point in the
execution. Thus, the process state is a function of the local
history. The (global) state of the system is a collection of local
states, one per process. Given an execution, for every cut, there
is a corresponding global state and a corresponding front, and
vice versa. We will refer to a global state as occurring at the
corresponding cut, meaning, the state of each process after the
execution of events in that cut. A global state is consistent if its
corresponding cut is consistent. Given a cut C'ut, its projection
C'ut; on process 1 is the subset of C'ut that contains only all
its events that are at process ¢. Given a cut C'ut, its projection
F;(Cut) on process 7 is the element of F'(C'ut) at process i.

Vector clocks can be used to assign timestamps to cuts.
For a cut Cut, we define its timestamp 7'(C'ut) such that the
1th component of the timestamp is the ith component of the
timestamp of F;(Cut).

Definition 1 (Vector timestamp of a cut) The vector time-
stamp of a cut C'ut is defined as
T(Cut) =gey (i € N) T(Cut)[i] = T(F;(Cut))]d]

We define the timestamp of a global state and the time-
stamp of the front of a cut to be the timestamp of the corre-
sponding cut.

Mattern [16] showed that for any given execution, the set
of all cuts (for a terminating execution) forms a distributive
lattice ordered by the subset relation; the set of all consistent
cuts is its sublattice. For any execution, observe that there
exists an isomorphism between (Cuts, C), the lattice of cuts
ordered by the subset relation, and (7, <), the set of vector
timestamps ordered by <. The sublattice of consistent cuts is
not visible to any process, but gives the possible consistent cuts
which could have occurred, consistent with the local states of
individual processes. Our results consider such an execution.

For an event e in an execution, | e is the maximal set of
events that happen before or equal e.

Definition 2 (Past of an event ¢ in execution /1)
le=ges{€' |/ Xeande,e € H}

The cut | e has a unique maximal event e and is downward-
closedin (H, <). As the set of all downward-closed cuts forms
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a lattice, therefore for any arbitrary set of events X, the sets
Nzex +2 and U, ¢ x L2 , which we also denote by Ny X and
Uy X, respectively, are also downward-closed cuts. This prop-
erty will be used in Sects. 5.2 and 5.3 by setting X to F'(Cut)
to prove Theorems 7 and 8, respectively.

Based on Definition 2 and the semantics of the intersection
operation, it is easy to show the following lemma. The proof
is left to the reader.

Lemmal ec X <=Vzc X, ez

From Lemma 1, it follows that Ny X, the maximal set of
events that causally precede every x € X, represents the max-
imum cut with the following property. Any fact that is true in
the global state after this cut can be known in the local state
of each process ¢ after any event x; € X has occurred, if ade-
quate information is propagated on messages. The propagation
of information on messages is studied in Sect. 3.

2.2 Logic and formal semantics

A definition of knowledge requires the identification of an ap-
propriate set of possible worlds, and a family of possible rela-
tions between those worlds [6,10]. Fact ¢ can be a primitive
proposition or a formula using the usual logical connectives
on primitive propositions and the K and E operators. The
traditional semantics of knowledge, using the K and E op-
erators and based on timed executions used by Halpern and
Moses [10], is summarized informally as follows. A process
i that knows a fact ¢ is said to have knowledge K;(¢), and if
“every process in the system knows ¢”, then the system ex-
hibits knowledge E* (¢) = \;c v Ki(¢). Aknowledge level of
E?(¢) indicates that every process knows E'(¢), i.e., E(¢)
= E (E*(¢)). Inductively, a hierarchy of levels of knowledge
E3(¢) (j € Zx) gets defined, where Zx is used to denote the
set of whole numbers {0, 1,2, 3,...}. It has been shown that
E**+1(¢) = E*(¢). Each level in the hierarchy represents
a different level of group knowledge among the processes.
Common knowledge of ¢, denoted as C(¢), is defined as the
knowledge X which is the greatest fixed point of E(¢p A X),
and implies the conjunction ;. 7, E7(¢). Common knowl-
edge is not attainable in asynchronous systems because simul-
taneous action is required for its achievement [10].

In our system model, the possible worlds are the consis-
tent cuts of the set of possible executions in an asynchronous
system. Let (a, ¢) denote cut ¢ in asynchronous execution a.
As each cut also identifies a global state, (a, ) is also used to
denote the state of the system after (a, ¢). (a, ¢); denotes the
projection of c on process i, and is also used to denote the state
of process i after (a, ¢). Two cuts c and ¢’ are indistinguishable
by process ¢, denoted (a, ¢) ~; (a’,c'), if and only if (a, ¢);
= (a/,c’);. Although the semantics of knowledge are based
on asynchronous executions, as was done by Panangaden and
Taylor [18], instead of on timed executions used by Halpern
and Moses [10], the semantics are different from Panangaden
and Taylor’s [18].

A modal operator that is indexed by process identifiers is
K;. The operator K is required to satisfy the five axioms of
modal logic S5 [6]. K;(¢) means “¢ is true in all possible
consistent states that include process ¢’s local state”. Observe
that K;(¢) is implicitly quantified over all consistent global



A.D. Kshemkalyani: The power of logical clock abstractions

states over all executions, that include ¢’s local state. Similar
meanings hold for E(¢) and E*(¢), for k > 1. We also define
E°(¢) to be ¢ to simplify the proof of Theorem 7. Formal
definitions are given next, using the |= symbol to denote the
“satisfaction” operator.

Definition 3 (Knowledge in asynchronous systems defined
using consistent cuts)

e (a,c) = ¢ if and only if ¢ is true in cut c of execution a.
e (a,¢) = Ki(0) if and only if

v(a/, C/)’ (((1/, C/) ~i (a,c) = (alv C/) ': ¢)
(ar) | EO(6) if and only if (a,c) = ¢
(a,¢) E E'(¢) if and only if (a,¢) F Njen Ki(9)
(a,c) = E**L(¢) for k > 1 if and only if

(a,c) = /\z‘eN Ki(Ek(‘b))ny”k >1

(a,¢) = C(¢) if and only if (a,c) = X, where X is the
greatest fixed point satisfying X = E(X A ¢)

Lemma 1 can be represented using this logic as fol-
lows. Assuming that adequate knowledge about local histo-
ries is propagated on messages, for any cut X, (a,X) E
E(NyF (X)), meaning that all the processes know after the
execution of X that “events in Ny F'(X') have occurred”.

As knowledge can be known by a process only in a local
state, we say “i knows ¢ in state s¥”, denoted s? = ¢, to
mean (Y(a,c)) ((a,c); = s¥ = (a,c) = ¢). Analogously,
(V(a, ) ((a,c); = s¥ = (a,c) |E K;(¢)) is represented by
5% |= K;(¢). Recall that ¢ can be of the form E¥ (1)), for any
fact 1.

Definition 4 (Learning) Process i learns ¢ in state si of ex-
ecution a if i knows ¢ in st and, for all states s! in execution
a such that y < x, © does not know ¢.

We also say that a process attains ¢ (in some state) if the
process learns ¢ in the present or an earlier state. A fact ¢ is
attained in an execution a if 3c, (a,c) | ¢. Observe that a
process cannot attain a fact before the fact is attained in an
execution. This implies that even though a fact becomes true
in an execution, information may need to be propagated for a
process to learn the fact.

We now define local facts analogous to the definition by
Chandy and Misra [2].

Definition 5 (Local fact) A fact ¢ is local to process i in
system Aif A = (¢ = K;9)

A fact that is not local is a global fact. The state of a process,
the local clock value of a process, and the local component of
the timestamp of an event at a process are examples of local
facts. The global state of a system and the timestamp of a cut
are examples of global facts.

Chandy and Misra [2] formalized how processes learn
facts, by relating knowledge gain and knowledge loss to mes-
sage chains in the execution. We modify the definition of a
(possibly infinite) message chain used in [2] to adapt it to
finite chains which are the chains pertinent to our results.

Definition 6 (Message chain) A message chain in an execu-
tion is a sequence of messages [My,, Mi,_,, Miy_oy -+ - My, |
such that (i) for all 0 < j < k, my;, is sent by process i; to
process ij_1, and (ii) for all 1 < j < k, receive(m;;) <
send(m;;_, ).

A message chain identifies the corresponding process chain
[i0501, -y 0k—2, Ik—1, k)
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The above definition adopts the convention that a process chain
lists the processes in the reverse order in which they send the
messages in the corresponding message chain. Furthermore, a
process chain includes the recipient of the last message sent in
the corresponding message chain, and this is the first process
in the process chain. A message chain with k£ messages thus
identifies a process chain with k 4 1 processes.

The formalism so far will be used in the results on how
processes learn about local components of the clock values of
other processes (local facts) and about timestamps of global
states (global facts that are collections of local facts). Although
the logic defined is over the set of all possible executions, the
problems about the logical clocks that we address are mean-
ingful in the context of the partial order of a single execution
only.

The proposed definitions of knowledge (Definition 3) are
based on consistent cuts in asynchronous executions and are
directly useful to applications reasoning about monotonic
properties. The only other definition of knowledge in asyn-
chronous systems, that is based on consistent cuts, was given
by Panangaden and Taylor [18] and is not well-suited to mono-
tonic properties. They defined P;(¢) to mean “¢ is true in some
consistent state in the same asynchronous run, that includes
process ¢’s local state” and then defined concurrent knowl-
edge £°(¢) to be A\, KiP;(¢). Using the conventions of
this section, this is expressed as follows.

(a,¢) E Pi(¢) if and only if
) I(a, ), ((a,c') ~i (a,c) A (a,c) | @)
(a,c) = £ (o) if and only if (a,c) = A,y KiPi(9)
(a,0) E B (¢) for k > 1 if and only if
(a,¢) E Nien KiPA(ES (¢)), fork > 1

(a,c¢) = C°(¢) if and only if (a,c) = X, where X is the
greatest fixed point satisfying X = E°(X A ¢)

E<(¢) means that every process at the (given) cut knows only
that ¢ is true in some cut that is consistent with its own local
state. The concurrent knowledge definitions are weaker than
the corresponding knowledge definitions in Definition 3. But
for a local, stable fact, and assuming other processes learn the
fact via message chains, it can be seen that the two definitions
become equivalent [14]. If concurrent common knowledge
C°(¢) is attained at a consistent cut, then (informally speak-
ing) each process at its local cut state knows that “in some
state consistent with its own local cut state, ¢ is true and that
all processes know all this same knowledge”. Although con-
current common knowledge C° is attainable in asynchronous
systems using specific protocols [18], such as those that use
protocol messages in a snapshot-like algorithm for each fact,
it can be seen that these are not suited for the specific problem
being addressed in this paper.

We note that when reasoning about knowledge and time
in the theory of knowledge, “a typical assumption . . . [is that
of a] completely synchronous system,” as stated by Halpern
and Fagin [9, p. 66]. Classical problems such as the “muddy
children” problem [10] and the “cheating husbands” problem
[9] which are widely used to illustrate the theory of knowledge
have all been expounded in the synchronous sytem model.
Observe that the properties dealt with in all such classical
problems are monotonic properties, formally defined in the
next section. As we proceed with the results in this paper, we
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can observe that the classical problems solved by assuming a
synchronous system can also be readily mapped to and solved
in the framework of our asynchronous system.

2.3 Monotonic properties and timestamps

Stable facts, which have received considerable attention in the
literature, are facts that, once they become true, continue to be
true in that execution [2].

Definition 7 (Stable fact) For a given execution “a”, a fact
¢ is stable if and only if for every cut ¢ at which (a,c) = ¢,
and for every cut ¢’ such that ¢ C ¢/, we have (a,c’) = ¢.

As explained in Sect. 1, for a variety of applications, the
facts about a property of interest are also related by a semantic
inclusion relation “C” (if ¢ C 1, then ¢ semantically includes
¢). Such facts are stable. To characterize both (i) the stability
of facts, and (ii) the semantic inclusion relation on the facts
in an execution, we term such facts as monotonic facts about
the property of interest. The stable property of interest has the
characteristic that multiple (stable) facts about it can poten-
tially be true in the same execution, and the property is called
a monotonic property of interest.

Definition 8 (Monotonic fact about property @) Fora given
execution “a”, fact ¢ about property @ is monotonic if and
only if for every cut ¢ at which (a,c) |= ¢, and for every cut
¢ such that ¢ C ¢, there exists some semantically related fact
1 about Y such that:

(i) (a,¢') = 1,

(ii) (a,') = (¢ C ), and

(iii) 1) is the semantically-greatest fact in .

A monotonic fact is stable. A stable fact is also monotonic
as 1 may always be the same as ¢ in all states after ¢ becomes
true. Even if only one fact about the (stable) property of interest
can ever be true in an execution, this stable fact can be trivially
viewed as being monotonic. Thus, the stable fact “the system
is deadlocked since it entered deadlock in state s” is (trivially)
monotonic because v is always the same as ¢ and there is
only one fact ¢ that is true about this deadlock property in
this execution. However, the intention of defining monotonic
facts is to highlight the semantic inclusion relationship among
multiple stable facts about the same property, that can become
true in an execution.

From Axiom 1, we can treat the semantically greatest fact
in a state as synonymous to that state, and identify the fact by
the vector timestamp of that state. As an example for a vector
timestamp protocol, for any execution, if fact ¢ is defined to
be “the execution has reached at least a state with vector time-
stamp 73", then fact ¢ is monotonic, i.e., for ¢ C c, if we have
that (a, ¢) =T (¢) then we have (i) (a, ¢') =T ('), (i) (a, ¢)
= [T (c) T TY(c)], and (iii) T*(c') is the greatest value of
the timestamp up to which the execution has reached in cut ¢'.
Similarly for a matrix timestamp protocol. Observe that the
local clock components of both vector and matrix clocks, i.e.,
T} [i] and T2[i, ], are also monotonic.

In order to study the power of logical clock abstraction,
we use the formalism of knowledge in the system. We first
define k-bounded knowledge, and then clock protocols that
use such knowledge. The power of such protocols in attaining
knowledge about monotonic facts is then studied.
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3 k-bounded knowledge

Based on Axiom 1, the applications mentioned in Sect. 1 repre-
sented facts about some monotonic property of interest, which
are a function of the global state, by the timestamp of the global
state. Vector clocks provide knowledge of a global monotonic
fact ¢, equivalent to knowledge E°(¢), for the application do-
main. Matrix clocks which contain vector clock information
about other processes’ views of the global state provide knowl-
edge E'(¢) about global monotonic facts ¢ in the application
domain.

To abstract the properties of vector and matrix clocks, we
examine the feasibility of and mechanisms for achieving levels
of knowledge E*(¢) (k > 1) using inhibition-free ambient
message-passing, and satisfying the five observations made
about vector and matrix clocks in Sect. 1. In a nutshell,

1. No protocol messages can be used. Protocol information
may be piggybacked on messages of the underlying ex-
ecution. The latest knowledge about the (past) execution
should be continually diffused as much as possible, using
only the messages of the underlying execution, whenever
sent.

2. No inhibition of messages or of events is allowed.

We now define k-bounded knowledge to formulate logical
clock abstractions.

Definition 9 (k-bounded knowledge) Az any process j,

e k-bounded knowledge about a fact ¢ is any knowl-
edge of the form K;(K;, (Ki, ... (K; (¢))...)), where
11,02, ...,0k € N.

e complete k-bounded knowledge about a fact ¢ is
knowledge {K;(K; (K;,...(K; ($))...)), for all
i1,ia, ... in € N},

e complete k-bounded knowledge about a property @ is
knowledge {K;(K;, (K;, ... (K, (Piyi,....ix,)) - - ), for
all i1,49,... i € N}, where ¢4, i, 4, is a fact about
the property ® that process j knows that process i1 knows
that . .. process iy, knows.

We make the following note on the notation ¢ and @;, ..., -
The fact ¢ about which k-bounded knowledge K; (K, K;,-
... K;,_, K;, (¢)) exists at any process j is formally denoted
as @i, 4,,....i,,- The subscripts may be omitted for simplicity.
When there exists complete k-bounded knowledge of a fact
¢, it is not necessary to use any subscripts for ¢ because
the k-bounded knowledge of ¢ exists for all instantiations of
11,19, ..., 1. When there exists complete k-bounded knowl-
edge of a property @, k-bounded knowledge of separate facts
@iy ia,....i, 1S known for all instantiations of 41,72, . . ., i.

We adopt the convention that when ¢ is a fact local to
a process i, then K;(K; K, ... K;, | K; (¢:,)) is (k —
1)-bounded knowledge, and not k-bounded knowledge. This
is justified because ¢;, implies K;, (¢;, ) by the Knowledge
Generalization Rule for local facts [6].

Observe that k-bounded knowledge K;(K; K, .. .-
K;, , K, (¢)) implicitly includes all lower levels of knowl-
edge when two or more adjacent indices in [i1, %2, . . ., ik are
instantiated similarly.

To formalize the condition that k-bounded knowledge can
only be piggybacked on messages of the underlying execution
in order to propagate it, we define 7' P Py, protocols.



A.D. Kshemkalyani: The power of logical clock abstractions

Definition 10 (7] P P;, protocol) A k-bounded timestamp in-
formation piggybacking protocol (T'1 P Py) is an inhibition-
free protocol such that on messages of the underlying exe-
cution, complete k-bounded knowledge ' about the property
“vector timestamp of the global state” is piggybacked by the
sender and no protocol messages are sent.

The vector clock protocol is a T'I P P protocol. The matrix
clock protocol is a T'I P P; protocol. We formulate a general-
ization of these clocks such that the clocks contain k-bounded
knowledge of the vector timestamps of global states, and use
aTIP P;, protocol.

The vector timestamp of a global state is composed of the
n independent local components of the clock value of each
process i. The local time at a process that captures the pro-
gression of local events is an important requirement of all
clock definitions and is formalized as follows.

Definition 11 (Local component of a clock value) The local
component of a clock value at process i is the monotonically
increasing component of the local clock Clk; that is indepen-
dent of the contents of any message received and that depends
only on the occurrence of local events.

o The acronym LCCV is used when referring to this com-
ponent as a property.

o The acronyml.c.c.v. is used when referring to a fact about
this property, (i.e., when referring to a specific value of this
component).

A subscript on these acronyms denotes the process to which
this clock component belongs.

For vector clocks, the LCCV; is Clk[i]. For matrix clocks,
the LCCV; is Clkli, ).

From the monotonicity of LCCYV;, we have that k-
bounded knowledge of [.c.c.v.; implies k-bounded knowl-
edge of all l.c.c.v.; such thatl.c.c.v.} <l.c.cv.;. Assuming k-
bounded knowledge about vector timestamps is piggybacked
on all messages, we now examine the relation between the
knowledge that can be attained and message chains.

As events in an execution occur, k-bounded knowledge
about the LC'C'V's can change as processes learn more recent
information. The following remark, which also follows from
Chandy and Misra’s Knowledge Gain Theorem [2], specifies
the message chain that must exist in order for the k-bounded
knowledge of any specific local fact, such as the I.c.c.v. at an
event, to be learnt by another process. The “if” part follows
from the use of the T'I P Py, protocol.

Remark 1 In a system using a T PP, protocol, process
io has knowledge K;,(K;, Ky, ... K;, (¢;,)) after event 7 ,
where ¢;, is the l.c.c.v.;, , if and only if there exists a chain
of messages [, , M, ;> My o, - - -» M4y, M4y ] sSuch that

1. process iy sends m;, at the time or after LCC'Vj, is ¢y, ,

2. my; is sent by process ¢; to process i1, fork > j > 1

3. receive(m;;) < send(mg,_,) at process i;_1, for k >
j>1,and

4. receive(m;,) S ef

i0°

! Using this knowledge, the underlying execution can infer mono-
tonic facts about some property of interest to it.
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Process io has complete (k — 1)-bounded knowledge of fact
¢, if message chains such as the above exist for all i1, 7o, . . .,
ix—1 € N. In this case, we can see from Proposition 1 that
process 4o has knowledge E*~1(¢) after event ef , i.e., s7,

E K, (E¥=1(¢;,)). Proposition 2 is the converse of Propo-
sition 1. The proofs of these propositions are given in the
Appendix.

Proposition 1 A process i that attains complete k-bounded
knowledge about a fact ¢;, that is the l.c.c.v.;, also attains

knowledge K;(E*(¢;,)).
Proposition 2 A process i that attains knowledge K; E* (¢%),

ik
where ¢} is the l.c.c.v.;,, also attains complete k-bounded
knowledge of that l.c.c.v.;, .

The following corollary follows from Propositions 1 and 2.

Corollary 1 A process that attains knowledge E*(¢), where
@ is the l.c.cv.;,, attains complete k-bounded knowledge of
that l.c.c.v.;,, and vice versa.

Propositions 1 and 2, and Corollary 1 also hold when fact ¢
is the timestamp of a global state, as opposed to the [.c.c.v.;, ,
by observing that ¢ can now be treated as n independent facts,
each of which is the [.c.c.v. of a distinct process.

We now define the notion of “greatest knowledge” about
monotonic properties.

Given complete (k — 1)-bounded knowledge about the
property “LCCV;,”, then ¢ =ming, i, i, _,enN(Piyin,...i1,)
is the latest local timestamp at ¢, about which complete (k—1)-
bounded knowledge is available to .

Definition 12 (Up to date knowledge) Up to date knowledge
E*(¢) about a monotonic property @ is the knowledge E*
about the semantically greatest (i.e., most recent possible) fact
¢ about & about which E* knowledge can be attained.

Corollary 2 Up to date knowledge E* (), where ¢ is a value
of (monotonic) property @, is attained by a process if and only
if a process attains complete k-bounded knowledge about the
fact ¢, where ¢ is the greatest value of (monotonic) property &
about which complete k-bounded knowledge can be attained
by the process.

Proof. Observe that Corollary 1 can be generalized to facts
about any monotonic property. The proof follows by combin-
ing this generalization of Corollary 1 with Definition 12. 0O

Let E*(¢Y) be true, where ¢ is the I.c.c.v.;, for event
e . From Corollary 2, up to date knowledge EF (¢3") implies
that ¢;" is the greatest value of LCOCV;, such that complete
k-bounded knowledge of (;57;‘,2 is also attained. From Remark 1,
there are message chains [m;, , M, _,, My, 5, - - . Miy, My ]
from e%‘; to process %, for all instantiations of i1, g, . . ., 15 —1-

To study the relationship between the size of logical clocks
and levels of knowledge about monotonic facts in an asyn-
chronous distributed message-passing system, we formulate
the following problems in the context of a TIPP protocol; an
overview of the results is given in Table 1 in Sect. 5.

Problem 1 In a system using a TIPP protocol, what are the
necessary and sufficient conditions on the clock information
required for a process to attain up to date knowledge E* (),
where ¢ is the timestamp of the (most recent possible) global
state?
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Problem 2 Given a timestamp ¢ of any global state, what is
the timestamp of the earliest global state in which E*(¢) is
attained by each process in a system using a TIPP protocol?

Problem 3 Given a timestamp of a global state, what is the
timestamp ¢ of the (most recent possible) global state about
which up to date knowledge E*(¢) can be attained in the given
state in a system using a TIPP protocol?

The homomorphism from (77, <) to (M, C), which was
captured by Axiom 1, allows us to equate monotonic facts with
global states in which they are defined and with timestamps
of such states. Hence, solutions to the above problems can be
directly used by applications to reason about monotonic facts
of interest.

4 Clocks of arbitrary dimensions

Matrix clocks provide more information than vector clocks
which in turn provide more information than scalar clocks.
This section (i) defines clocks of higher dimensions, (ii) gives
a protocol to implement such clocks and proves its correctness,
and (iii) studies properties of timestamps assigned using such
clocks. The results of this section are used in the next section
to analyze the knowledge that can be stored by such clocks.

4.1 Clock definition and notations

Definition 13 (A generic clock requirement) An o-
dimensional clock defines the mapping from H to the lat-
est complete (o« — 1)-bounded knowledge of monotonic
LCCV; (Vj), known at each event in H.

As knowledge is known only by a process and the clock
is stored at each process, it is reasonable to define Clk as a
function of the event set H rather than of the set of cuts Cuts.
Timestamps of cuts in Cuts that are not of the form | e will
be defined later in Sect. 4.3 using the more elementary time-
stamps of events. The following definition shows a way to
realize the above requirement.

Definition 14 (Multi-dimensional clock) An  «-
dimensional clock Cl1k® defines the mapping: H — (Z%)"",
i.e., Clk®™ is an a-dimensional array of integers, where each
dimension is of size n, satisfying the following properties.

SP1. Complete (a—1)-bounded knowledge of the initial value
of Clk§[j, . .., j], the local clock component at process
J (LCCYV;), is known to all the processes in the initial
state HY, i.e., (a, H°) = E*(CIES[j, . .., j]).

SP2. Clk$j, ..., jl, the local clock component at process j
(LCCYV;), must be incremented by a positive integer
when an event occurs at j.

SP3. Any element Clk*(e;)[i1,12,...,iq] is the maximum
local clock component ¢;, = Clk;_ [in,iq,---,ia] at
i (i.e., the maximum l.c.c.v.; ) such that K ;(K;, K;,-
Ki,...K; (i) -..)

Observe that Clk®(e;)[i1,i2,...,1q] is the local clock
component of event F;_ (... | Fi,(} Fi,(d Fi,(J €)))...).

A.D. Kshemkalyani: The power of logical clock abstractions

The value of C'1k“ assigned as a timestamp is denoted 7. We
now describe the notations.

T*[i], alternately represented as T*[¢, -], is a timestamp
of dimension (o — 1) and is derived from T by instanti-
ating the first dimension variable i; by i. T%(ep)][t, -] is the
(a — 1) dimensional timestamp of the most recent event
at process i, as known to process p after event e,. More-
over, this most recent event at process ¢ has a scalar time-
stamp T"“(e, ) [, 4, . . . , ]. In terms of knowledge, T (e}, )[7, °]
at process p represents the knowledge sy E Aigig,..ineN

Kyp(KiKi, Kiy - Ki (iizig,ia))-
The timestamp T%[ a,b,c,...,f |, alternately repre-
—_———

B entries, a>£3>0
sented as T*[ a,b,c,...,f ,-],isatimestamp of dimension

B entries, a>£3>0

(a — ). It is derived from 7% by instantiating the first
B dimension variables i1,...,ig by a,b,c,..., f, respec-
tively. In terms of knowledge, T“(ey)la,b,c,...,f,]
at process p represents the knowledge sf) = Nigityia€N
KP(KGKIJKC s KfKiﬁ+1Kiﬂ+2 e Kia(¢a7ba--<7faiﬂ+l7-“77;04))'

Using a-dimensional clocks, each event e; can be assigned
timestamp 7%, where 0 < 3 < «. The timestamp 7% (e;)

is T*(e;)[d,4,...,1,-], where - represents a (3-dimensional
————

a—( times

timestamp. Given T“(e?), the l.c.cv.; of event e¥ is
T isi,... i) T(e)ii,. .., i, 5] =T(€D)]i,j- .. J]
is the l.c.c.v. of the latest event at process j, as known to pro-
cess ¢ in state s .

From Definition 14, observe that C'lk“ contains complete
(av — 1)-bounded knowledge of the n local monotonic proper-
ties “LCCYV;”, for all ¢ in N, as required in a TIPP protocol.
Clk® equivalently contains (a—1)-bounded knowledge of the
monotonic property “timestamp of a global state”. Also ob-
serve from (SP3) that there is some replication of knowledge
in Clk$*. Whenever there is at least one instance of two or more
adjacent indices in Clk{[i1, 42, . ..,1,] being instantiated by
the same process, the knowledge corresponds to a message
chain of less than o messages. There will exist “replicated
instances of this knowledge” in several positions in Clk{,
each of which corresponds to an equivalent instantiation of
the variables ¢1, ..., %,. An in-depth analysis is performed in
Sect. 5.1.

4.2 Clock protocols

An implementation of the a-dimensional clock specification
of Definition 14 is given by the rules in Fig. 1.

Example: We consider the execution in Fig. 2 to illustrate the clock
notations and the operation of the clock protocol of Fig. 1. The vector,
matrix, and 3-dimensional timestamps of all send and receive events
are shown in the figure. The notations used in Sect. 4.1 are illustrated
in Fig. 3. These illustrations will be used subsequently as we continue
to use this example execution to illustrate further concepts.

Theorem 1 The protocol in Fig. 1 implements the o-
dimensional clock specification of Definition 14.

Proof. Inthe initial global state, C1k$[i, . . ., 7] = 0 and com-
plete (o — 1)-bounded knowledge of Cl1k$ i, . . ., ] at all pro-
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RO.
R1.

R2.

R3.

Initialization: Clk§* = a-dimensional O-vector.
Before process ¢ executes an internal event, it does the following.
Clk$ (i, 4, ..., = Clk{[i,4,...,4) +d (d > 0).
Before process i executes a send event, it does the following: Clk{*[i, 1, . .. ,i] = Clk{[i,4,...,i] +d (d > 0).
Send message timestamped with Clk;".
When process j receives a message with timestamp 7' from process 1, it does the following.
1. forG=1toa— 1do
Vql eN \ {j},VQQ,q;g, ‘e

Clk;‘[ -777.7 y 41,42, . ..
N— —

,q8 €N,
;qp] = max(CIk§[ j,. .. 1q8));
——

B entries

7j 7q17q27”'7q/@]7Ta[ 7’771 y 41,492, - - .
N——

a—f times B entries a—f times B entries a—pf times

2. VqleN\{j},ng,...,QaEN,
Clk?[q17q27 s ,Q(x} = maX(Clk?[q17q27 . '7q0t]7Ta[q11q27 t 7q0¢])?
3. CUKS 1 Ji- 4] = CIKS g - 4] +d(d > O;
4. Deliver the message.
Fig. 1. Protocol to update a-dimension clocks
7 |1 2 4 10
T o 0 5 5 8
2 |10 20 45 75 10 §
T 00 00 15 15 28
Tj’ 1000 20100 41|55 71|55 10 2| |8 §
1 00100 00 (00 110} 111|105 2 2108
—_ —
el e?
—
.k=]. 'k=2.
j=1j=2 j=1j=2
i=1
i=2 @ @
format for T3 [ij.k] } } -
when n=2 1')2 S & e
T3 1000 10100
2 11103 110105
2 |10 10 20 20 75
Iy |13 15 26 28 79
1 |1 1 2 2 7|
I, |3 5 6 8 9

Fig. 2. The example execution for C1k® (3-dimensional clocks) and n = 2 processes

cesses j is also 0, as observed from rule (RO). It follows that

ifx > 0and e? is aninternal or a send event then dist(e?)

specification (SP1) is satisfied by rule (RO) of the protocol.

Specification (SP2) is seen to be satisfied by the increment
operations in rules (R1), (R2), and (R3.3) of the protocol for
internal events, send events, and receive events, respectively.

We prove that specification (SP3) is satisfied by using in-
duction on the “distance” of an event from the set of initializa-
tion events. This distance is the same as Lamport’s well-known
scalar clock value at an event [15] when the local increment at
each event is one. The term “distance” is used to capture the
notion of the length of the longest path from any initial event
to the event under consideration.

Definition 15 (Distance of an event) For any execution, the
distance function dist(e?) on the events is as follows.

if x = 0 then dist(e?) =0

dist(ef™ ') +1
if © > 0 and the message sent at e* is received at ef then
dist(e¥) = max(dist(ef "), dist(eF)) + 1

Example: The distances of the events in the example of Fig. 2 are
indicated therein by encircled values.

Induction hypothesis: For event ef at distance dist(e?),
Clk*(e?)[i1,d2, ... ,4q) indicates the maximum [.c.c.v.;,
qﬁia = Clklﬂ [ia, ia, ey ia] such that Kl(K11K12K13 e
K (¢:,)-..).

Case dist(ef) = 0: Event €7 is an initial event. As (SP1) is
satisfied in the initial state, it follows that Clk$[iy, ..., %),
which is 0 in this state, is the maximum [.c.c.v.;_, = ¢;_ such
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L T3, ] = T3] = I g ’ . This is the matrix time-
stamp of event e] which is Fy (] e3).

2. T3(ed)[2,] = T3(eI)[2] = Z g ’ . This is the matrix time-
stamp of event e which is F»({ €3).

3. T3(e”)[1, ] = T3(el®)[1] = 120 g | - This is the matrix time-

stamp of event e1® which is F (] e1°).

L TR ) = T = [0

stamp of event 3 which is F»({ e1?).

5. T3(ed)[1,2,-] = T3(ed)[1,2] =

‘ . This is the matrix time-

‘ . This is the vector time-
stamp of event 3 which is F»(] Fi(] €3)).
6 TR = TR = |]]

stamp of event e] which is F1 (| F

. This is the vector time-

I e3)).

Fig. 3. Illustration of notations and definitions used for the clock
protocol of Fig. 1, based on the example in Fig. 2

that Kl(K“ Kia (d)la) ..
Hence (SP3) is satisfied.
Case dist(e?) = 1: Observe that in this case,  must be 1 and
ef must be a send event or an internal event. At this event,
there is no gain in knowledge beyond what is known in s7 1
except that ¢ learns of the (local) internal or send event e
Note that dist(e?) = 0 and therefore C1k%(e?) satisfies the
specification (SP3). To reflect the gain in knowledge about the
new event e, only CIk&[i, i, ..., 4] needs to be updated at e}
This happens by rule (R1) or (R2). Hence (SP3) is satisfied.
Case dist(ef) = p: Assume that the induction hypothesis
holds for dist(e?) = p.
Casedist(e?) = p+1:Ife? isasend eventor an internal event,
there is no gain in knowledge beyond what is known in s}~ !
after e~ ! , except that ¢ learns of the (local) internal or send
event e?. Note that dist(e? ') < pand therefore C1k®(eF ')
satisfies the specification (SP3). To reflect the gain in knowl-
edge about the new event e?, only Clk&[i,1,...,7] needs to
be updated at e} . This happens by rule (R1) or (R2). Hence
(SP3) is satisfied when € is a send event or an internal event.
If 7 is a receive event of a message sent at e , there is no
gain in knowledge beyond what is known in s~ ! after e 1
except for (i) what is learnt from the timestamp 7' (e¥) of the
message, and (ii) the occurrence of the receive event itself.
(1)
T (eF) is the clock value CIkS(ek). Observe  that
dist(eX™1), dist(e?) < p and hence both Clk“(e¥~') and
Clka( k) satisfy specification (SP3) by the induction hypoth-
esis. ..(2)
To ensure that the knowledge gained by (1(1)) above
is reflected in Clk®(e?) in the protocol, observe that rules
(R3.1) and (R3.2) update each entry Clk®[i1,...,ia] TEp-
resenting knowledge K;(K;,,..., K, (¢;,)) with the cor-
responding entry T>[é1,...,%,] representing knowledge
Ks(Kiy, ..., K, (¢i,)), systematically as follows. In (R3.1),
the outer loop has (« — 1) iterations. In iteration 3, 1 < § <
a—1, (8 —1)-bounded knowledge in Clk*, corresponding to

.) and ¢, is also O in this state.
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message chains of size § and less, is updated with the corre-
sponding (3 — 1)-bounded knowledge in T (e¥). In (R3.2),
the (o« — 1)-bounded knowledge in CIlk{, corresponding to
message chains of size « and less, is updated with the corre-
sponding (o — 1)-bounded knowledge in 7% (e¥). (Note that
“replicated instances of the same knowledge” in the clock get
updated in different iterations.) RN )
To ensure that the knowledge gained by (1(ii)) above is
reflected in Clk®(e?) in the protocol, only Clk¥[i, 4, . .., 1]
needs to be updated at ef. This happens by rule (R3 3).
RN Y

Claims (3) and (4) above imply that the knowledge gained

by (1)((Q) and (ii)) is reflected in Clk*(e?) in the protocol.
Combining this with (2) that the knowledge gained by claim
(1) is correct, it follows that (SP3) is satisfied for the receive
event ef. O

The protocol in Fig. 1 which implements the a-
dimensional clock specification of Definition 14 has an asymp-
totically tight space complexity 6(n®) at each process and
an asymptotically tight time complexity #(n®) for each re-
ceive event. As will be shown in Sect. 5.1, even if “replicated
instances of knowledge” in the clocks were eliminated, the
complexity would still be §(n®). Still, this protocol can be
simplified as follows. Rule (R3.1) can be simplified by observ-
ing that the entire C1k§'[j, . . ., j, ¢1, -] needs to be replaced by
T*[4,...,1,q1, ] if and only if the timestamp on the incoming
message indicates a more recent state of g; than does Clk;“.
Similarly for rule (R3.2). The simplified rule (R3), relabeled
(R3’), is shown below. The correctness proof is a straight-
forward modification of that of Theorem 1 and is left to the
reader.

R3’. When process j receives a message with timestamp 7'* from
process ¢, it does the following.
. forG=1toa—1do
Vg € N\ {j},

T 4,...,0 ,q,q1,-..,q1] >

a—f3 times

CIks | 4,...,
R/—’

B entries
yq1,41, - - - 7q1}
—_———

a—[ times

then ClES] 4, ...
——

B entries

7j 7q17']=Ta[ 7'771 :(I1,'];
——

a—3 times
2. Vg1 € N\ {j},
if’:[w![ql,ql7 o
then CIkS [q1,-] = T%[q1, ];
3. Clk§l4,4,...,41=CIlk$[5, 4, - - -,
4. Deliver the message.

a—@ times
7(11] > C”ﬂ?[ql,ql P 7q1]

jl+d (d>0)

Although the size of each clock and timestamp of dimen-
sion v is n® integers, this can be reduced by making certain as-
sumptions on the message communication pattern, the partial
order (H, <), logical network topology, and on the reliable and
ordered message delivery, using schemes similar to those used
by Singhal and Kshemkalyani [22] and by Meldal, Sankar, and
Vera [17]. Certain optimizations of matrix clocks that do not
compute the accurate matrix clock but some approximation of
it were described by Krishnakumar and Bernstein [12], Ruget
[19], Torres-Rojas and Ahamad [23], and Wuu and Bernstein
[24]. Similar techniques can be used for a-dimensional clocks
if accuracy can be sacrificed. However, for maintaining accu-
rate clocks without making any simplifying assumptions, the
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order of magnitude of the size of clocks and the piggybacked
timestamp on messages will be shown to remain 6(n®).

Remark 2 Each element of the «-dimensional clock at
any process is monotonically nondecreasing. As a result,
K, (Clky) = Kp(T;(ep)) for all previous local events e,,.

Remark 2 implies that all previous clock values at a process
continue to be known by that process.

The following remark follows from Chandy and Misra’s
Knowledge Gain Theorem [2] and the clock protocol of Fig. 1.
Its analog for vector clocks is well known [16].

Remark 3 There exists a message chain from event ef
Y in the execution (H,=<) if and only if

to event (ij
T iy, .. i) = T(eF) iy, ... ],

4.3 Timestamps of cuts and their properties

If a cut Cut equals | e, then T*(Cut) = T*(le) = T(e).
The timestamp of a cut that is not expressible as | e needs to
be defined explicitly. The a-dimensional timestamp of a cut is
defined using the (v — 1)-dimensional timestamp of the latest
event at each process in that cut.

Definition 16 (Multi-dimensional timestamp of a cut) For
a > 1, the a-dimensional timestamp of a cut is defined as
T*(Cut) =gey (1 € N) T*(Cut)[i,-] = T*(F;(Cut))][s, -]

Example: In the example of Fig. 2, let us compute 7% (C'ut), where

Cut is defined by its vector timestamp T (F(Cut)) = 190 ‘ We
have from Definition 16,
o THCub)[1, "] = T*(F (Cut))[1,-] = T*(el)]1,] = ‘ b S‘
(from Fig. 3).
o THCUt)2, ] = T*(Fa(Cut))[2,] = T*(eD)[2,] = ‘ i ‘

(from Fig. 3).

Composing T%(Cut)[1, -] and T®(Cut)[2, -] and adjusting positions
to account for the new dimension, we have
10 2 ‘ 8 8'

3 _
T°(Cut) = 7701159

The following lemma gives a way to implement the test
for Lemma 1. It will be used in Theorem 8 to identify the
maximum timestamp ¢ about which knowledge E*(¢) has
been attained at a given cut.

Lemma 2 The timestamp T™(NyX) is expressed as a func-
tion of the timestamps of the members of X as follows:
(i € N)T*(NyX)[i,] is the (a — 1)-dimensional timestamp
T(x)[i, "], where T*(x})[i,4,...,4 = mingex(T*(x)-
[0, ..,d)).

Proof. From Definition 16, we have (i € N) T*(Ny X)[i, -]
= To(F( X))fi. ] = T9(Fi(Nex b2 )i As the in-
tersection and projection operations on cuts are commu-
tative, we therefore have that T°(F;((\,cxl2))[i,-] =
T*(mingex (F;(J2)))[s, ] ...
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From the definition of |z (Definition 2) and Specifica-
tion (SP3) of Definition 14, observe that T%(x)[i, 4, . .., 1] =
T(F;(L2)[i,d, ..., )

By combining (2) above with the fact that timestamps of
events at a process, including each component of the time-
stamps, are monotonically nondecreasing (follows from Re-
mark 2), we have as follows: min,e x (F;({x)) = «}, where
T(x)[i,4,. .. ,4 = mingex (T(x)[iy4, . .. ,4]). ... 03

By combining (1) and (3) above, we have T*(Ny X)
= T%(x})[i, ], where a’ is such that T (x})[¢,4,...,1] =
mingex (T%(x)[¢, 1, ..., 1]). O

Example: In the example of Fig. 2, let X = {e1%,e3}. T?(Ny X)
is composed using 7°(Ny X)[1,-] and T3(Ny X)[2,-]. Based on
Lemma 2, these are computed as follows.

o min(T?(e1)[1,1,1], T%(e3)[1,1,1]) = min(10,7) = 7.
AsT3(e])[1,1,1] = 7,hence, T*(Ny X)[1,-] = T3(e])[1,] =

‘ I g ‘ This is obtained from Fig. 2, by taking the first row of
T%(el) = ’ I } g g , and adjusting positions to account for

the reduced dimension.
o min(T?(e1?)[2,2,2], T3(e9)[2, 2,2]) = min(8,9) = 8.
AsT?(€5)[2,2,2] = 8,hence, T3 (Ny X)[2,-] = T3(e3)[2,"] =

‘ 3 g . This is obtained from Fig. 2, by taking the second row of
T3(e8) = ’ ; (2) 8 g , and adjusting positions to account for

the reduced dimension.

T3(NyX)[1, ] and T%(Ny X)[2, -] are now composed, and adjusting
positions to account for the new dimension, we have T7°(Ny X) =
71|55
‘ 221108 ‘ ’

The following corollary follows from Lemma 2 when « is
setto 1.

Corollary 3 The timestamp T (Ny X)) can be expressed as a
function of the timestamps of the members of X as follows:
(i € N) TH(NyX)[i] = minge x (T (x)[d]).

Example: In the example of Fig. 2, let X = {ei®, e3}. T*(Ny X)
is composed using T (Ny X)[1] and T"* (Ny X )[2]. Based on Corol-
lary 3, these are computed as follows.

o T (NyX)[1] = min(e’[1], 6%[1]) = mz:n(mé)?) =7

o THNyX)[2] = min(ei®[2],€3[2]) = min(8,9) = 8.
Hence, T (Ny X) = ' g‘

The following corollary follows from Lemma 2 and Corol-
lary 3 by using the union instead of intersection operators and
replacing the min function by the max function. The corollary
will be used in the proof of Theorem 7.

Corollary 4 The timestamp T (Uy X) can be expressed as a
function of the timestamps of the members of X as follows:
(i € N) TH(UyX)[i] = max,ex (T (z)][i]).

Recall from Sect. 2.1 that the cut Ny X is the largest cut such
that each event in it happens before each event in set X. The
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cut Uy X is the smallest consistent cut that contains all the
events in set X.

As each cut in an execution has a unique timestamp of a
given dimension, henceforth, a cut will also be identified by
its timestamp.

5 Clocks and their knowledge

We now show the main results that establish the conceptual
link between clocks and knowledge, and answer Problems 1,
2, and 3. Table 1 gives an overview of the results.

5.1 Conditions on the size of clocks

Lemma 3 Representation of complete k-bounded knowledge
about the property “vector timestamp of a global state” needs

25:71(” — 1)/ integers.

Proof. At process i, k-bounded knowledge about a fact ¢ is
of the form K, (K;, K;, K;, ... K;, (¢) ...). The vector time-
stamp ¢ consists of n independent [.c.c.v.s, one for each pro-
cess. For the complete k-bounded knowledge K; (K;, K;, K;, -
... Ky, (¢4, ) - - -) at process i about the LCC'V of any one
process i1, corresponding to a message chain of exactly
k 4+ 1 messages, we require

® i F£i,

® V] € [2,]43 — 1], ij 7& ij—l: and

® iy Fip—1 and i F# (pq1.

This gives

(n _ 1)k:+1

permutations on the average for a given iy41; each permu-
tation identifies the latest [.c.c.v.;, ., about which k-bounded
knowledge, corresponding to a chain of exactly £+ 1 messages
whose senders are ordered by the permutation, exists at pro-
cess 7. When ¢ can be any of the n processes, the number of
permutations becomes (n — 1)**1. For complete k-bounded
knowledge corresponding to message chains of all sizes from
1 to k+1, the number of permutations is Z?:o (n—1)7+1 Ad-
ditionally, a message chain of size O denotes knowledge about
LCCYV; atprocess i. Assuming each [.c.c.v. can be represented
by aninteger, the total space complexity is 25:0 (n—1)7T141
= Z?:q(n — 1)+ integers. This geometric series sums to

((n—1)k*2 —1)/(n —2) ifn > 2, and it sums to k + 2 if
n=2. ad

We analyze the impact of the “replicated instances of
knowledge” in a clock Cl1k*+! of size n**! by first proving
a theorem.

Theorem 2

. (k+1)!
Z(n—l)j+1-—. ) — = pht!
= G+ D! (k—3)!
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Proof. Consider the complete k-bounded knowledge of
LCCVs at ig. For j-bounded knowledge of ¢;,,, at i,
where j < k, corresponding to a message chain of ex-
actly j + 1 messages, we identify the number of ways in
which we can map an array B[0,1,...,7,j7 + 1] corre-
sponding to knowledge K, (K, ..., Ki, Ki,  (¢i, 1))
to an array A[0, 1,. .., k, k + 1] corresponding to knowledge
K (K, ..., K;, , K, (¢i,..) ). For a specific process
chain representing j-bounded knowledge, the mapping from
B = [ig,%1,...,1j,%j+1] to A has the following constraints.

1. There is a string of g, occurrences of i,, in array A, for
eachw € [0,7 + 1].

2. Foreachw € 0,5 + 1], ¢, > 1and Y21 ¢, =k + 1.

3. For w = 0, the string of 7gs is from A[0] to A[go — 1].

4. For each w € (0,5 + 1], the string of iy,s is from

A a0 A g a — 1)

For a given instantiation of ¢ through ;, the number of ways
to map array B to array A, subject to these constraints can
be observed to be (fill) The L.H.S. follows by weighing the
number of instantiations of ¢y through ¢; (from the proof of
Lemma 3) by the number of possible mappings from B to A
for each instantiation, and summing for all levels of knowledge
up to k, including LC'CV;,,. This number must equal the size
of Clkg“, which is n**1, as given on the R.H.S. O

We recognize Theorem 2 as a special case of the Binomial
Theorem [1].

From this theorem, it immediately follows that the stor-
age of redundant knowledge in a clock of dimension k£ + 1

consumes 25271(” —1)JFt. [% — 1] integers out

of n**1. For low k relative to m, this is a small fraction of
n*+1, Data structures other than Clk® as defined by Defini-
tion 14 can be used to represent complete k-bounded knowl-
edge. However, one would lose the simplicity of indexing and
updating the clocks for receive events would require manipu-
lating these data structures. Figure 4 shows the efficiency of the

Clk* data structure, measured as (Zfz_l (n—1)7+1) /nk+l

for various combinations of n and k. For n > 2, the efficiency
is expressed as ((n — 1)¥*2 — 1)/((n — 2)(n**1)) and for
n = 2, the efficiency is (k + 2)/2F+1.

Efficiency wrt n and k

1 , . . ; : . . : T
09+ o I k=2 e
08 « v ] k=3 -
| ¢ v : . ] k=4 """""
> 07 e 1 kb o
S 06} 7 .-
g @ . k=10 - -~
g ol prels -
= 04t 7 1 k=20 --
Yool A 1 k=25 -
2 | k=30 -
02y | kes5 -
0 LEL e k=40 ---

5 10 15 20 25 30 35 40 45 50
n
Fig. 4. The efficiency of the Clk“ data structure
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Table 1. Overview of results to attain E* (¢), where ¢ is a timestamp of a global state, in a system using a

T'IP P, protocol. Here n is the number of processes in the system

Problem/ Space Algo. Time
Theorem complexity complexity
What is the space Problem 1 Z?z_l(n — 1) integers/process | n/a n/a
complexity to attain up Lemma 3 = 0(n**") integers/process
to date knowledge E* (¢)? | Theorems 4, 5, 6
Given ¢, what is the Problem 2 vector clocks + (trace of send and Fig. 8 | O(kn? + # send and receive
earliest state where Theorem 7 receive event timestamps events in (H, <) after
E*(¢) is attained? after state timestamped ¢) state timestamped ¢)
Given a state, what is the Problem 3 (k + 1) dim. clocks Fig. 9 0(kn?)
latest ¢ such that E*(¢) Theorem 8 = 6(n**!) integers/process
is attained in given state?

Theorem 3 Complete k-bounded knowledge of the property
“vector timestamp of a global state” cannot always be rep-
resented using the space required by a k-dimensional clock
system (defined in Definition 14), but can be represented by a
(k + 1)-dimensional clock system.

Proof. For complete k-bounded knowledge about the vector
timestamp of a global state, Lemma 3 identified the space
requirement at each process as Zszl (n — 1)7*! integers.

The following inequalities hold, the former from observa-
tion and the latter from Theorem 2.

n<>z

j=—1

H'1<n +1

Depending on the values of n and k, clocks of dimension

k may not be sufficient to store all levels of knowledge of the
“vector timestamp of a global state” up to level &, but clocks
of dimension k + 1 are always sufficient. Although clocks of
dimension k + 1 contain some replicated knowledge, k + 1 is
the least dimension of a clock for which k-bounded knowledge
about timestamps of global states can always be represented,
in addition to providing a data structure that is easy to index.
O

Recall from Sect. 3 that given complete (k — 1)-
bounded knowledge about the property “LCCV;,”, then ¢
=ming, 4y, i 1eN(@iy s\, ) 1S the latest l.c.c.v.;, about
which complete (k — 1)-bounded knowledge is available to
19. Theorem 4 shows that processes must maintain the lat-
est complete (k — 1)-bounded knowledge about the prop-
erty “LCC'V;,” in order that any process can attain complete
(k—1)-bounded knowledge about the greatest [.c.c.v.;, about
which such knowledge can be attained, and hence (by Corol-
lary 2) to attain up to date knowledge £*~! about the property
“LCCV;,”.

Theorem 4 In a system using a T'I PPy, protocol, unless all
processes maintain the latest complete k-bounded knowledge
about the property “LCCV;, 7, they cannot attain up to date
E* knowledge about that property “LCCV;, ”.

Proof. Let ¢} be the l.c.c.v. of event €;" . From Corollary 2,
attainment of up to date knowledge E*~ i (¢} atig is equiv-
alent to “¢;" is the greatest value of property LCC'V;, about
which complete (k—1)-bounded knowledge is attainable, and

this knowledge is attained by 7¢”. From Remark 1, we infer
the existence of message chains [, , M, _,, M5y« . My,
m;, ] from e;7 to process i, for all instantiations of i1, iz,

. ig—1. As a TIPPy_4 protocol is used, complete (k — 1)-
bounded knowledge about the latest possible l.c.c.v.s of events
at 7y, is conveyed by all the message chains. Furthermore, we
also have that ¢} = ming, i, . i, ,eN(Piy is,...i\, ), Where
iy ia,... i forall iy, 40, ... i1 € N, is the latest l.c.c.v.;,
conveyed by the corresponding message chain. As this infor-
mation is provided by the T'TPPy_; protocol and no other
assumptions can be made, the min function is the only way to
determine this ¢;" . Observe that ¢ corresponds to some mes-
sage chain of exactly k messages, and hence must be the value
of one of (n — 1)¥ /n l.c.c.v.;, s (refer to proof of Lemma 3).
However, in order that other processes attain knowledge corre-
sponding to message chains of exactly k messages, i( needs to
maintain complete (k — 1)-bounded knowledge of LCCV;, .2
As all Z;:L(” —1)7*1/n l.c.c.v., s are independent, they
must be explicitly tracked. We need to show that there exists
an execution where, if knowledge K; K, ... K;, _, K, (¢i,.)
corresponding to the process chain [ig, i1, . . zk] for some in-
stantiation of 1, . . ., ix_1, is not explicitly tracked, then up to
date knowledge E*¥~1(¢;, ) cannot be attained by iq because
it is determined by the process chain [ig, 41, . . ., ig].

We prove the existence of such an execution by
construction. For any given execution prefix, let v =
Clock;, [ik, - .. ,i,]. After the given execution prefix, no
process sends any message until all messages in tran-
sit are delivered. Now, the events as described by
Sync_Execution([ig, i1, .., ik, k) in Fig. 5 occur. The exe-
cution of Sync_Execution can be thought of as occurring in
(k — 1) synchronous rounds, each with two phases. A phase
of a round begins when all the messages sent in the previous
phase (i.e., either the first phase of that round, or the second
phase of the previous round) have been delivered. Note that
this synchronous scheduling of the events can occur even in
the asynchronous system of our model. Round r is initiated
by process ix_.+1. The message flows in a round are picto-
rially shown in Fig. 6a. We now show that the process chain
[i0,41,- . ., %] identified by k messages [my, . . . ,m1] does not

% This requirement is also met because processes follow the
TIPPy_; protocol and need to track the (k — 1)-bounded knowl-
edge.
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sequence of int I = [io, i1, 12, i3, . .

(1) Sync_Ezecution(sequence of int /; int k)
/IThere are k — 1 rounds of two phases each.

A.D. Kshemkalyani: The power of logical clock abstractions

.y k-1, 1k] such that i, # tw41 for 0 <w < k —1;

2) forr=1tok—1do

3) Phase I: process i;41—, sends a message to each process in N — {ip_,} ;

“) Phase II: each process in N — {ix+1—} sends a message to each process in NV,
5) process ¢x+1—, sends a message to process ix_.

Fig. 5. Execution Sync_Execution with the property that process chain I = [ig, i1, i2, %3, . . .

chains J = [i0, j1,J2, 73, - - -y Jh—1, k), J 7 I exist

,ik—1, k] does not exist but all other process

77777777 round r _
phase 2
SN ] TN X
W T &
- K’\””” YRR o
— % ,,,,, ,,,ik—r d__ Y Vo NN % ,,,,, I
LN % ,,,,, 28
Condition®_ . . - — _
isnottrue Jyys Jx <l ! S RRRRREEES r=2 ><r_3 >
ngngrﬁéong{ Jxs2 Txsi Jx I=[e a b c d] ExamplesofJ are [e c, a, b, d]and [ec, b, c, d]

(@) (b)

Fig. 6a,b. The execution Sync_Execution illustrated by a timing diagram. a A generic round r in the execution. The j, variables are used in
function add_length. While examining the execution backwards in time, the process chain can be extended from j, to either j;42 or to jz11,
depending on whether or not condition R holds, respectively. b An example execution for process chain I = [e, a, b, ¢, d] = [io, i1, 92, i3, 14]
that cannot exist whereas all other process chains J exist. This execution has three rounds

(global variable) sequence of int I = [ig, i1, i2, i3, . .
(global variable) sequence of int J = [jo = %0, j1,j2,J3,- - -

.y ik—1,%k] such that iy, # 41 for0 < w < k —1;
,Jk—1,Jk = ix] such that J # I and w.1.o.g., juw # juw+1 for0 <w < k—1;

(1) function chain_length(int k) returns int x

/IThe function detects whether the process chain specified by J, based on the k messages sent by i, jr—1, . .
/lexists in the execution Sync_Execution which contains only (k — 1) rounds.

//Here x is the number of messages in the corresponding message chain in Sync.Execution.

- J1,

2) z==0;

(3) forr=k—1downto1ldo
4) x =z + addlength(z,r);
(®)] if x > k then return(z);
(6) return(x).

(1) function add length(int x; int ) returns int

2) if x = k — 1 then return(1);
(3) elseif (jot2 = ik—r+1) and (jo+1 # ik—r) then return(2); //condition R
(4) else return(1).

Fig. 7. Checking for message chains of length k in (k — 1) rounds of Sync_Execution

ist 3. By the construction of Sync_Execution, observe
that initially before round 1, the process chain initiated by
ir is [i], and after each round r, only one process i,
gets prepended to the process chain [ig—y41, .- ., k-1, k]
to yield [ig—r,...,%k—1,1]. Hence, after k — 1 rounds,
we have K;, K;, ... K;, (¢;,) at i; and we do not have

exist in Sync_Ezecution, whereas all other process chains of
the same length from 4 to iy, exist in Sync_Execution.

Let I be the process chain [ig, i1, 2, i3, . . . , ik—1, k), Where
tw F dwe1 for 0 < w < k — 1, initiated by ¢y at or
after its local clock value becomes . We examine each
successive round of Sync_FExecution from round r = 1
to kK — 1 to determine that process chain I cannot ex-

3 Recall the relationship between a process chain and the corre-
sponding message chain.
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K; (K;, K, ... K;,(¢;,)) at ig. Hence the process chain
I does not exist. In the example of Fig. 6b, the process
chain I = [e, a, b, ¢, d] does not exist.

Let J be any process chain [j =

io,jl,jQ,jg, ‘e ,jkfl,jk = Zk] such that J 75 I, i.e.,
Jw F Ty for some w between 1 and k& — 1. Without loss of
generality, we assume * that Jw F Juws1for0 <w < k—1.
We examine the execution Sync_Fxecution backwards
in time from round » = k — 1 to 1 to show that the
process chain J exists. Specifically, we use the iterative
function chain_length in Fig. 7 to determine the length
of (i.e., number of processes in) the prefix of the chain
J in each round of Sync_Fxecution from last to first,
i.e., for r = k — 1 to 1. Each iteration of chain_length
invokes function add.length that suffixes the process
chain extension in round r to the process chain identified
in previously examined rounds: r» + 1 to k — 1.
Observe that any process chain can be extended by at
most 2 processes in any round because a round con-
tains two phases, each of which can potentially contribute
one message to extend the process chain. When func-
tion add-length is invoked for round r, the process chain
[i0, J1, Jo, - - -, Jx) has already been identified in rounds
r + 1 through k& — 1. Function add.length now deter-
mines, based on the condition labeled R in line (2), if
process chain [ig, j1, jo2, - - - , j=| can be extended by 1 or
by 2. Refer to Fig. 6a. Observe that the process chain can
be extended by 2 in round r if and only if all the following
conditions, that form part of R, hold.

1. jyoqy1 # ig—ry1 unless j, = ix_,. In phase 2, the
process chain can be extended from j, to j,41 (by a
message sent from j, 11 to j,).

2. jet1 # ik—r, otherwise, no message can be sent in
phase 1 to g _,.

3. jz+2 = tg—r41 so that in phase 1, the process chain
can be extended from j, 41 to j,4+2 (by a message sent
from j;42 t0 jpt1).

Observe that the first condition is implied by the third
condition because of the assumption that j,, # ju,+1, and
hence is omitted in R. If condition R is true, then the
process chain that has been identified in rounds r + 1 to
k—1 can be extended from j to j; 41 to j; 42, Otherwise, it
can be extended from j, to 7,1 only. Hence, the function
add_length returns 2 or 1 accordingly as the amount by
which the chain can be extended.

We now need to prove that there is at least one round among
the k£ — 1 rounds such that add_length returns 2, and hence
the process chain J exists. Let [, . .., j,] be the longest
first substring in J that differs from the corresponding
elements [ip, ..., i, of I. J = [ig, J1, 025+ Jp—1Jps-

s JgrJg+1s - - Jk—1, i) thus satisfies

L. jl = i17j2 = i?v cee 7jp71 = Z'pfl,

2. jp 7é ipajp-&-l 7é ip-‘rla s 7jq 7& iq’ and

3. Jg+1 = g4

*If jw = jwi1, then we can delete one of them to represent
the same process chain, which has at most £ — 1 messages. It is
straightforward to observe that all process chains initiated by i, send-
ing a message and consisting of at most £ — 1 messages exist in
Sync_Execution.
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Function chain_length invokes add length(x,r) as fol-
lows.

e The first invocation is add_length(x = 0,7 = k — 1).
Condition R, viz., (jo = i3 and j; # 41), is false.
Hence, the invocation returns 1.

e The mth invocation (1 < m < q) is add length(z =
m—1,r = k—m). Condition R, viz., (jim+1 = tm+1
and j,, # i), is false. Hence, the invocation returns
1.

e Invocation ¢ is add length(x = q — 1,7 = k — q).
Condition R, viz., (jg4+1 = iq+1 and jq # i), is true.
Hence, the invocation returns 2.

e Each subsequent invocation to add-length may return
a value of 1 or 2.

In the example of Fig. 6b, if J = [e, ¢, a, b, d], the third
invocation to add.length returns 2. If J = [e, ¢, b, ¢, d],
the first invocation to add_length returns 2. Hence, both
process chains exist.

The latest [.c.c.v.;, about which complete (k — 1)-
bounded knowledge is available to process ig, is given
by minj, j, .. . 1eN(Pj1 jo,....j) Which we denote as
13, is,....ir for short-hand. Note that 75, ;, ., < <; the in-
equality follows from the fact that all the process chains J
exist whereas process chain I does not exist. If process i
does not maintain knowledge K;, (K;, K, ... K;,(¢;,)) and
does not make any other assumptions, then 173, ;, .. i, is not
available to it, it cannot compute the min function, and hence
cannot attain up to date knowledge E*~! about LCCV;, . The
theorem now follows. O

Theorem 5 In a system using the TIPP protocol, in order for
the processes to attain up to date knowledge E* about the
LCCYV of all the processes, it is necessary and sufficient for
the processes to store the latest complete k-bounded knowl-
edge about the LCC'V of all the processes.

Proof. Theorem 4 showed the necessity. The sufficiency proof
is as follows. Given the latest complete k-bounded knowl-

edge about LCCV, ., the greatest timestamp 17, | such that
for all iq,49,...,4x € N, [(lf(llf(l2 . KikKikJrl (Tik+1)
is true is simply min;, 4, ...i,eN (@i in,... ix in 41 )» Where for

each instantiation, K;K; K, ... K, Ki (Diyin, i inis)
is true. This is the greatest timestamp about which complete k-
bounded knowledge is attainable and is attained, and by Corol-
lary 2, up to date E*(¢;, ) knowledge about LCCVj, ,, is
also attained.

From Lemma 3, tracking the latest complete k-bounded
knowledge about the LC'CV of all the processes takes

25:71(” — 1)+ integers per process. O

Lemma 3, along with Theorems 4 and 5, answered Prob-
lem 1 in terms of the space requirement and the nature of
information to attain up to date knowledge E*(¢), where ¢ is
a timestamp of a global state, in a system using the TIPP pro-
tocol. Theorem 6 answers Problem 1 by giving the conditions
on the clock dimension.

Theorem 6 In a system using the TIPP protocol, (i) a (k+1)-
dimensional clock system meeting the requirement of Defini-
tion 13 is necessary and sufficient, and furthermore, (ii) the
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space required by a k-dimensional clock system based on Def-
inition 14 is not (always) sufficient, to attain up to date knowl-
edge E*(¢) at a process, where ¢ is the vector timestamp of
the greatest possible global state.

Proof. Note that the local components of the clock values of
different processes are independent of each other. Likewise,
E* knowledge about the local components of the clock values
of different processes are also independent of each other. The
result now follows from Theorems 3 and 5, and the property
that the a-dimensional clock gives the mapping to the latest
complete (o — 1)-bounded knowledge. O

5.2 Knowledge in the future

Theorem 7 addresses Problem 2 which seeks to identify in a
system using the TIPP protocol, the timestamp of the earliest
global state in which each process attains E*(¢), where ¢ is a
timestamp of a given global state. By Theorem 4, this requires
the latest complete k-bounded knowledge which can be rep-
resented by a (k + 1)-dimensional clock system (Theorem 6).
However, the earliest state in which E£¥ () is attained by each
process can be specified by a 1-dimensional vector clock. In
the proof of Theorem 7, we give an algorithm that specifies
such a state using vector clocks.

Theorem 7 Given ¢, the vector timestamp of a global state,
the timestamp of the earliest global state in which each process
attains E* () in a system using the T I P Py, protocol is given
by the algorithm in Fig. 8.

Proof. We denote the given vector timestamp ¢ by T(;. Fig-
ure 8 gives an iterative algorithm to determine the timestamp
of the earliest global state at which knowledge E*(T}}) can
be attained by each process. Function Compute_State takes
two inputs: (i) T)j, and (ii) %, the level of knowledge E* (T})
to be attained. The output is 7'S?, the vector timestamp of the
earliest global state in which E¥(T'}) is attained by each pro-
cess. We prove the correctness of the algorithm by showing
that the invariants on lines (6), (10), and (13) hold after each
iteration.

The given cut timestamped Td{ can be viewed as the earliest
cut where E°(T}}) is supported.” For the first iteration, the cut
timestamped T'S" is initialized to T); in line (4). We claim that
at the start of each iteration, the invariant on line (6), (a, T'S')
= EY(T}), is valid. This is evident for lvl = 1, and for
lvl > 1, this follows from the invariant on line (13) of the
previous iteration.

Each iteration first identifies the earliest event e, at each
process p such that T (e,) > T'S* (lines (7)-(9)). From the
properties of vector clocks, it follows that each such event
ep is the earliest event following which K, (T'S b, ie., Sp
= K,(TS"). From Remark 2, for all later states s/, s} |=
K,(TS"). As T'(e,) > T'S', we have from the property of
vector timestamps that for any event e, satisfying 7 (e, )[q] =
TS'[q], eq < €, and hence there is a message chain from e,

3 Recall that we defined E°(¢) as simply ¢ to simplify this proof
structure. We can now present the proof for the first iteration uni-
formly with the proof for the other iterations.
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to e,,. The cut timestamped 7" such that F,,(T"!) = e,, is the
earliest cut that satisfies the following after line (9) of iteration
lvl.

e (a,T'") = E(TSY),ie., (a,T") E N, Ki(TS").

e As per the invariant on line (6), (a, T'S") = E'=1(T})
at the start of each iteration. Assuming adequate time-
stamp knowledge (using (k + 1)-dimensional clocks) is
piggybacked on the messages of the message chain from
events e, identified above to events e,,, we have (a, T"!) =
Ai Ki(E"H(TY)), de., (a, T") |= EN(T}). This leads
to the invariant on line (10).

Each event ¢, identified in line (8) identifies a prefix of a local
history, but the union of the events in such local prefixes, which
is the cut timestamped 7”*, may not be consistent. Hence the
invariant on line (10) does not hold for a consistent cut. How-
ever, the union of the <-closed cuts | e,, for all p, gives the
smallest consistent cut containing these events (Corollary 4)
and the timestamp of this consistent cut, computed in lines
(11)-(12) as T:S* using T'%, is as per this corollary. Along
this consistent cut, we assert (a, T'S") = A\, K;(E"'~1(T})).
This leads to the invariant on line (13). O

For each process to attain E’“(Tq{), observe that k& + 1
iterations are required.

Example: For the example of Fig. 2, let the problem inputs be: T; =

and k = 1. There will be two iterations of Compute_State.

o) = (a))
i) e ()

s e

sistent global state after events ef and e3, the system attains
E'(T}) but for each process to attain £ (T} ), another iteration
is needed.

Iteration vl = 2: line 6 invariant is (a, ’4 D = E' (‘ ; D’

1
2

Iteration lvl = 1: line 6 invariant is (a,

—_

line 10 invariant is (a,

N =

line 13 invariant is (a, ) Hence in the con-

5
. L 4 , (|1
line 10 invariant is | a, 9 =E NE

; D E E? (' ; D Hence the earliest

global state in which both P; and Pz know that E* (Tq%) is true
is the state after events e and €.

line 13 invariant is <a,

Complexity: The time complexity of the algorithm in Fig. 8 is
O(kn?) + O (number of send and receive events between the
input state timestamped ¢ and the solution state timestamped
T'SY). This is given by the asymptotic upper bound: O (kn?+
number of send and receive events in (H, <) after the state
timestamped ¢). The space complexity is that of a vector clock
system, and also requires each process to store a trace of the
timestamps of its send and receive events beyond the state
timestamped ¢. The algorithm overhead can be reduced by
using some knowledge of the patterns of the causal message
chains. Such optimizations would complicate the presentation
of the algorithm, and are not central to answering Problem 2.



A.D. Kshemkalyani: The power of logical clock abstractions

(1) Problem Inputs:
(la) array of int T);
(1b) int k;

(2) Problem Output:
(2a) array of int T'S" = Compute,State(T$, k).
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/Ivector timestamp ¢ of earliest state in which predicate of interest to application is true
INevel of knowledge E*(¢) to be attained

(2b) /Ivector timestamp of earliest state in which E* (¢) is attained by each process

(3) function Compute_State(array of int T}; int k) returns 7'S"

@) TS'=T,;

(5) forlvl=1tok+ 1do

(6) / invariant (a, TS") | E"'1(T})

@) Vp € N do

(8) identify earliest event e, | T"(ep) > T'S*;

9 set timestamp 7" such that 7" [p] = T" (e,,) [p];

(10) /linvariant (a,T"") = E(TH A\ AT | (T < T A(a, T") = EVYTY))

(11)  VYpe Ndo
(12) TS [p] = max(T" (e1)[p], T (e2)[p], - - -

7T1(e")[p})’

(13) //invariant (¢, TS") = E"(T)) N ATS™ | (T'S" <TS" A (a, TS"") = E"(T})) and T'S" is consistent

(14) return(T'Sh).

Fig. 8. Given a vector timestamp ¢ of a global state, algorithm to compute the timestamp of the earliest global state in which E* (¢) is attained

by each process

5.3 Knowledge about the past

Problem 3 can be restated as follows. “Given a timestamp
TP+1 of a global state, what is the maximum timestamp ¢
such that (a, T°*1) = EP(¢)?” To determine ¢ requires the
latest complete 3-bounded knowledge (Theorem 4) which can
be represented by a (3 + 1)-dimensional clock system (The-
orem 6). We can apply the function min (the min of vectors
is the vector of the component-wise minimums) to the n” 1-
dimensional timestamps of size n in the given T7*!. This
naive approach requires n - n”* comparisons — which is expo-
nential in 3.

Theorem 8 gives a §(3n?) time complexity algorithm in
Fig. 9 to address Problem 3.

Theorem 8 Given timestamp T° of a global state, the time-
stamp ¢ of the (most recent possible) global state about which
up to date knowledge E*(¢), where k < 3 — 1, can be at-
tained at the given state timestamped T® in a system using the
TIPPg_; protocol is computed by the algorithm in Fig. 9.

Proof. The proof is by construction. Figure 9 gives an algo-
rithm to compute the timestamp ¢ of the maximum cut about
which knowledge E*(¢) is attained in the given state of obser-
vation timestamped Ob_T"°. From Theorem 6, note that 3 > k.

Compute_Phi has inputs (i) 7, the (variable dimension)
timestamp of the maximum cut about which up to date knowl-
edge £ is attained in Ob_T?, (ii) m, the level of knowledge
that is yet to be attained, and (iii) atn, the level of up to date
knowledge already attained. The output is the timestamp ¢
of the maximal cut about which up to date knowledge E* is
attained in the given state Ob_.T".

Compute_Phi is invoked as Compute_Phi(Ob.T”  k,0)
and is tail-recursive. T is progressively decreased at each
recursion level to add another level of knowledge to what is
known of T at cut Ob.T”. So at each additional recursion
level, T'* therein converges towards ¢. Each recursion level
behaves as follows.

e Given T (Cut), the loop in lines (5)-(6) computes the
(av — 1)-dimensional timestamp of each F,(Cut), the
latest event of the cut Cut at process p (p € N).
T~V (F,(Cut)) is simply T[p, .

e Let X denote set F'(Cut) identified in line (6). The
loop in lines (7)-(9) applies Lemma 2 to X to com-
pute the timestamp of Ny X. To do so, it identifies the
timestamps 7 (=2 (F,(Ny X)) for each process p. Then
T~ (NyX) is simply the aggregation of the n time-
stamps 7(*~2)(F,(Ny X)), as shown in line (10). By
Lemma 1, T~ (N X) is the timestamp of the maxi-
mum prefix about which all the processes have knowledge
in the state identified by X = F(Cut). Thus, up to date
knowledge E(T(*~1) is attained in the state with time-
stamp 7'“ in this recursion level and we assert the invariant
on line (11).

e The above steps also add a level of up to date knowledge
at the given initial state Obs_T”, and we assert this in the
invariant on line (13). If this is the desired level of knowl-
edge, then we have the terminating case for the recursion
and the value of 7(®~1) is returned (lines (14)-(16)), oth-
erwise Compute_Phi is recursively invoked to determine
the greatest ¢ that is known at 7(*~1) for the remaining
m levels of knowledge to be attained (lines (17)-(18)).

The invariants on lines (11) and (13), justified above, are
the only two invariants encountered for the terminating case
of recursion. Observe that the dimension of the timestamp
T(@=1) which is returned as ¢ is 3 — k. Once the tail-recursive
call for values of m > 2 returns the value of ¢, which is the
same as that for the m = 1 call, the invariants on lines (19)-
(21) can be asserted by the following reasoning.

For the call with m = 2, the invariant on line (19) is the
same as the invariant on line (11) for the terminating case call,
where m = 1. The invariant on line (20) follows from the
invariants on lines (19) and (11). The invariant on line (21)
follows from the invariants on line (13) and (19).
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(1) Problem Inputs:

(la) [-dim. array of int Ob.T?;
(1b) int k, where 5 > k > 1;
(2) Problem Output:

(2a) (B — k) dim. array of int ¢ = Compute_Phi(Ob.T?, k, 0).

A.D. Kshemkalyani: The power of logical clock abstractions

// timestamp of observation state
/I level of knowledge to be attained

(2b) /¢ is the timestamp of the maximum possible state such that (a, Ob.T?) |= E*(¢)

(3) function Compute_Phi(var dim. array of int 7“; int m, atn) returns ¢
(4a) // T* is the timestamp of the maximum possible state such that (a, Ob.T") = E*"(T%)

(4b) // m is the level of knowledge yet to be attained

(4c) // atn is the level of knowledge already attained. atn = k — m.

(5) Vpe Ndo

(6) 9~ ' =T%p,];

(7) Vpe N do

8) let r be (any) process such that T "' [p, p, ..., p] = mingen (T,
(9) Ta 2 Ta l[p ]

(10) 7~ is such that (Vp), T '[p, "] = T2~ %
(11) // invariant (a, T%) = E*(T*"1) A\ /HT’a Lyt
(12) atn = atn+ 1; m =m — 1;

Ta—l

l[pp,..., p]);

Na,T%) | EX(T"7Y))

(13) // invariant (a, Ob.T?) = E“™™(T*" YA AT~ (T"** >T*"* A(a, Ob.T?) = E*'™(T'*71))

(14) if m = 0 then

(15) ¢=T>"1

(16) return(¢);

(17) else

(18) ¢ = Compute_Phi(T*™,m, atn);

(19) // invariant (a, T ') = Em( YANAG | (¢ > ¢ Aa, T = E™(4))

(20) /invariant (o, T%) = E™ Y @)\ B¢ | (¢ > ¢A(a, T) = E™(¢"))

Q0 // invariant (a, Ob.T?) = E“"" ™ (o) N A ¢’ | (¢ > ¢ Ala, Ob.T?) = E*"F™(¢'))

(22) return(¢).

Fig. 9. Algorithm to compute the latest timestamp ¢ for which up to date knowledge E*(¢) holds in a state with given timestamp T?, where

B>k

For calls with m > 2, the invariant on line (19) is the
same as the invariant on line (20) for the call with m — 1. The
reasoning for the invariants on lines (20) and (21) is the same
as that for m = 2.

The invariant on line (21) implies that ¢ is the timestamp
of the maximum cut such that (a, Obs T?) = E*(¢). O

Example: For the example of Fig. 2, let the problem inputs be:

ob.T? = ‘ 1,;) ? 8 g and k = 2. There will be two invocations of

Compute_Phi recursively.

Iteration atn = 0: This is the first invocation, with 7% =

Ob.T3,m = 2,atn = 0.

. e |108 . |75

lines 5,6: 1T = 98 and T3 7‘79 .

lines 7,8,9: for p = 1, ris 2. Hence T} = T§[1,-] = ‘g‘ .
ForpzZ,risl.HenceTQI:TE[2,~]:‘§..

. 2 1 7 2 1 2

line 10: T%[1,-] =T} = 5 T2, =Ty = g |- Hence
. |75
T = 28l

75

line 13: Invariant (a,

102|838 1

7 7' 9 ) =E ( 28 )
Invocation atn = 1: This is the second invocation, with T =
75
28|’

m = 1,atn = 1.

2

NE

lines 7,8,9: Forp = 1, ris 2. Hence 7Y = Ty [1] = 2.
For p = 2, ris 1. Hence T9 = T1[2] = 5.

line 10: T'[1] =T = 2. T'[2] = T§ = 5. Hence, T" =
10 2 2
allsel) e El)

Complexity: The time complexity of the algorithm in Fig. 9
is @(k - n?). The analysis is as follows. For each invocation of
Compute_Phi, line (8) has n comparisons, and line (9) has
one pointer assignment, leading to n + 1 operations. The loop
(7)-(9) is executed n times, and Compute_Phi is invoked k
times, leading to a total time complexity of 8(k - n?). The
space complexity is that of the logical clocks, which is 6(n”)
integers and meets the asymptotic lower bound 2(n®) shown
in Theorem 6. Note that the time complexity is less than the
space complexity because information is selectively accessed
on a dynamic basis.

lines 5,6: T = ‘g’ and Ty =

line 13: Invariant (

6 Concluding remarks

Vector and matrix clocks are widely used in asynchronous dis-
tributed systems. This paper answered the question: “how does
the clock abstraction generalize?” The paper first formalized
protocols that use an ambient form of information exchange,
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embodied in the vector clock and matrix clock protocols, that
is being used in a wide range of applications. The type of
property about which information is exchanged in such pro-
tocols was formally characterized as a monotonic property; a
wide range of applications deal with monotonic properties. In
any execution, the set of vector timestamps of global states is
homomorphic to the set of greatest (monotonic) facts about a
monotonic property in the global states. Timestamp Informa-
tion Piggybacking Protocols (TIPP) were then introduced to
characterize protocols that exchange timestamp information in
an ambient manner. The paper then defined logical clocks of
arbitrary dimensions using a TIPP protocol to capture causal-
ity relationships in distributed executions. The main results
performed a knowledge-theoretic analysis of the representa-
tional power of such clocks.

Although the size of logical clocks was shown to grow
exponentially with the level of knowledge to be attained us-
ing a TIPP protocol, nevertheless, the results shed light on
the tight relation between the dimension of logical clocks and
the level of knowledge attainable. Well-known encoding tech-
niques such as Godel encoding can be used to express the
size of clocks. The size of the logical clocks can be reduced
by modifying the system model and making simplifying as-
sumptions, such as those made previously for vector clocks
[17,22]. The size of the clocks can also be reduced by making
approximations to the accurate clock value, along the lines
of earlier approximations [12,19,23,24] made previously for
vector and matrix clocks. These options provide directions for
future research.

In summary, this paper made the following contributions.
(1) It motivated and proposed logical clocks of arbitrary di-
mensions, and formalized the TIPP protocol for knowledge
transfer used by such clocks. (2) It showed that there exists
a tight relation between the dimension of logical clocks and
the level of knowledge attainable, and established some com-
plexity bounds. Here it identified and explored an important
conceptual link. (3) It proposed algorithms to determine the
timestamp of the latest global state about which a specified
level of knowledge is attainable in a given global state, and
to compute the timestamp of the earliest global state in which
a specified level of knowledge about a given global state is
attainable. The results can be useful to applications that deal
with monotonic properties.

In addition to the main contributions, the paper made three
other contributions. First, it gave a better insight into the prob-
lem of causality-tracking mechanisms, which has been identi-
fied by Schwarz-Mattern [21] as an open problem. Second, the
paper gave a new and useful definition of levels of knowledge,
that is tailored for asynchronous message-passing systems.
Third, the paper gave a direct understanding of how classical
problems in knowledge theory, such as the “muddy children”
and “cheating husbands” problems, that had hitherto been ex-
plained in the synchronous system model, can be solved in our
system model using TIPP protocols for knowledge transfer.

Acknowledgements. We thank the anonymous referees for their com-
ments which greatly helped to increase the clarity of the presentation
and also resulted in the addition of various examples. We also thank
Punit Chandra for his help in plotting Fig. 4.
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Appendix

Proposition 1 A process i that attains complete k-bounded
knowledge about a fact ¢;, that is the l.c.c.v.;, also attains
knowledge K;(E*(4;,)).

Proof. The proof is by induction, using the hypothesis
that complete k-bounded knowledge K,;(K; K, ...K;, -
Ki, ., (¢i,,,)) of afact ¢;,  ataprocessi in state s}’ implies
87170 ': Kz(Ek(¢lk+1))

Case k = 0: K;(K;, (¢;,)) is tautological to K; E°(¢;, ).
Case k = 1: We need to show that complete 1-bounded knowl-
edge K;(K;, K;,(¢;,)) of a fact ¢, at a process ¢ implies
K;(E'(¢;,)). From Remark 1, there are message chains from
i to 11 to 4, for all i, € IN. We substitute the variable p for i;.
For all pin N, denote by e,” the send event at process p which
sends the message to process ¢ in the corresponding message

chain. Let cbe the cut such that F'(c) = {e;p_l, Vp € N}.Then
(a;¢) B N\pen Kp(di,) andhence (a, ¢) = E(¢;, ). Note that

there exists a message sent by each process p at event e,” to
process ¢ and received by 7 before s;”. Hence, 7 can safely infer
this group knowledge E'(¢;,) from its complete 1-bounded
knowledge, resulting in s¥ = K; E(¢;,).

Case k = x: We assume the induction hypothesis for & = z.

Case k = x + 1: We need to show that complete (z + 1)-
bounded knowledge K;(K; K;, ... K;, K,  ,(¢i,.,)) of
a fact ¢;,,, at a process i in state s;’ implies s}’ =
Ki(E*(¢i,.,))-

We define two data structures: Fastest.Chains, a set of
message chains, and Farliest_Rcv_Events,, a set of receive
events at process a. From Remark 1, there is at least one mes-
sage chain from 4,49 to 7,41 and so on to ¢; to %, for all
Tg+1,1%g,- .., € IN. For each instantiation of each of 7,1,
iyslz—1, - - .11, (if there are multiple chains, consider any one
that terminates at ¢ with the earliest message and) add the mes-
sage chain to set Fastest_Chains. For each chain in Fastest.-
Chains, let the event at which process i; receives the message
from iy be added to set Earliest.Rcv_Events;,. For each
i1 € N, observe that there exists a message sent from ¢; after
max(Farliest_Rcv_Events;, ) and received by 4 before s}°.
We substitute the variable p for ;. Let ef,” be the send event at
processp € N which sends this message to process ¢. Note that
after max(Farliest_Rcv_FEvents,), process p has attained
complete z-bounded knowledge of ¢, , ,. By the induction hy-
pothesis, for each process p € N, 537~ |= Kp(E*(¢i,.,))-
Let ¢ be the cut such that F(c) = {¢;” ", ¥p € N'}. Then (a, ¢)
': /\peN Kp(Em (¢iz+2)) and hence (CL, C) ': Ez+1(¢’im+2 )

Note that there exists a message sent by each process p
at event e,” to process 7 and received by i before 5. Hence,
i can safely infer this group knowledge E“*1(¢;, .,) from

its complete = + 1-bounded knowledge, resulting in s} =
K, E* (¢, ). ad
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The following Proposition 2 is the converse of Proposi-
tion 1.

Proposition 2 A process i that attains knowledge K; E*( ©)
where ¢; is the l.c.c.v.;y, also attains complete k-bounded
knowledge of that l.c.c.v.;, .

Proof. The proof is by induction using the hypothesis that
K, E*( ;f‘;H) implies the complete k-bounded knowledge
KK Ky .. K K, (97, )

Case k = 0: K;E°(¢Y* ) is tautological to K, (K;, (¢1)).
Case k = 1: We need to show that 5! = K; E(¢;" ) implies that
forall iy in N, 5] = K; Ky, Ky, (¢3). K;E(¢;.) implies the
existence of a cut ¢ such that (a,¢) = Aoy Kpki, (¢})).
Furthermore, process ¢ knows that for every process p,
K, K, (¢})). Hence process i attains the complete 1-bounded
knowledge of ¢ .

Case k = x: We assume the induction hypothesis for k = .
Case k = x + 1: We need to show that s{ = K; E*T1(¢¥ )

iz42

implies that for all 41,42, ... 9441 in N, s = KK, .. .-
Kiw+1Kiw+2< £;+2)

K,E(E*(¢},,)) implies the existence of a cut ¢ such

that (a,¢) = A ey Kp(E®(¢},,)). Furthermore, process i

knows that for every process p in N, K, (E®(¢;”,,)) in some

state s,”, where e,” is the latest event at process pin cut c. From
the induction hypothesis for k = x, each process p in state s,”
has attained complete z-bounded knowledge of (b;‘;ﬁ. There-
fore process ¢ knows that every process p has attained complete
z-bounded knowledge of ¢;” . Hence, process ¢ in state sd

attains complete (= + 1)-bounded knowledge of ¢}’ . 0
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