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Abstract—This paper presents event stream-based online algorithms that fuse the data reported from processes to detect causality-

based predicates of interest. The proposed algorithms have the following features. 1) The algorithms are based on logical time, which

is useful to detect “cause and effect” relationships in an execution. 2) The algorithms detect properties that can be specified using

predicates under a rich palette of time modalities. Specifically, for a conjunctive predicate �, the algorithms can detect the exact fine-

grained time modalities between each pair of intervals, one interval at each process, with low space, time, and message complexities.

The main idea used to design the algorithms is that any “cause and effect” interaction can be decomposed as a collection of

interactions between pairs of system components. The detection algorithms, which leverage the pairwise interaction among the

processes, incur a low overhead and are, hence, highly scalable. The paper then shows how the algorithms can deal with mobility in

mobile ad hoc networks.

Index Terms—Predicates, event streams, causality, data fusion, time, space-time, mobility, ad hoc network, intervals, monitoring.
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1 INTRODUCTION

EVENT-BASED data streams represent relevant state
changes that occur at the various processes that are

monitored in a distributed system. The paradigm of
analyzing event streams using data fusion to detect
predicates of interest to various applications is rapidly
gaining importance. This paper proposes online algorithms
for detecting causality-based predicates and behavioral
patterns using event streams which are generated by
potentially mobile processes across the system.

Stable global predicates (once a stable predicate becomes
true, it remains true) can be detected using techniques such
as snapshot algorithms [9]. However, unstable global
predicates are difficult to detect. This is because an
instantaneous observation across various locations is not
possible due to the lack of perfectly synchronized clocks.
Furthermore, the asynchronous nature of the distributed
system—caused by unpredictable propagation delays and
CPU loads, unknown scheduling policies, and mobility—
leads to many interleavings of the events and different
observations of their order. Hence, it is important to have a
framework to specify various temporal modalities on the
predicates on the various distributed variables and to
monitor these predicates.

Two modalities, Possiblyð�Þ and Definitelyð�Þ, for the
satisfaction of a global predicate � in a distributed execution
were defined by Cooper and Marzullo [12] and are widely
accepted [11]. Informally, Possiblyð�Þ/Definitelyð�Þ is true
if some/every observation of an execution will pass
through a state in which � is true. These two modalities
are based on the potential causality or the “happens before”

relation in distributed executions, which was defined by
Lamport [24].

The formalism and axiom system given in [19] identified
a complete, orthogonal set < of 40 fine-grained temporal
relations or interaction types (i.e., modalities) on time interval
pairs, based on the potential causality relation in a
distributed execution. Any two intervals at two processes
are related by one and only one relation in < and no relation
in < can be expressed in terms of others in <. It has been
shown [20] that this formalism provides much more
expressive power than the Possibly and Definitely modalities
and a mapping from < to the Possibly and Definitely

modalities has been given.
A conjunctive predicate is of the form

V
i �i, where �i is

any predicate defined on variables local to process Pi. (An
example is: xi ¼ 5

V
yj > 2.) The local durations in which �i

is true naturally identify intervals of interest at process Pi in
an execution. We model such intervals as the “meta-events”
that give rise to the “event stream” generated by each
process. Information about the reported intervals is “fused”
or correlated and examined in one of the following ways:

. To detect global states of the execution that satisfy a
given predicate.

. To analyze causal relations between intervals to
“data mine” patterns in the behavior.

The earliest global state in which a conjunctive predicate
holds is well-defined due to the lattice structure of the set of
global states [28]. We show that, for a conjunctive predicate
�, Possiblyð�Þ and Definitelyð�Þ can be detected along with
the added information of the exact interaction type from <
between each pair of intervals, one interval at each process.
This provides flexibility and power to monitor event
streams generated from different mobile processes. The
time, space, and message complexities of the proposed
online, detection algorithms (Algorithms Fine Poss and
Fine Def) to detect Possibly and Definitely in terms of the
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fine-grained modalities per pair of processes are the same as
those of the earlier online algorithms [15], [16] that can
detect only whether the Possibly and Definitely modalities
hold. In addition, the proposed algorithms work in mobile
ad hoc networks. Fine Rel, which is an intermediate
problem we need to solve, is addressed first. Fine Rel is
important in its own right because it determines a global
state such that a prespecified fine-grained modality for each
pair of processes is satisfied. We also consider the problem
All Pairs Fine Rel to detect the fine-grained relation
between each pair of intervals from different processes.
The output can be useful in analyzing causal relations and
mining behavioral patterns in the execution.

We now formally define the problems for which we
design efficient online algorithms that fuse information
from the event streams provided by (potentially) mobile
processes/nodes.

Problem Fine Rel statement. Given a relation ri;j from <
for each pair of processes Pi and Pj, identify the intervals
(if they exist), one from each process, such that each
relation ri;j is satisfied for the ðPi; PjÞ pair.

Problem Fine Poss statement. For a conjunctive predicate
�, determine online if Possiblyð�Þ is true. If true, identify
the fine-grained pairwise interaction ri;j from < between
each pair of processes ðPi; PjÞ when Possiblyð�Þ first
becomes true.

Problem Fine Def statement. For a conjunctive predicate �,
determine online if Definitelyð�Þ is true. If true, identify
the fine-grained pairwise interaction ri;j from < between
each pair of processes ðPi; PjÞ when Definitelyð�Þ first
becomes true.

Problem All Pairs Fine Rel statement. Devise an online
algorithm to determine which relation from < holds
between each pair of intervals from different processes.

The proposed algorithms detect “cause-effect” relation-
ships from the information in event streams, using pre-
dicates under a rich palette of temporal specifications. The
performance of the algorithms is compared in Table 1. P0 is
the data fusion server that processes the event streams. The
metrics are the average time complexity at P0, the total
space complexity at P0, the cumulative size of all the
messages sent to P0, the network-wide count of the

messages sent by the processes to P0, and the average
space at each process Pi. The parameters n, M, p, ms, and
mr are explained in the legend.

For Fine Rel, Fine Poss, and Fine Def , all the mea-
sures at P0 are either linear or quadratic in n, the size of the
ad hoc network. This indicates high scalability of the
algorithms. More importantly, the size of the space
requirement at each process Pi (i 2 ½1; n�), which is both
space and energy constrained in a mobile ad hoc network, is
linear in n, the number of mobile processes. This makes the
algorithm easily implementable. The overhead can be
further lowered by using a hierarchical structuring of the
ad hoc network into clusters, with the data fusion server at
its root. Known algorithms for managing various issues due
to migration and mobility [2], [3], [4], [26], [30], [32] can be
used in conjunction to maintain the hierarchical cluster
organization.

The paper is organized as follows: Section 2 gives the
background and objectives. Section 3 gives the frame-
work and data structures. Sections 4, 5, and 6 give the
online detection algorithms. Section 7 shows how the
algorithms can run on mobile ad hoc networks. Section 8
gives the concluding remarks and discusses further
research challenges.

2 MODEL AND BACKGROUND

2.1 System Model

The system model is broad enough to accommodate not just
traditional distributed computing environments, but also
mobile ad hoc networks. The model assumes a loosely
coupled ad hoc asynchronous message-passing system in
which any two processes belonging to the process set N ¼
fP1; P2; . . . ; Png can communicate over logical channels. For
a wireless communication system, a physical channel exists
from Pi to Pj if and only if Pj is within Pi’s range; a logical
channel is a sequence of physical channels representing a
multihop path. Explicit mobility is permitted in the model
and both processes and nodes can migrate within the ad
hoc network. The only requirement is that each process be
able to send its gathered data eventually and asynchro-
nously (via any routes) in a FIFO stream to a system-wide
known data fusion server. Known techniques for managing
mobility and clustering can be used within a mobile ad hoc
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TABLE 1
Comparison of Space, Message, and Time Complexities

n = number of processes,M = maximum queue length at P0, p = maximum number of intervals occurring at any process,ms = number of messages
sent by all the processes, mr = number of messages received by all the processes. Note: 1) p � M as all the intervals may not be sent to P0.
2) ms ¼ mr for unicasts.



network. In the remainder of this paper, the term “process”
will be used to denote a mobile process. We assume that a

single process runs at each node; thus, node mobility and
process mobility also become synonymous.

Ei is the linearly ordered set of events executed by
process Pi in an execution. An event executed by Pi is

denoted ei. An execution is modeled as ðE;�Þ, where E ¼S
i Ei is the set of all the events and � is the potential

causality or the “happens before” relation, defined as the
transitive closure of the local ordering relation on each Ei

and the ordering imposed by message send events and
message receive events [24]. A cut C is a subset of E such
that if ei 2 C then ð8e0iÞ e0i � ei¼)e0i 2 C. Thus, the events

of a cut are downward-closed within each Ei. A consistent

cut is a downward-closed subset of E. Only all downward-

closed subsets of E preserve causality and denote correctly
observable execution prefixes.

A variable x local to process Pi is denoted as xi. Given a

networkwide predicate on the variables, the intervals of
interest at each process are the durations during which the
local predicate is true. Such an interval at process Pi is

identified by the (totally ordered) corresponding adjacent
events within Ei for which the local predicate is true.

Intervals are denoted by capitals X, Y , and Z. For event e,
there are two special consistent cuts # e and e " . # e is the
maximal set of events that happen before e. e " is the set of

all events up to and including the earliest events at each
process for which e happens before the events.

Definition 1 (Past and future cuts). The cut # e is defined as

fe0 j e0 � eg. The cut e " is defined as

fe0 j e0 6� eg
[

fei ð1 � i � nÞ j ðei � eÞ
^

ð8e0i for which e0i � ei; e
0
i 6� eÞg:

The system state after the events in a cut is a global state;

if the cut is consistent, the corresponding system state is
termed a consistent global state and denotes a meaningful
observation of a global state [9]. Each interval can be viewed

as defining an event of coarser granularity at that process,
as far as the local predicate of interest is concerned. Such

higher-level events [19], one from each process, can also be
used to identify a global state [9].

We assume that vector clocks are available [11], [14],
[28]—the vector clock V has the property that

e � f()V ðeÞ < V ðfÞ. Such vector clocks provide logical

time in the system. Each process Pi maintains a vector clock

Vi of size n. The clock operation is described later in
Section 3.2. Logical time and vector clocks evolved as a

substitute for physical time for causality-based applications
[33], [34]. We use logical vector clocks because they offer the
following advantages over synchronized (scalar) physical

clocks:

1. Vector clocks inherently capture the partial order
ðE;�Þ and the causality relation in the execution by
correlating send and receive events across the
processes [14], [22], [28]. Specifically, causal relation-
ships get manifested in network messages and clock
values.

2. Vector clocks can inherently capture and represent
the knowledge of the states (i.e., of a relevant
property at the various states) of other processes
[22]. At any event, the latest progress that can be
inferred about other processes is available.

These advantages help in fusing causality-based event
information and reduce the postprocessing; inferencing of
causality-based properties can be easily performed using
the axiom system [19]. Physical clocks define a linear order
on the events and do not provide a handle to represent the
progress known to be made by other processes. Further,
interprocess dependencies [25] are not captured. Using
physical clocks, if event e at Pi has a smaller timestamp than
event f at Pj, the only definitive conclusion is that there is
no causal dependency from f to e, i.e., f 6� e. Nothing can
be inferred about e � f [22], [33]. Thus, physical clocks
—whether perfect or synchronized via GPS [27], NTP [29],
or any of the many clock synchronization protocols for
wired as well as wireless media, such as those surveyed in
[13], [36]—do not offer the mechanism for dealing with
causality relations.

2.2 Background

2.2.1 Possibly=Definitely Temporal Modalities

Specifying predicates on the system state provides an
important handle to specify and detect the behavior of a
system. For unstable predicates, the condition encoded by
the predicate may not persist long enough for it to be true
when the predicate is evaluated. Furthermore, due to the
inherent limitations of observing a distributed system, even
if a predicate is found to be true by a central monitor, it may
not have ever held during the actual execution. Specifically,
global snapshot protocols are not useful to detect unstable
predicates—even if the predicate is detected, it may never
have held and the predicate may have held even if it is not
detected. Cooper and Marzullo [12] therefore proposed two
modalities that apply to the entire distributed execution.

. Possiblyð�Þ: There exists a consistent observation of
the execution such that predicate � holds in a global
state of the observation.

. Definitelyð�Þ: For every consistent observation of
the execution, there exists a global state of it in which
predicate � holds.

2.2.2 Conjunctive Predicates

Cooper and Marzullo also proposed an online centralized
algorithm to detect Possiblyð�Þ and Definitelyð�Þ for an
arbitrary predicate �. The algorithm works by building a
lattice of global states. Although it detects generalized global
predicates, the complexityof thealgorithm is cn,where c is the
maximum number of events on any process and n is the
number of processes. To reduce the complexity of the
algorithm, researchers have focused on the important class
of conjunctive global predicates. A conjunctive predicate � ¼
^i�i can be expressed as a conjunction of various local
predicates�i, where�i is defined on variables that are local to
process Pi. In this paper, we consider such conjunctive
predicates. Garg and Waldecker [15], [16] presented centra-
lized algorithms to detect Possiblyð�Þ and Definitelyð�Þ for
conjunctivepredicates,withmessagespace, storage, and time
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complexity of Oðn2mÞ, where m is the maximum number of
messages sent by any process. Distributed algorithms to
detectPossiblyð�Þ andDefinitelyð�Þ such as those in [18] and
[7], respectively, have at least as much complexity.

2.2.3 Orthogonal Set of Pairwise Modalities

Table 2 gives six causality-based relations that were defined
in [19] to capture the interaction between a pair of intervals.
The relations R1-R4 and S1-S2 are expressed in terms of the
quantifiers over intervals X and Y . Relations R1 (strong
precedence), R2 (partially strong precedence), R3 (partially

weak precedence), R4 (weak precedence) define causality
conditions. S1 (independent events) and S2 (round-trip
interaction) define coupling conditions.

Two models of time are assumed—dense and nondense. In
the dense time model, an interval is defined over an infinite
dense set E; between any two events in the interval, there is
yet another event. Assuming dense time, there are
29 possible mutually exclusive interaction types between a
pair of intervals [19], as given in the upper part of Table 3.
The 29 interaction types are specified using Boolean vectors.
The six relations R1-R4 and S1-S2 on ðX;Y Þ and on ðY ;XÞ
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TABLE 2
Dependent Relations for Interactions between Intervals X and Y [19]

Tests for the relations [20] are given in the third column and are explained in Section 3.

TABLE 3
The 40 Orthogonal Relations in < [19]

The upper part gives the 29 relations assuming dense time. The lower part gives 11 additional relations if dense time is assumed.



form a Boolean vector of length 12. Any two intervals at two
processes are related by one and only one interaction type
and no interaction type can be expressed in terms of the
other interaction type—hence, the 29 interaction types form
an orthogonal set of relations. Among these 29 interactions,
there are 13 pairs of inverses and three are self-inverses. For
example, IHðX;Y Þ is equivalent to IKðY ;XÞ as IH and IK
are inverses of each other. Fig. 1 illustrates these interac-
tions. Interval X is shown in a fixed position using a shaded
rectangle, whereas multiple instances of interval Y , in-
dicated using horizontal lines, are in different positions
relative to X. minðXÞ and maxðXÞ denote the least and
greatest element of interval X, respectively. # minðXÞ,
# maxðXÞ, minðXÞ " , and maxðXÞ " denote consistent cuts.
The interaction type of each position of Y relative to X is
labeled by IA through IX (and their modifiers). Five
positions of Y have two labels each. The distinction between
the two interaction types represented in each of the five
pairs of labels arises due to the S1 and S2 relations and is
shown at the right.

The nondense time model allows 11 interaction types

between a pair of intervals, defined in the lower part of

Table 3, in addition to the 29 identified above. There are five

pairs of inverses and one is its own inverse. These

interactions are illustrated in [19], which also explains the

significance of the nondense time model. The set of

40 orthogonal interaction types, also referred to interchang-

ably as modalities or relations, henceforth is denoted <.
Examples of how the < modalities provide useful informa-

tion that is not provided by the Possibly=Definitely

classification are given in [20].

2.2.4 Modalities for Global Predicates

Observe that, for any predicate �, three orthogonal relational

possibilities hold under the Possibly/Definitely classification:

1 ) Definitelyð�Þ, 2 ) :Definitelyð�Þ ^ Possiblyð�Þ, 3 )

:Possiblyð�Þ. The 40 fine-grained orthogonal relational

possibilities in < have been mapped to the three orthogonal

relational possibilities based on the Possibly/Definitely classi-

fication (see [20]). Table 4 shows thismapping, assuming that

the conjunctivepredicate� isdefinedon twoprocesses.When

conjunctivepredicate� is definedover variables that are local

to n > 2 processes, one can still express the three possibilities

1) Definitelyð�Þ, 2 ) :Definitelyð�Þ ^ Possiblyð�Þ, and

3) :Possiblyð�Þ, in terms of the fine-grained 40 independent

relations between Cn
2 pairs of intervals. Not all

40C
n
2 combinations will be valid—the combinations have to

satisfy the axiom system given in [19].

Theorem 1 [20]. Consider a conjunctive predicate � ¼ ^i�i. The

following results are implicitly qualified over a set of intervals,

containing one interval per process:

. Definitelyð�Þ holds if and only if
V

ð8i2NÞð8j2NÞ
½Definitelyð�i ^ �jÞ�.

. :Definitelyð�Þ ^ Possiblyð�Þ holds if and only if

ð9i 2 NÞð9j 2 NÞ:Definitelyð�i ^ �jÞ
^

^
ð8i2NÞð8j2NÞ

½Possiblyð�i ^ �jÞ�

0
@

1
A:

. :Possiblyð�Þ holds if and only if

ð9i 2 NÞð9j 2 NÞ:Possiblyð�i ^ �jÞ:

Example. Let � be ai ¼ 8 ^ bj ¼ 7 ^ ck ¼ 2. Let ai, bj, and

ck be 8, 7, 2, respectively, in intervals Xi, Yj, and Zk,

respectively, and let ICðXi; YjÞ, IRðYj; ZkÞ, and

IHðZk;XiÞ be true. See Fig. 2. Then, by Theorem 1,

w e h a v e 1 ) :Definitelyðai ¼ 8 ^ bj ¼ 7Þ a n d

Possiblyðai ¼ 8 ^ bj ¼ 7Þ, 2) :Definitelyðbj ¼ 7 ^ ck ¼ 2Þ
and Possiblyðbj ¼ 7 ^ ck ¼ 2Þ, and 3) :Definitelyðai ¼
8 ^ ck ¼ 2Þ and Possiblyðai ¼ 8 ^ ck ¼ 2Þ. By Theorem 1,

we have the modality Possiblyð�Þ ^ :Definitelyð�Þ.
Conversely, if Possiblyð�Þ ^ :Definitelyð�Þ is known in

the classical course-grained classification, the fine-

grained classification gives the added information:

ICðXi; YjÞ, IRðYj; ZkÞ, and IHðZk;XiÞ.
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3 FRAMEWORK AND DATA STRUCTURES

3.1 Framework

Given a conjunctive predicate, for each pair of intervals
belonging to different processes, each of the 29 (40) possible
independent relations in the dense (nondense) model of
time can be tested for using the bit-patterns for the
dependent relations, as given in Table 3. The tests for the
relations R1, R2, R3, R4, S1, and S2 are given in the third
column of Table 2 using vector timestamps [14], [28]. Recall
that the interval at a process is used to identify the period
when some local property (using which the predicate � is
defined) holds. V �

i and V þ
i denote the vector timestamps at

process Pi at the start of an interval and the end of an
interval, respectively. V x

i denotes the vector timestamp of
event xi at Pi. Observe from Table 2 that, to test for R1, R2,
R3, and R4, an overhead of Oð1Þ time complexity is needed
if the timestamps of the start and the end of the intervals are
known. However, for relations S1 and S2, if the tests are
applied in a naive manner, then it is also necessary to know
about all the events in each interval.

Processes P1; P2; . . . ; Pn need to identify appropriate data,
such as the timestamps of the start and end events of their
local intervals and timestamps of other communication
events within the intervals, to track locally. This information
can be sent using the network asynchronously and without
any timing requirements to a central data fusion server P0.
The only requirement is that, between any process and the
data fusion server, the logical link must be FIFO. The data
fusion server maintains queues Q1; Q2; . . . ; Qn for interval
information from each of the processes. The server P0 itself
may be a more powerful computing device than the typical
nodes deployed in the field. For each of the problems to be
solved, the server runs an appropriately devised algorithm
to process the interval information it receives in the queues.
The algorithm logic has to detect “concurrent” pairwise
interactions for each pair of intervals, considering only one
interval from each process at a time as being a part of a

potential solution. A challenge to solving Fine Rel is to

formulate the necessary and sufficient conditions to

determine when to eliminate the received information

about intervals from the queues in order to process the

queues efficiently. These conditions are critical because

intervals that have been determined as not forming part of a

solution should get deleted from the queues at P0 so that

they are not considered in testing with other intervals.

Efficient data structures also need to be identified carefully.

It is important that the online algorithm has very low

message, space, and time complexity, particularly keeping

in mind the requirements of mobile networks—low power

availability and low bandwidth utilization.
For Fine Poss and Fine Def , a critical new challenge is

to formulate different necessary and sufficient conditions

(than for Fine Rel) to determine when to eliminate

information about the intervals in the queues at P0. This is

because the deletion of the interval information cannot be

done based on the examination of whether a single relation

ri;j is satisfied for processes ðPi; PjÞ, as will be shown in

Section 5.
We assume that interval X occurs at Pi and interval Y

occurs at Pj. For any two intervalsX andX0 that occur at the

same process, ifR1ðX;X0Þ, then we say thatX is a predecessor

ofX0 andX0 is a successor ofX. Also, there are amaximumof p

intervals at any process. The operations and data structures

required by the algorithms to solve Problems Fine Rel,

Fine Poss, Fine Def , and All Pairs Fine Rel can be

divided into two parts. The first part, common to all the

algorithms, runs on each of the n processes P1 to Pn and is

given in this section. The second part of each algorithm runs

on the data fusion process P0 and is presented in later

sections.

3.2 Clock and Log Operations

Each process Pi, where 1 � i � n, maintains the following

data structures:

. Vi : array ½1::n� of integer. This is the vector clock.

. Ii : array ½1::n� of integer. This is an Interval Clock,
which tracks the latest intervals at processes. Ii½j� is
the timestamp Vj½j� when �j last became true.
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Fig. 2. Example to show fine-grained relations across n ¼ 3 processes.

TABLE 4
Refinement Mapping [20]

The upper part shows the 29 mappings under the dense time model.
Under the nondense time model, the 11 additional mappings in the lower
part also apply.



. Logi: Contains the information to be sent to the
central process.

Fig. 3 shows how to maintain the vector clock (Rules 1-3)
[14], [28] and the Interval Clock (Rules 2, 4, 5) proposed in
this paper. To maintain Logi, the required data structures
and operations are defined in Fig. 4. Logi is constructed and
sent to the central process using the protocol shown. The
central process uses the Logs received to determine the
relationship between two intervals.

3.3 Complexity Analysis at Pi ð1 � i � nÞ
Theorem 2. The average space complexity at Pi ð1 � i � nÞ is

6n� 2 integers.

Proof. Consider the construction algorithm for Log (Fig. 4).
Each Log stores the start (V �) and the end (V þ) of an
interval, which requires 2n integers. Furthermore, an
Event_Interval is added to the Log for every component of
Interval Clock which is modified due to the receive of a
message. As a change in a component of Interval Clock

implies the start of a new interval on another process, the
total number of times the component of Interval Clock

can change is equal to the number of intervals on all the

processes. Thus, the total number of Event Interval

which can be added to the Logs of a single process is

ðn� 1Þp. This takes 2ðn� 1Þp integers per process. Thus,

the total space for a single Log at a process can be up to

2nþ 2ðn� 1Þp. However, the total space needed for Logs

corresponding to all p intervals on a single process is

2ðn� 1Þpþ 2np. This gives an average of 4n� 2 integers

per Log at a process. As only one Log exists at a time, the

average space requirement at a process Pi ð1 � i � nÞ at
any time is the sum of space required by vector clock,

Interval Clock, and Log, which is 6n� 2 integers. tu
Theorem 3 (Message complexity).

. The total number of messages sent by the processes to
P0 is Oðminðnp; 2ms þ 2mrÞÞ.

. The total message space overhead is
Oðminð4n2p� 2np; ð6ms þ 4mrÞnÞÞ.

Proof. The message complexity can be determined in two

ways:

1. As one message is sent per interval, the number of
messages is OðpÞ for each Pi ði 6¼ 0Þ. This gives a
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Fig. 3. The vector clock and the Interval Clock.

Fig. 4. Data structures and operations to construct Log at Pi (1 � i � n).



total message complexity of OðnpÞ. On average,
the size of each message is 4n� 2 as each message
contains the Log. The total message space over-
head for a particular process is the sum of all the
Logs for that process, which was shown to be
4np� 2p. Hence, the total message space com-
plexity is 4n2p� 2np ¼ Oðn2pÞ.

2. An optimization of message size can be used. The
Log corresponding to an interval is sent to the
central process only if the relationship between
the interval and all other intervals (at other
processes) is different from the relationship which
its predecessor interval had with all the other
intervals (at other processes). Two successive
intervals, Y and Y 0, on process Pj will have the
same relationship if no message is sent or
received by Pj between the start of Y and the
end of Y 0. For each message exchanged between
processes, a maximum of four interval Logs need
to be sent to the central process because two
successive intervals (Y and Y 0) will have different
relationships if a receive or a send occurs between
the start of Y and end of Y 0. This makes it
necessary to send two interval Logs for a send
event and two for a receive event. Hence, if there
are ms number of send events and mr number of
receive events in the execution (ms ¼ mr for
unicasts), then a total of 2ms þ 2mr intervals
needs to be sent to the central process in 2ms þ
2mr control messages, while the total message
space overhead is bounded by

2ms:nþ ð2ms þ 2mrÞ:2n ¼ 6msnþ 4mrn:

The first term, 2ms:n, arises because, for every

message sent, each other process eventually (due

to transitive propagation of Interval Clock) may

need to insert an Event Interval tuple in its Log.

This can generate an upper bound of 2nms

overhead in Logs across the n processes. The
second term, ð2ms þ 2mrÞ:2n, arises because the

vector clock at the start and end of each interval is

sent with each of the 2nms þ 2nmr control

messages.

Hence, the total number of control messages sent to
P0 and the total message space overhead is the lesser
of when either all the intervals are sent or when four
intervals are sent for each message exchanged. Thus,
the total number of messages sent is Oðminðnp; 2ms þ
2mrÞÞ and the total message space overhead is
Oðminð4n2p� 2np; ð6ms þ 4mrÞnÞÞ. tu

4 ALGORITHM Fine Rel
(FINE-GRAINED RELATIONS)

To solve Problems Fine_Poss and Fine_Def, we first solve the

intermediate problem Fine_Rel, which was defined in

Section 1. Recall that the given relations fri;j; 8i; jg must

satisfy the axioms on< [19] for a solution to potentially exist.
Algorithm Overview. The algorithm detects a set of

intervals, one on each process, such that each pair of

intervals satisfies the relationship specified for that pair of
processes. If no such set of intervals exists, the algorithm
does not return any interval set. The central process P0

maintains n queues, one for Logs from each process, and
determines which orthogonal relation holds between pairs
of intervals. The queues are processed using “pruning,”
described below. If there exists an interval at the head of
each queue and these intervals cannot be pruned, then these
intervals satisfy ri;j 8 i; j, where i 6¼ j and 1 � i; j � n, and,
hence, these intervals form a solution set.

The notion of pruning is developed by first defining the
prohibition function and the allows relation.

Definition 2 (Prohibition function). Function H : < ! 2< is
defined to be Hðri;jÞ ¼ fR 2 < j R 6¼ ri;j ^ if RðX;Y Þ is

true then ri;jðX;Y 0Þ is false for all Y 0 that succeed Y g.

Intuitively, for each ri;j 2 <, the prohibition function
Hðri;jÞ is the set of all orthogonal relations R ( 6¼ ri;j) such
that if RðX;Y Þ is true, then ri;jðX;Y 0Þ can never be true for
any successor Y 0 of Y . Hðri;jÞ is the set of relations that
prohibit ri;j from being true in the future.

Two relations, R0 and R00 (where R0 6¼ R00), in < are
related by the allows relatione> if the occurrence of R0ðX;Y Þ
does not prohibit R00ðX;Y 0Þ for some successor Y 0 of Y .

Definition 3 (“allows” relation). e> is a relation on < � <
such that R0e> R00 if 1) R0 6¼ R00 and 2) if R0ðX;Y Þ is true,
then R00ðX;Y 0Þ can be true for some Y 0 that succeeds Y .

Example. ICe> IB because 1) IC 6¼ IB and 2) if ICðX;Y Þ is
true, then there is a possibility that IBðX;Y 0Þ is also true,
where Y 0 succeeds Y .

Lemma 1. For R 6¼ ri;j, if R 2 Hðri;jÞ, then R 6e> ri;j, else if

R 62 Hðri;jÞ, then Re> ri;j.
Proof. If R 2 Hðri;jÞ, using Definition 2, it can be inferred

that if RðX;Y Þ is true, then ri;j is false for all Y 0 that
succeed Y . This does not satisfy the second part of
Definition 3. Hence, R 6e> ri;j. If R 62 Hðri;jÞ and R 6¼ ri;j, it
follows that if RðX;Y Þ is true, then ri;jðX;Y 0Þ can be true
for some Y 0 that succeeds Y . This satisfies Definition 3
and, hence, Re> ri;j. tu

Table 5 givesHðri;jÞ for each of the 40 interaction types in
<. The table is constructed by analyzing each interaction
pair in <.
Example. The third row gives Hðri;jÞ for IC and IV . From

the second column,

HðICi;jÞðXi; YjÞ ¼ fIA; IB; IF; II; IP ; IO; IUX; IOPg:

Hence, for instance, if IBðXi; YjÞ, then ICðXi; Y
0
j Þ will

never hold for any successor Y 0
j of Yj. From the third

column, HðIVi;jÞðXi; YjÞ ¼ < n fIQ; IV g. Hence, for in-
stance, if IHðXi; YjÞ, then IV ðXi; Y

0
j Þ will never hold for

any successor Y 0
j of Yj.

We now state an important result between any two
relations in < that satisfy the “allows” relation and the
existence of the “allows” relation between their respective
inverses. Specifically, if R0 allows R00, then Theorem 4 states
that R0�1 necessarily does not allow relation R00�1. The
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theorem can be observed to be true from Lemma 1 and

Table 5 by a case-by-case analysis.

Theorem 4. For R0; R00 2 <, if R0e> R00, then R0�1 6e> R00�1.

Example. ICe> IB ) IV ð¼ IC�1Þ 6e> IRð¼ IB�1Þ, which is

true. Note that R0 6¼ R00 in the definition of relation e> is

necessary; otherwise, R0e> R0 will become true and, from

Theorem 4, we get R0�1 6e> R0�1, which leads to a

contradiction.

Lemma 2. If the relationship RðX;Y Þ between intervals X and

Y (at processes Pi and Pj, respectively) is contained in the set

Hðri;jÞ, then interval X can be removed from the queue Qi.

Proof. From the definition of Hðri;jÞ, we get that ri;jðX;Y 0Þ
cannot exist, where Y 0 is any successor interval of Y .

Hence, interval X can never be a part of the solution and

can be deleted from the queue. tu
Lemma 3. If the relationship between a pair of intervals X and Y

(at processes Pi and Pj, respectively) is not equal to ri;j, then

either interval X or interval Y can be removed from the queue

Qi or Qj, respectively.

Proof. We use contradiction. Assume relation RðX;Y Þ
( 6¼ ri;jðX;Y Þ) is true for intervals X and Y . From

Lemma 2, the only time neither X nor Y will be deleted

is when R 62 Hðri;jÞ and R�1 62 Hðrj;iÞ. From Lemma 1, it

can be inferred that R e> ri;j and R�1e> rj;i. As r�1
i;j ¼ rj;i,

we get R e> ri;j and R�1e> r�1
i;j . This is a contradiction as,

by Theorem 4, Re> ri;j ) R�1 6e> r�1
i;j . Hence, R 2 Hðri;jÞ

or R�1 2 Hðrj;iÞ or both and, thus, at least one of the

intervals can be deleted. tu

Observe from Table 5 that it is possible that both
intervals being compared can be deleted.

Example. If ri;j ¼ IB is to be detected and it is determined
that RðXi; YjÞ holds, where

RðXi; YjÞ 2 fIF ; II; IP ; IO; IU; IX; IUX; IOPg � Hðri;jÞ;

then Xi should be deleted. Also, we have that

R�1ðYj;XiÞ 2
fIF�1; IP�1; IO�1; IU�1; IX�1; IUX�1; IOP�1g � Hðrj;iÞ

and, hence, Yj should also be deleted. This can also be
seen from Fig. 1.

Theorem 5. Algorithm Fine_Rel run by P0 in Fig. 6 solves
Problem Fine_Rel.

Proof sketch. Lemma 2, which allows queues to be pruned
correctly, is implemented in the algorithm at P0. The
code shown is executed atomically when an interval
arrives at P0. The orthogonal interaction RðX;Y Þ
between a pair of intervals X and Y being considered
is determined in line 12. This determination is done by
evaluating R1 to R4 using the tests in Table 2 and by
evaluating S1 and S2 using the tests in Fig. 5 that
implement their definitions in Table 2. Using this
information, the bit-vector in Table 3 identifies the
orthogonal interaction type between X and Y . The
algorithm deletes interval X as soon as RðX;Y Þ 2
Hðri;jÞ (lines 13-17). Similarly, Y is deleted if RðY ;XÞ 2
Hðrj;iÞ (lines 15-17). Thus, an interval gets deleted only if
it cannot be part of the solution. Also, clearly, each
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Hðri;jÞ for the 40 Independent Relations in <
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interval gets processed unless a solution is found using a

predecessor interval from the same process. Lemma 3

gives the unique property that if RðX;Y Þ 6¼ ri;j, then

either interval X or interval Y is deleted. A consequence

of this property is that if every queue is nonempty and

their heads cannot be pruned, then a solution exists and

the set of intervals at the head of each queue forms a

solution.
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The set updatedQueues stores the indices of all the
queues whose heads got updated. In each iteration of the
while loop, the indices of all the queues whose heads
satisfy Lemma 2 are stored in set newUpdatedQueues
(lines 13-16). In lines 17 and 18, the heads of all these
queues are deleted and indices of the updated queues
are stored in the set updatedQueues. Observe that only
interval pairs which were not compared earlier are
compared in subsequent iterations of thewhile loop. The
loop runs until no more queues can be updated. If, at this
stage, all the queues are nonempty, then a solution is
found (follows from Lemma 3). If a solution is found,
then, for the intervals X (at Pi) and Y (at Pj) stored at the
heads of these queues, we have RðX;Y Þ ¼ ri;j. tu

Theorem 6. Algorithm Fine Rel has the following complexities:

. The total space complexity at process P0 is
Oðminðð4n� 2Þnp; ð6ms þ 4mrÞnÞÞ.

. The average time complexity at P0 is
Oððn� 1Þminðð2ms þ 2mrÞ; pnÞÞ. This is equivalent
to Oðn2MÞ, where M is maximum number of entries
in a queue.

Proof. For the central process P0, the total space required is
Oðminðð4n� 2Þnp; ð6ms þ 4mrÞnÞÞ because the total
space overhead at P0 is equal to the total message space
complexity (see Theorem 3).

The time complexity is the product of the number of
steps required to determine an orthogonal relationship
from < and the number of relationships determined.

Consider the first part of the product:

. The total number of interval pairs between any
two processes Pi and Pj is p2. To determine
R1ðX;Y Þ to R4ðX;Y Þ and R1ðY ;XÞ to R4ðY ;XÞ,
as eight comparisons are needed for each interval
pair, 8p2 comparisons are necessary for any pair
of processes.

. To determine the number of comparisons required
by S1 and S2, consider the maximum number of
Event Intervals stored in Logj:p log½i� that are sent
over the execution lifetime to the central process as
part of the Logs. This is the maximum number of
Event Intervals corresponding to Pi stored in Qj

over Pj’s execution lifetime. An Event Interval is
added to Logj:p log½i� only when there is a change
in the ith component of Interval Clock at the
receive of a message. As the ith component of
Interval Clock changes only when a new interval
starts, the total number of times the ith compo-
nent of Interval Clock changes is at most equal to
p, the maximum number of intervals occurring on
the other process Pi. From Fig. 5, it can be
observed that, for each Event Interval, there is
one comparison. Thus, to determine the relation-
ship between an interval on Pj and all other
intervals on Pi, the number of comparisons is
equal to p. As there are p intervals on Pj, a total of
p2 comparisons are required to determine S1 or
S2. Hence, the total number of comparisons to
determine S1ðX;Y Þ, S2ðX;Y Þ, S1ðY ;XÞ, and
S2ðY ;XÞ is 4p2.

This gives a total of 8p2 þ 4p2 ¼ Oðp2Þ comparisons to
determine the relation between each pair of intervals on a
pair of processes. As there are a total of p2 intervals pairs
between two processes, the average number of compar-
isons required to determine a relationship is Oð1Þ.

To analyze the second part of the product, consider
Fig. 6. For each interval considered from one of the
queues in updatedQueues (lines 6-12), the number of
relations determined is n� 1. Thus, the number of
relations determined for each iteration of the while loop
is ðn� 1ÞjupdatedQueuesj, where jupdatedQueuesj de-
notes the number of entries in updatedQueues. The
cumulative

P
jupdatedQueuesj over all iterations of the

while loop is less than the total number of intervals over
all the queues. Thus, the total number of relations
determined is less than ðn� 1Þminð2ms þ 2mr; pnÞ,
where minð2ms þ 2mr; npÞ is the upper bound on the
total number of intervals over all the queues. As the
average time required to determine a relationship is
Oð1Þ, the average time complexity of the algorithm is
equal to Oððn� 1Þminð2ms þ 2mr; pnÞÞ.

The average time complexity is equivalently ex-
pressed using M, the maximum number of entries in a
queue, as follows: The total number of intervals over all
the queues is OðnMÞ. As the total number of relations
determined is ðn� 1Þ

P
jupdatedQueuesj over all the

iterations of the while loop, this is equivalent to
ðn� 1Þ:nM ¼ Oðn2MÞ. This is also the average time
complexity as it takes Oð1Þ time on average to determine
a relationship. tu

Table 1 compares the complexities of Fine Rel with
those of earlier algorithms [15], [16] to detect Possibly and
Definitely. The earlier algorithms computed their time
complexity at P0 as Oðn2MÞ, not in terms of ms, mr, or p.
They did not give the space complexity at P0. As each
control message in these earlier algorithms carries a fixed
size OðnÞmessage overhead and a control message is sent to
P0 for every message send/receive event, we computed
their total space complexity and average time complexity at
P0 as OðnmrÞ. This enables a direct comparison with the our
algorithm. Further, we have also computed our average
time complexity, using M, as Oðn2MÞ. In our algorithm,
note that M � p; M ¼ p if the message overhead optimiza-
tion is not used. We do not express the total space at P0 in
terms of M because the queue entries are of variable size,
with an average size of ð4n� 2Þ integers.

5 ALGORITHMS Fine Poss AND Fine Def

By leveraging Theorem 1 and the mapping of fine-grained
modalities to Possibly and Definitely modalities, as given
in Table 4, we address the problems of determining whether
Possiblyð�Þ and Definitelyð�Þ hold. If either of these two
coarse-grained modalities holds, we can also determine the
exact fine-grained orthogonal relation/modality between
each pair of processes, unlike any previous algorithm.
Further, the time, space, and message complexities of the
proposed online (centralized) detection algorithms (Algo-
rithms Fine Poss and Fine Def) to detect Possibly and
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Definitely in terms of the fine-grained modalities per pair
of processes are the same as those of the earlier online
(centralized) algorithms [15], [16] that can detect only
whether the Possibly and Definitely modalities hold.

Recall that< is a set of orthogonal relations and, hence, one
and only one relation from <must hold between any pair of
intervals. Consider the case where, for each pair of processes
ðPi; PjÞ, there is a set r	i;j 
 < such that some relation in r	i;j
must hold. Now, consider the objective where we need to
identify one interval per process such that, for each process
pair ðPi; PjÞ, some relation in r	i;j holds for that ðPi; PjÞ. We
formalize this objective by generalizing the detection pro-
blem Fine Rel to problem Fine Rel0, as follows:

Problem Fine Rel0 Statement. Given a set of relations r	i;j 
 <
for each pair of processes Pi and Pj, determine online the

intervals, if they exist, one from each process, such that any

one of the relations in r	i;j is satisfied (by the intervals) for each

(Pi; Pj) pair. If a solution exists, identify the fine-grained

interaction from < for each pair of processes.

To solve Fine Rel0, given an arbitrary r	i;j, a solution
based on Algorithm Fine Rel (Fig. 6) will not work because,
in the crucial tests in lines 13-14, neither interval may be
removable and yet none of the relations from r	i;j might hold
between the two intervals. This leads to deadlock! To see
this further, let r1; r2 2 r	i;j and let RðX;Y Þ hold, where
R 62 r	i;j. Now, let R 2 Hðr1Þ, R�1 62 Hðr1�1Þ, R 62 Hðr2Þ,
R�1 2 Hðr2�1Þ. Interval X cannot be deleted because
R 62 Hðr2Þ, implying that r2ðX;Y 0Þ may be true for a
successor Y 0 of Y . Interval Y cannot be deleted because
R�1 62 Hðr1�1Þ, implying that r1�1ðY ;X0Þ may be true for a
successor X0 of X. Therefore, a solution based on Algorithm
Fine Rel will deadlock and a more elaborate (and pre-
sumably more expensive) solution will be needed.

Example. Let r	i;j ¼ fIB; IGg and let RðX;Y Þ ¼ IH. Neither
X nor Y can be deleted.

We now identify and define a special property, termed
CONVEXIT Y, on r	i;j such that the deadlock is prevented.
Informally, this property says that there is no relation R

outside r	i;j such that, for any r1; r2 2 r	i;j, R e> r1 and
R�1e> r2�1. This property guarantees that, when intervals X
and Y are compared for r	i;j and RðX;Y Þ holds, either X or
Y or both get deleted and, hence, there is progress. The sets
r	i;j, derived from Table 4, that need to be detected to solve
Problems Fine_Poss and Fine_Def satisfy this property. We
therefore observe that problems Fine_Poss and Fine_Def are
special cases of Problem Fine Rel0 in which the property
CONVEXIT Y on r	i;j is necessarily satisfied. To solve
Problems Fine Poss and Fine Def , we then use the

generalizations of Lemmas 2 and 3, as given in Lemmas 4
and 5, respectively, to first solve Fine Rel0.

Definition 4 (Convexity).

CONVEXIT Y : 8R 62 r	i;j :

8ri;j 2 r	i;j; R 2 Hðri;jÞ
_

8rj;i 2 r	j;i; R
�1 2 Hðrj;iÞ

� �
:

Lemma 4. If the relationship RðX;Y Þ between intervals X and

Y (at processes Pi and Pj, respectively) is contained in the setT
ri;j2r	i;j

Hðri;jÞ, then interval X can be removed from the

queue Qi.

Proof. From the definition of Hðri;jÞ, we infer that no
relation ri;jðX;Y 0Þ, where ri;j 2 r	i;j and Y 0 is any
successor interval of Y on Pj, can be true. Hence,
interval X can never be a part of the solution and can be
deleted from the queue. tu

Lemma 5. If the relationship RðX;Y Þ between a pair of intervals

X and Y (at processes Pi and Pj, respectively) does not belong

to the set r	i;j, where r	i;j satisfies property CONVEXIT Y,
then either intervalX or interval Y is removed from the queue.

Proof. We use contradiction. Assume relation RðX;Y Þ
( 62 r	i;jðX;Y Þ) is true for intervals X and Y . From

Lemma 4, the only time neither X nor Y will be deleted

is when bothR 62
T

ri;j2r	i;j
Hðri;jÞ andR�1 62

T
rj;i2r	j;i

Hðrj;iÞ.
However, as r	i;j satisfies property CONVEXIT Y, we

have that R 2
T

ri;j2r	i;j
Hðri;jÞ or R�1 2

T
rj;i2r	j;i

Hðrj;iÞmust

be true. Thus, at least one of the intervals can be deleted

by an application of Lemma 4. tu
The proof of the following theorem is similar to the proof

of Theorem 5.

Theorem 7. If the set r	i;j satisfies property CONVEXIT Y, then
Problem Fine Rel0 is solved by replacing lines 13 and 15 in

Algorithm Fine Rel in Fig. 6 by lines 13 and 15 in Fig. 7.

Proof. Analogous to the proof of Theorem 5. Use Lemmas 4
and 5 instead of Lemmas 2 and 3, respectively, and
reason with r	i;j instead of with ri;j. tu

Corollary 1. The time, space, and message complexities of

Algorithm Fine Rel0 are the same as those of Algorithm

Fine Rel, which were stated in Theorem 6.

Proof. The only changes to Algorithm Fine Rel are in

lines 13 and 15. In Algorithm Fine Rel0, instead of

checking RðX;Y Þ for membership in Hðri;jÞ in line 13,

RðX;Y Þ is checked for membership in
T

ri;j2r	i;j
Hðri;jÞ.

Both Hðri;jÞ and
T

ri;j2r	i;j
Hðri;jÞ are sets of size between 0
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and j<j ¼ 40. An analogous observation holds for the

change on line 15. Hence, the time, space, and message

complexities of Fine Rel are unaffected in Fine Rel0. tu
To detect Possiblyð�Þ, r	i;j is set to the union of the

orthogonal interactions in the first two columns of Table 4.
We can verify (by case-by-case enumeration) that r	i;j does
satisfy Property CONVEXIT Y. Similarly, to detect
Definitelyð�Þ, r	i;j is set to the union of the orthogonal
interactions in the first column of Table 4. We can verify (by
case-by-case enumeration) that r	i;j does satisfy Property
CONVEXIT Y.

The following two theorems about using algorithm
Fine Rel0 (Fig. 7) to solve Problems Fine Poss and
Fine Def can be readily proven by using Theorem 1, the
refinement mapping of Table 4, and Theorem 7. The two
resulting algorithms are named Fine Poss and Fine Def ,
respectively.

Theorem 8. Algorithm Fine Rel modified to Algorithm
Fine Rel0 (Fig. 7) solves Problem Fine Poss (about
Possiblyð�Þ) when r	i;j is set to the union of the relations in
the first and second columns of Table 4.

Proof. From Theorem 1, Possiblyð�Þ is true if and only if
ð8i 2 NÞð8j 2 NÞPossiblyð�i ^ �jÞ. For any i and j,
Possiblyð�i ^ �jÞ is true if and only if RðXi; YjÞ is any
of the temporal relations given in the first two columns
of Table 4. When r	i;j is set to the union of the relations in
these two columns, we can verify (by case-by-case
enumeration) that r	i;j satisfies CONVEXIT Y. As Algo-
rithm Fine Rel0 is correct (by Theorem 7), when its r	i;j is
instantiated with the set above to get Algorithm
Fine Poss, we have that Fine Poss is also correct. tu

Theorem 9. Algorithm Fine Rel modified to Algorithm
Fine Rel0 (Fig. 7) solves Problem Fine Def (about
Definitelyð�Þ) when r	i;j is set to the union of the relations
in the first column of Table 4.

Proof. From Theorem 1, Definitelyð�Þ is true if and only if
ð8i 2 NÞð8j 2 NÞDefinitelyð�i ^ �jÞ. For any i and j,
Definitelyð�i ^ �jÞ is true if and only if RðXi; YjÞ is any
of the temporal relations given in the first column of
Table 4. When r	i;j is set to the relations in this column,
we can verify (by case-by-case enumeration) that r	i;j
satisfies CONVEXIT Y. As Algorithm Fine Rel0 is
correct (by Theorem 7), when its r	i;j is instantiated with
the set above to get Algorithm Fine Def , we have that
Fine Def is also correct. tu

In Algorithm Fine Rel0, when r	i;j is set to the values

as specified in Theorems 8 and 9 to detect Possibly

and Definitely, respectively, the set
T

ri;j2r	i;j
Hðri;jÞ used

in line 13 of the algorithm becomes fIAg and

fIA; IB; IC; IG; IH; II; IK; IV ; IM 00; IMN 00; IMNg, respec-
tively. An identical change occurs to the set

T
rj;i2r	j;i

Hðrj;iÞ
on line 15.

Corollary 2. The time, space, and message complexities of
Algorithms Fine Poss and Fine Def are the same as those
of Algorithm Fine Rel (stated in Theorem 6) and of
Algorithm Fine Rel0 (stated in Corollary 1).

Proof. Follows from Corollary 1 and the fact that r	i;j for
Fine Poss and Fine Def satisfy CONVEXIT Y and are
instantiations of r	i;j in Fine Rel0. tu

6 ALGORITHM All Pairs Fine Rel

Using the tests in Table 2 and Fig. 5, we can determine the 12-
bit pattern of Table 3 and, hence, the interaction type between
a pair of intervals. To determine the relations between all
pairs of intervals fromdifferent processes, the total number of
intervals stored at P0 across all the queues Q1 to Qn in the
worst case is pn. The number of runs of the tests required to
determine the relationbetweenall pairs of intervals is equal to
the total number of pairs of intervals, which is Cn

2 :p
2. To

reduce the memory overhead and the number of tests, the
following queue pruning scheme is used.

Lemma 6. If the relation R between an interval X and interval
Y is contained in the set S ¼ fr 2 < j rðX;Y Þ )
R2ðX;Y Þ ¼ 1 (defined in Table 3) g ¼ fIA; IB; II; IX; IO;
IP; IF ; IU; IUX; IOPg, then X and the successors of
interval Y being queued on Qj are related by IA and no
further comparison is needed between them.

Proof. As the control messages from any process are
received by P0 in FIFO order, the interval Y 0 that gets
queued after Y in Qj is a successor of Y . This, coupled
with the fact that RðX;Y Þ 2 S, implies V þ

i ðXÞ is less than
V þ
j ðY Þ, which in turn implies V �

j ðY 0Þ is greater than
V þ
i ðXÞ. Thus, the only relation possible between X and

Y 0 is IA. tu

Using Lemma 6, we can reduce the number of
comparisons.

Lemma 7. If Lemma 6 is satisfied for an interval X with respect
to at least one interval on each of the other queues, then
interval X can be removed from its queue.

Proof. As Lemma 6 is satisfied for interval X with respect to
at least one interval Yj on each other queue Qj, we
conclude that RðX;Y 0

j Þ ¼ IA between X and any
subsequent interval Y 0

j after Yj on Qj. Hence, we can
remove X from its queue. tu

The above lemma is used to decrease the memory
storage overhead for the central process P0. Both of the
above lemmas are used in the predicate detection algorithm
at P0. Fig. 8 gives an efficient algorithm to detect the
relationship between each pair of intervals.

Theorem 10. The algorithm run by P0 in Fig. 8 solves Problem
All Pairs Fine Rel.

Proof sketch. An interval X received at P0 is enqueued in
Qi and compared with intervals on all the other queues.
The algorithm stops comparison of interval X with
successors of interval Y as soon as X and Y satisfy
Lemma 6. The interval X is pruned from the queue after
it satisfies Lemma 7, i.e., it satisfies Lemma 6 with respect
to all the processes. This is determined by keeping an
n-bit array B for each of the intervals stored in the
queues at process P0. For interval X on queue Qi, the
n-bit array is represented by BX

i . If B
X
i ½j� is set to 1 when

comparing intervals X and Y (lines 8-9), then no
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comparison is needed between X and any successor of Y

because the relationship between X and successors of Y

will be IA. Thus, the relation between all interval pairs is

explicitly determined except when it is known to be IA

or IQ. tu
Theorem 11. Algorithm All Pairs Fine Rel has the following

complexities:

. The total message space complexity is Oðn2pÞ.

. The total space complexity at process P0 is Oðn2pÞ.

. The average time complexity at P0 is Oðn2p2Þ.
Proof. The total message space complexity can be shown as in

Theorem 3 to be Oðn2pÞ. The message optimization used

there is not applicable as all intervals need to be

considered in All_Pairs_Fine_Rel.
The space complexity at P0 is the space occupied by all

the queues. This includes the total message space
complexity and also the OðnÞ space for each of the np
instances of the B array. The space complexity at P0 is
thus Oðn2pÞ.

The time complexity is the product of the number of
steps required to determine a relationship from < and
the number of relationships determined.

. It was shown in the proof of Theorem 6 that 1) a
total of Oðp2Þ comparisons are needed to deter-
mine a relationship between each pair of intervals
on a given pair of processes and 2) it takes
average time Oð1Þ to determine a relationship.

. There are Cn
2 or Oðn2Þ pairs of processes.

Hence, the average time complexity of the algorithm is

Oðn2p2Þ. The actual time complexity is expected to be

much less as the number of comparisons may be greatly

reduced by using Lemmas 6 and 7. tu

7 OPERATION IN MOBILE SYSTEMS

The complexity of the algorithms to solve Fine Rel,

Fine Poss, and Fine Def is shown in Table 1. It can be

seen that these algorithms have low overhead. All the

measures at P0 are either linear or quadratic in n, the size of

the mobile ad hoc network. This indicates high scalability of

the algorithms. Most importantly, the size of the space

requirement at each process Pi (i 2 ½1; n�), which is both
space and energy constrained, is linear in n. This makes the

algorithm easily implementable and scalable.
Recall that mobility is implicitly permitted in the model

(Section 2.1). We now show how to implement the

algorithms in mobile ad hoc networks. The algorithms

require each process Pi (1 � i � n) to eventually and

asynchronously (via any routes) send its event stream to a

central data fusion server process P0 via a FIFO channel,

which can be achieved in mobile ad hoc networks. We use

hierarchical clustering to manage the network. Further

scalability can be achieved by using “hierarchical” time-
stamps based on logical clocks. Several efficient implemen-

tations of vector clocks, such as the difference method [35]

and others surveyed in [22], can also be used in conjunction.
In the hierarchical organization of the clusters, the data

fusion server P0 is the root and a logical tree is super-

imposed such that the mobile processes are the leaf nodes.

Communication paths from the leaves to the root can be

provided by the hierarchical mobile routing algorithms [2],

[3], [4], [26], [30], [32]. The FIFO channels between each Pi

(i 6¼ 0) and P0 can also be implemented using sequence

numbering with retransmissions at the application layer,
rather than in the MAC layer. For a kþ 1 level hierarchy,

each cluster at each level except the highest level can be

organized to have approximately � nodes, where n ¼ �k.

The above algorithms [2], [3], [4], [26], [30], [32] can be used

to maintain the hierarchical cluster organization despite

mobility and failures. For example, for greater fault

tolerance (to node failures), there can be some overlap

among the clusters [3]. In particular, the following can be

ensured using these algorithms:

. Despite mobility of the processes, the hierarchical
tree structure is maintained. Thus, some clusterhead
is always identified with each node, using handoff.

. Despite mobility, occasional lost connectivity, and
node deaths, a FIFO logical channel is maintained
between each Pi (1 � i � n) and P0.

. If a node dies, the algorithm at P0 is not blocked. If a
node in the hierarchy dies, the subtree rooted at that
node gets reconnected.
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. The algorithm works seamlessly and correctly with
backup data fusion server(s), in case of server
failure. Event stream routing transparently flips
over to the backup server while maintaining the
FIFO property from each node to the server.

The algorithms proposed in this paper used online,

centralized fusion of the data collected from distributed

processes. Although completely distributed and symme-

trical algorithms performing distributed data fusion can be

designed, they are not inherently suitable for mobile ad hoc

networks.

1. The full symmetry may replicate the data fusion
work at all the mobile nodes.

2. Decision-making often requires extra “meta-infor-
mation” after the fusion, and such meta-information
is best kept at some server P0 (with a few backup
replicas for fault tolerance). Mobile nodes may not
be capable of decision making and a known logical
location for decision making is preferred.

3. Fully symmetrical algorithms tend to place higher
overhead on all the participants, in terms of some/
all of space, time, and message complexity.

4. A distributed algorithm requires communication
between any pair of processes, thus requiring a more
elaborate routing scheme (any-to-any) and not just
between the leaves and the root. (Multicasting as in
[10] may be used for the distributed algorithm, but
multicast overheads would be incurred.)

8 CONCLUSIONS AND DISCUSSION

This paper proposed online algorithms for detecting

conjunctive predicates and behavioral patterns that can be

specified using a rich palette of fine-grained temporal mod-

alities. Algorithm Fine Rel solves a fundamental problem of

identifying a global state satisfying fine-grained interaction

modalities between each pair of processes. Algorithms

Fine Poss and Fine Def not only detect Possiblyð�Þ and

Definitelyð�Þ, respectively, but also (unlike previous algo-

rithms) return the pairwise fine-grained relations which

exist between all the intervals in the solution set. The space,

message and computational complexities of the previous

works for conjunctive predicate detection, which can detect

only Possiblyð�Þ [15] or only Definitelyð�Þ [16], are

compared with our algorithms in Table 1. All the complex-

ity measures for algorithms Fine Poss and Fine Def are

the same as those for the algorithms [15] and [16],

respectively. Thus, with the same overhead, algorithms

Fine Poss and Fine Def do the extra work of finding the

fine-grained relations which exist between the intervals

contained in the solution set for Possibly and Definitely.

The output of All_Pairs_Fine_Rel can be used to mine

patterns in the execution.
The space, communication, and time overheads of the

algorithms are low, making them deployable in resource-

constrained mobile ad hoc networks. The algorithms are

highly scalable in that the space requirement at each mobile

node is of the order of the size of the system. We showed

how to run the algorithms in a mobile ad hoc network.

Two distributed algorithms have been proposed for

F in e_Re l . The f i r s t a lgo r i thm [5 ] , [ 6 ] u se s

Oðnminðnp; 4mnÞÞ messages of size OðnÞ each (here, m

is the maximum number of messages sent by any

process). The second algorithm [6], [17] uses

Oðminðnp; 4mnÞÞ messages of size Oðn2Þ each. For both

the algorithms, the total space complexity across all the

processes is minð4n2p� 2np; 10n2mÞ, the worst-case space

overhead per process is minð4np� 2p; 4mn2 þ 2mn� 2mÞ,
and the time complexity at a process is Oðminðnp; 4mnÞÞ.
Analogous to the approach in this paper, the distributed

algorithms can be used to design distributed versions of

Fine Poss and Fine Def .
Alternate definitions [17] of e> and H that exclude the

condition R 6¼ ri;j lead to a simpler structure of the allows

relation. The formalism will need to change accordingly.

For example, the condition on lines 13 and 15 in Fig. 6

would also require RðX;Y Þ 6¼ ri;j and RðY ;XÞ 6¼ rj;i,

respectively, to be true. As another example, the condition

on lines 13 and 15 in Fig. 7 would also require RðX;Y Þ 62 r	i;j
and RðY ;XÞ 62 r	j;i, respectively, to be true.

A discussion of how the presented algorithms and
approach can be used to detect nonconjunctive predicates,
i.e., general relational predicates, is given in [21]. The key
idea is to compose and redefine “intervals” at the data
fusion server using the execution’s state lattice.

The proposed algorithms assume that the processes can

timestamp (using vector clocks) the events within the

executions of the processes. Recent advances in cost-

effective technology have led to a spurt in designing sensor

networks and actuator networks [1], [31], [37], [38] to

observe real-world physical phenomena. Such networks

typically use synchronized physical clocks; [36] surveys

physical clock synchronization schemes for wireless sensor

networks. Events in the environment are outside of the

processes. Causality-based properties could be detected if

the sensors can 1) detect communication within the physical

environment being sensed (outside the network) and

2) assign logical vector timestamps to the communication

events and events in the environment at which the

monitored variables change. Thus, if it were possible to

manifest causal relations in the events and communication

within the environment, each sensed location can be

assigned a “time-line” be modeled as another “process,”

and be included in the causality analysis. It does not seem

that this can be done.
Recent results on detecting predicates that are specified

using physically synchronized clocks are presented in [23].
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