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Abstract. A spectrum of solvability and unsolvability results for causal
ordering of messages in the presence of Byzantine processes in asyn-
chronous systems for unicast, multicast, and broadcast modes of commu-
nication have been shown. The possibility results implicitly assumed that
the number of Byzantine processes f was less than n/3, where n is the
total number of processes in the system. In this paper, we extend these re-
sults for the same system assumptions and parameters — mode of commu-
nication (unicast/broadcast/multicast), strong safety, weak safety, and
liveness, and use of cryptography, to systems with f < n. Thus, we show
corresponding possibility and impossibility results for the highest degree
of Byzantine fault-tolerance. We also give the best-known bounds on f
for solvability of causal ordering using deterministic algorithms in syn-
chronous systems under the same combinations of system assumptions
and parameters as for asynchronous systems.
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1 Introduction

Causality is defined by the happened before [17] relation on the set of events, and
by extension, on the set of messages. Causal ordering of messages is specified
by the safety and liveness properties. The strong safety property requires that if
message my causally precedes mo and both are sent to p;, then msy cannot be
delivered before my at p; [2]. The liveness property requires that a message from
a correct process to another correct process is eventually delivered. Causally re-
lated updates to data occur in a valid manner enforcing semantic correctness
if causal ordering is enforced [16]. Applications of causal ordering include dis-
tributed data stores, fair resource allocation, and collaborative applications such
as multiplayer online gaming, social networks, event notification systems, group
editing of documents, and distributed virtual environments.
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A spectrum of solvability and unsolvability results for causal ordering in the
presence of Byzantine processes for unicast, multicast, and broadcast modes of
communication were shown in [22,23,25,26]. The possibility results implicitly
assumed that the number of Byzantine processes f was less than n/3, where n is
the total number of processes in the system. This dependency arose because of
the reliance on Bracha’s Byzantine Reliable Broadcast (BRB) primitive [3,4] in
the possibility results. A weakening of the safety condition, termed weak safety,
was also given in [22,23,25,26]. Weak safety requires that if m; causally precedes
mso and there is a causal path from the send event of m; to the send event of mo
passing through only correct processes in the execution, then ms should not be
delivered before m; at all common destinations of m; and mso. The possibility
and impossibility results considered strong safety, weak safety, and liveness, as
well as the optional use of cryptography. The results from [23,25,26] for systems
satisfying f < n/3 are given in Table 1.

In this paper, we consider the highest degree of Byzantine behavior possible

in a distributed system by allowing Byzantine processes to control up to all but
one process in the system and assess the solvability of the spectrum of causal
ordering problems. Typically, distributed algorithms solving problems such as
consensus and agreement are subject to a bound, commonly f < n/3. Here, we
extend the model by allowing Byzantine processes to not only control all but one
process but also spawn and create new Byzantine processes, leading to a permis-
sionless setting. Assuming a static bound on the number of Byzantine processes
implicitly restricts the system to a permissioned model. Our system model, how-
ever, allows for maximal Byzantine behavior, also referred to as Byzantine Sybil
Tolerance [9], and provides a critical analysis of causal ordering in permission-
less systems, often overlooked in prior work. This relaxation of the traditional
f < n/3 bound to f < n encapsulates the notion of permissionless Byzantine
Sybil tolerance, where the system must remain secure and functional despite an
unbounded number of adversarial identities. In such systems, both f and as a
result n can change over time; our results are valid as long as the correspond-
ing relationship(s) between f and n hold, e.g., f < n. By permitting spawning
of new Byzantine processes, this model captures a more generalized adversarial
setting. Byzantine Sybil Tolerance has been mooted in [13] and is important in
real-world use cases such as the Matrix system [12].
Contributions: Corresponding to the solvability and unsolvability results for
various combinations of system assumptions shown in Table 1 for f < n/3 in
asynchronous systems, we show results assuming only that f < n, thus consid-
ering systems with the highest degree of Byzantine fault-tolerance. Our results
are summarized in Table 2. This study is significant because it is important
to understand the limitations on what is solvable under the highest degree of
Byzantine fault-resilience and Byzantine Sybil tolerance.

Of particular note on the negative side is the following result.

1. For broadcasts without cryptography, liveness cannot be guaranteed when
f < n, whereas it could be guaranteed when f < n/3.

Of particular note on the positive side are the following results.
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Mode of SS + L|SS + L WS + LIWS + L
communication with cryptography with cryptography
Unicasts No No No Yes

SS,L |SS,L WS, L |WS,L
Broadcasts No No Yes Yes

SS,L |SS,L WS, L WS, L
Multicasts No No No Yes

SS,L |SS,L WS,L [WS,L

Table 1: Solvability of causal ordering using deterministic algorithms in asyn-
chronous systems under different communication modes [23,25,26]. SS = strong
safety, WS = weak safety, L = liveness, SS, WS, L represent that strong safety,
weak safety, liveness, respectively, cannot be guaranteed. Results are assuming

3f < n as all “Yes” results require 3f < n.

Mode of |SS+ L |SS+ L WS +L WS +L

communic. with cryptography with cryptography
Unicasts |No, Th. 1|No, Theorem 8 No, Theorem 4|Yes, Corollary 1

SS, L SS,L(f <n) WS(f <n),L [WS(f <n),L(f <n)
Broadcasts|No, Th. 2|No, Theorem 9 No, Theorem 5|Yes, Corollary 2

SS, L SS,L(f <n) WS(f <n),L [WS(f <n),L(f <n)
Multicasts |No, Th. 3|No, Theorem 7  |No, Theorem 6|Yes, Theorem 10
SS,L  |SS,L(f <n) WS(f <n),L [WS(f <n),L(f <n)

Table 2: Solvability of causal ordering using deterministic algorithms in asyn-
chronous systems under different communication modes. SS = strong safety, WS
= weak safety, L = liveness, SS, WS, L represent that strong safety, weak safety,
liveness, respectively, cannot be guaranteed. Results are assuming f < n. For
each entry in the table, the relation between f and n is explicitly indicated next

to the respective property that is satisfiable.

1. Liveness is possible to be guaranteed with the use of cryptography when
f < mn, not just when f < n/3.

2. Weak safety can be guaranteed without the use of cryptography when f < n,
not just when f < n/3.

3. Both weak safety and liveness can be guaranteed with the use of cryptogra-
phy when f < n, not just when f < n/3.

The above results were for asynchronous systems. We also give the best-
known bounds on f for solvability of causal ordering using deterministic algo-
rithms in synchronous systems under the same combinations of system assump-
tions and parameters as for asynchronous systems. The results are summarized
in Table 3.
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In particular, on the negative side:
1. Strong safety cannot be guaranteed without the use of cryptography.
On the positive side, we have the following.

1. Strong safety and liveness using cryptography can be guaranteed for f < n/2.
2. Weak safety and liveness even without cryptography can be guaranteed for
f<n.

Outline. Section 2 reviews related work. Section 3 gives the system model.
Section 4 gives the main results about the solvability of Byzantine causal unicast,
multicast, and broadcast in a deterministic manner in an asynchronous system.
Section 5 gives the corresponding results for synchronous systems. Section 6
concludes.

2 Related Work

Algorithms for causal ordering of unicast and multicast messages in an asyn-
chronous setting under a fault-free model have been proposed, e.g., in [6, 14,
15,21,30]. An algorithm for causal multicasts in a fault-free setting for mobile
systems is given in [7]. There has been some work on causal broadcasts under
various failure models. Causal ordering of broadcast messages under crash fail-
ures in asynchronous systems was introduced in [2]. This algorithm required each
message to carry the entire set of messages in its causal past as control informa-
tion. An algorithm for causally ordering broadcast messages — providing only a
variant of weak safety and liveness — in an asynchronous system with Byzantine
failures is proposed in [1]. The feasibility of solving Byzantine causal order for
unicasts, multicasts, and broadcasts was analyzed in [23]. Previously, a proba-
bilistic algorithm based on atomic (total order) broadcast and cryptography for
secure causal atomic broadcast (liveness and strong safety) in an asynchronous
system was proposed [5]. This logic used acknowledgements and effectively pro-
cessed the atomic broadcasts serially. For the client-server configuration, two
protocols for crash failures and a third for Byzantine failure of clients based on
cryptography were proposed for secure causal atomic broadcast [10]. The third
made assumptions on latency of messages, and hence works only in a synchronous
system.

A spectrum of solvability and unsolvability results for causal ordering in the
presence of Byzantine processes for unicast, multicast, and broadcast modes
of communication were shown in [22,23,25,26]. The results were shown for the
regular or strong safety property, as well as for a weakening of the safety property,
termed weak safety, defined alongside the above results. The possibility results
implicitly assumed that the number of Byzantine processes f was less than n/3.
This dependency arose because of the reliance on Bracha’s Byzantine Reliable
Broadcast (BRB) primitive [3] in the possibility results. The above results were
for asynchronous systems; an analogous analysis and results for synchronous
systems were presented in [28].



Deterministic Causal Order under Byzantine Sybil Tolerance 5
3 System Model

This paper deals with a distributed system having Byzantine processes which
are processes that can misbehave [18,29]. A correct process behaves exactly as
specified by the algorithm whereas a Byzantine process may exhibit arbitrary
behaviour by deviating arbitrarily from its protocol during the execution. This
subsumes crash failures. A Byzantine process cannot impersonate another pro-
cess. However, a Byzantine process may spawn other Byzantine processes and
an unbounded number of Byzantine processes may join the system. This models
a permissionless setting.

The distributed system is modeled as an undirected graph G = (P, C). Here P
is the set of processes communicating asynchronously in the distributed system.
The set P can change dynamically. Let n denote |P|; thus n can change over
time. C' is the set of FIFO (logical) communication links over which processes
communicate by message passing. The communication links are reliable implying
messages cannot get lost or be duplicated, and communication is authenticated.

When new processes are spawned and due to churn, there is a dynamically
varying number of processes. Some of the causal ordering protocols do broadcast
or multicast and we assume there is a mechanism in place by which processes
learn of such view changes.

While stating and proving our solvability results, the system is first assumed
to be asynchronous, i.e., there is no fixed upper bound § on the message latency,
nor any fixed upper bound v on the relative speeds of processors [11]. We then
deal with solvability results for a synchronous system, which is defined as one in
which both ¢ and v exist and are known [11].

Likewise our results also deal with the two cases: disallowing or allowing
the use of cryptography. For results in asynchronous systems allowing the use
of cryptography, we assume a public key infrastructure (PKI) with public and
private keys, and group keys. We also assume an on-the-fly key creation and
distribution mechanism to deal with a varying number of processes. For results
in synchronous systems allowing the use of cryptography, we additionally assume
a threshold encryption system.

Let €7, where z > 1, denote the z-th event executed by process p;. An event
may be an internal event, a message send event, or a message receive event. Let
the state of p; after e? be denoted s?, where x > 1, and let s{ be the initial state.
The execution at p; is the sequence of alternating events and resulting states, as
(s, el st e2 s?...). The execution history at p; is the finite execution at p; up
to the current or most recent or specified local state. The happens before [17]
relation, denoted —, is an irreflexive, asymmetric, and transitive partial order
defined over events in a distributed execution that is used to define causality.

Definition 1. The happens before relation on events consists of the following
rules:

1 .2

1. Program Order: For the sequence of events (e}, e7, ..

pi, ¥ j, k such that j < k we have e} — eF.

.) ezecuted by process
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2. Message Order: If event ef is a message send event executed at process
p; and e? is the corresponding message receive event at process p;, then
ef —ef.

3. Transitive Order: If e = ¢’ N e’ — €” then e — €.

Next, we define the partial order happens before relation — on the set of all
application-level messages R [25, 26].

Definition 2. The happens before relation — on messages in R consists of the
following rules [25, 26]:

1. If p; sent or delivered message m before sending message m’, then m — m/’.
2. Ifm —m' and m' — m”, then m — m/".

Definition 3. The causal past of message m is denoted as CP(m) and defined
as the set of messages in R that causally precede message m under —.

To accommodate the possibility of Byzantine behaviour, we use a partial

order on messages called Byzantine happens before, denoted as i, defined on
S, the set of all application-level messages that are both sent by and delivered
at correct processes in P [25,26].

Definition 4. The Byzantine happens before relation Zoon messages in S con-
sists of the following rules [25, 26]:

1. If p; is a correct process and p; sent or delivered message m. (to/from another

) B

correct process) before sending message m' to a correct process, then m —
!/
m

2. If m Bem’ and m' 2 m/, then m B,
The Byzantine causal past of a message is defined as follows:

Definition 5. The Byzantine causal past of message m, denoted as BCP(m),

is defined as the set of messages in S that causally precede message m under RNy

We consider three possible modes of communication: multicast, unicast, and
broadcast. In a multicast/unicast/broadcast, a message m is sent at a send event
using send(m, G), send(m, {p;}), send(m, P), respectively, and is delivered at a
receive event via deliver(m).

Definition 6. Byzantine Reliable Multicast (BRM) of message m to group G
satisfies the following properties:

1. (Validity:) If a correct process p; delivers message m from a correct process
sender(m) sent to group G, then sender(m) must have executed send(m,G)
and p; € G.

2. (Self-delivery:) If a correct process executes send(m,G ), then it eventually
delivers m. (Note, a group always contains the sender.)
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3. (Agreement:) If a correct process delivers a message m from a possibly faulty
process, then all correct processes in G will eventually deliver m.

4. (Integrity:) For any message m, a correct process p; delivers m at most once.

5. (No Information Leakage:) No process outside the group G sees the content
of m.

It can be seen that Byzantine Reliable Unicast (BRU) and Byzantine Reliable
Broadcast (BRB) are special cases of BRM. As a unicast has a single destination,
the Agreement property of BRM goes away in BRU. As the destination set of
a broadcast is the set of all processes, the No Information Leakage property of
BRM goes away in BRB.

The correctness of Byzantine causal order multicast/unicast/broadcast is

specified on (R,—) and (S, i) The definitions of BCM/ BCU/ BCB need
to be satisfied in addition to safety and liveness.

Definition 7. (Strong safety and liveness:) A causal ordering algorithm for uni-
cast/multicast/broadcast messages must ensure the following:

1. Strong Safety: Ym' € CP(m) such that m’ and m are sent to the same
(correct) process, no correct process delivers m before m/.

2. Liveness: Each message sent by a correct process to another correct process
will be eventually delivered.

Definition 8. (Weak safety and liveness:) A causal ordering algorithm for uni-
cast/multicast/broadcast messages must ensure the following [23, 25, 26]:

1. Weak Safety: Ym’ € BCP(m) such that m' and m are sent to the same
(correct) process, no correct process delivers m before m/.

2. Liveness: Fach message sent by a correct process to another correct process
will be eventually delivered.

The goal is to satisfy both properties in the above definitions. A trivial but
unacceptable solution to satisfy strong safety, but no liveness, is to never deliver
a message. Likewise, a trivial but unacceptable solution to satisfy liveness, but
no strong safety, is to simply deliver any message that is received. Ruling out
such trivial but unacceptable solutions, in the sequel when we say that neither
safety nor liveness can be guaranteed, or say that one of the two properties but
not the other can be guaranteed, we mean using a non-trivial algorithm that
attempts to satisfy both properties.

In our solvability results, we focus on only the strong safety or weak safety,
and liveness properties. The Validity, Self-delivery, Agreement, Integrity, No In-
formation Leakage properties follow in a straightforward manner.

4 Solvability Results

4.1 Strong Safety and Liveness without Cryptography

Theorem 1. It is impossible to solve causal ordering (Definition 7) of unicast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, as neither strong safety nor liveness is guaranteed.
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Proof. Tt was proved in [23,25,26] that strong safety cannot be satisfied in a
system with even one Byzantine process. Hence it cannot be satisfied in a system
with f Byzantine processes where f < n. It was also proved in [23,25,26] that
liveness cannot be satisfied in a system with even one Byzantine process. Hence
it cannot be satisfied in a system with f Byzantine processes where f <n. 0O

Theorem 2. It is impossible to solve causal ordering (Definition 7) of broadcast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, as neither strong safety nor liveness is guaranteed.

Proof. Tt was proved in [23,25,26] that strong safety cannot be satisfied in a
system with even one Byzantine process. Hence it cannot be satisfied in a system
with f Byzantine processes where f < n.

Let a process p, send a (supposed) broadcast message m that is received by
Dp- Pp has two options. (1) pp does a relay broadcast of m to all other processes as
po may not have done a true broadcast but sent m selectively to some processes.
This tries to ensure that each correct process p. receives m directly and/or
indirectly. But if p; is Byzantine, it can relay broadcast fake messages by some
supposed sender p,, and this will cause p. to receive and deliver fake messages.
Hence this option cannot be used. (2) When p;, has to send its own broadcast m/,
it sends control information of all messages like m received since its own previous
broadcast. When p. receives m’, it knows not to deliver m’ until the causally
preceding m is received and delivered by it. As the system is asynchronous, p.
cannot verify with p, in bounded time whether p, actually sent m via a broadcast
and until then p. will not be able to deliver m’. If p, is Byzantine and it never
included p. as a destination of m, i.e., did not send m via a broadcast but sent
it to pp via a unicast, the message m’ from a correct p, to a correct p. is never
delivered, resulting in a liveness violation. ad

In a multicast, a message is sent to a subset of processes and different send
events can send to different multicast groups. We have the following result.

Theorem 3. It is impossible to solve causal ordering (Definition 7) of multicast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, as neither liveness nor strong safety is guaranteed.

Proof. As neither strong safety nor liveness can be guaranteed for unicasts and

broadcasts (Theorems 1, 2, respectively) — and unicasts and broadcasts are
special cases of multicast — it follows that these guarantees cannot be provided
for multicasts either. a

4.2 Weak Safety and Liveness without Cryptography

We now show a similar result to Theorem 1 with strong safety (Definition 7)
defined in terms of the — relation replaced by weak safety (Definition 8) defined

. B L - .
in terms of the — relation in the correctness criteria for causal ordering.
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Theorem 4. It is impossible to solve causal ordering (Definition 8) of unicast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, as liveness cannot be guaranteed even though weak safety can be
guaranteed.

Proof. Tt was proved in [23,25,26] that liveness cannot be satisfied for the unicast
mode of communication in a system with even one Byzantine process. Hence it
cannot be satisfied in a system with f Byzantine processes where f < n.

Weak safety implies that in the space-time diagram of the execution, there is
a path from a sender process p, to a process p. that goes through only correct
processes. Along such a path, all processes including p, and p. are correct. It is
straightforward to devise an algorithm in which causal dependencies on messages
m sent by p, (to their respective destinations) can be faithfully propagated along
such paths as control information received on messages such as m’ received by
pe. m belongs to BCP(m’), and if p. is a destination of m as per the control
information, p. will wait for m to arrive and be delivered before delivering m/'.
m will certainly arrive as p, is a correct process that must have sent m to p..
Thus weak safety is guaranteed. O

Theorem 5. It is impossible to solve causal ordering (Definition 8) of broadcast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, as liveness cannot be guaranteed even though weak safety can be
guaranteed.

Proof. To prevent a liveness attack, it should not be possible for a Byzantine
process p;, to insert a fake dependency on a fake message m sent (broadcast) by
pa. If pp attempts to do so, it should be detectable by a correct process p. so
that p. will not wait indefinitely to deliver a message m’ carrying information
about such a fake dependency. By sending broadcasts using Byzantine Reliable
Broadcast (BRB) [3] which guarantees that exactly the same message is delivered
to all or no correct process, p. can wait for the arrival of m (if genuinely sent,
it is guaranteed to eventually arrrive at p. if it arrived at p,) before delivering
m/; if m does not arrive, the dependency information is fake and the sender of
m’ that included information of the dependency on m is Byzantine. So there is
no liveness violation. This guarantee of no liveness attack depends on the ability
to do broadcasts satisfying the Agreement property of BRB — and a necessary
condition for BRB is that f < n/3 [3]. It is well-known that the Agreement
property cannot be satisfied when f > n/3 unless cryptography is used [19, 20].
As we are not allowing the use of cryptography in this theorem, when f < n,
this necessary condition is not met and there is no way that a correct process p.
can verify that a reported causal dependency on a prior message is genuine. The
prior message m may have been sent via a unicast by a Byzantine process p,
to correct process pp. (Refer to the argument in the proof of Theorem 2.) Thus

liveness attacks cannot be prevented when f < n.
The proof of weak safety being guaranteed in Theorem 4 for the unicast case
applies almost identically for the guarantee of weak safety in this broadcast case.
O
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Theorem 6. It is impossible to solve causal ordering (Definition 8) of mul-
ticast messages in an asynchronous message passing system with f Byzantine
processes where f < n, as liveness cannot be guaranteed even though weak safety
18 guaranteed.

Proof. Unicast and broadcast modes of communication are special cases of the
multicast mode of communication. As it is not possible to guarantee liveness for
unicasts (Theorem 4) and broadcasts (Theorem 5), it is not possible to guarantee

liveness for multicasts.
The proof of weak safety being guaranteed in Theorem 4 for the unicast case
applies almost identically for the guarantee of weak safety in the multicast case.
O

4.3 Strong Safety and Liveness Using Cryptography

Here we use the simple idea of relay broadcasts alongside cryptography. In a relay
broadcast, when a process receives a message m for the first time, it broadcasts
m to other processes.

Theorem 7. It is impossible to solve causal ordering (Definition 7) of mul-
ticast messages in an asynchronous message passing system with f Byzantine
processes where f < n, even with the use of cryptography as strong safety cannot
be guaranteed even though liveness can be guaranteed.

Proof. The logic that causal ordering (Definition 7) cannot be solved for the
multicast mode of communication is as follows.

It was proved in [23,25,26] that strong safety cannot be satisfied in a system
with even one Byzantine process. Hence it cannot be satisfied in a system with
f Byzantine processes where f < n.

To prevent fake causal dependencies on send event e¥ of message m sent by
process pg, Po has to sign m with its private key K, so that any other process
that gets a copy of m can verify (using decryption by p,’s public key K that m
was truly sent by p,. However to maintain confidentiality within the group, the
message needs to be encrypted. When p, has to multicast a message m to group
G at event e, it creates the ciphertext C,, by encrypting m with the group key
K¢ and sends K, (Cyp, €%, G) signed by the private key K, to all the processes
in the system. When a correct process p. receives K, (Cp,, €2, G) (whether from
a or via a relay broadcast by some other process) for the first time, p. does
a relay broadcast of K, (Cy,,eX,G) to all the processes in the system. It then
applies K (X) to verify that m is a legitimate message sent/originated by p,. If
m passes this test and p. € G, p. decrypts C,,, using K and a local application
receive event e of m can occur if causal dependencies are satisfied.

In the next message K. (Cpy,e¥,G’) sent (multicast) by p., control infor-
mation of the form (K[ (K, (Cp,el,G),e¥)) (and for similar other messages
application-received since the last multicast by p.) is also included.

When K. (Cyyr, e, G') (along with its control information of the form (K -
(K, (Cm,€Z,G),eY))) is received by pg, if pg € G, pg first delivers messages

a
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(dependencies) of the form K (Cy,,e%,G) in the control information if pg € G,
before C,,, i.e., m’' is locally delivered. As all the dependencies can be verified
as being genuine using the public key via K} (K, (Cpn, €%, @)), those messages
Cpm, i.e., m, must have been sent by p, (directly or through relay broadcasts),
and liveness is guaranteed.

Note that strong safety is not guaranteed, neither is a common order of
delivery at the correct processes. However, a message from a correct process to
another correct process will never be blocked waiting for fake causal dependencies
to be satisfied, thus ensuring liveness. a

Theorem 8. It is impossible to solve causal ordering (Definition 7) of unicast
messages in an asynchronous message passing system with f Byzantine pro-
cesses where f < n, even with the use of cryptography as strong safety cannot be
guaranteed even though liveness can be guaranteed.

Proof. The proof of Theorem 7 applies almost identically to unicasts with the
observation that each multicast group is of size two — the sender and the receiver.
O

Theorem 9. It is impossible to solve causal ordering (Definition 7) of broadcast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, even with the use of cryptography as strong safety cannot be guar-
anteed even though liveness can be guaranteed.

Proof. The proof of Theorem 7 which is for multicast-based communication ap-
plies to the broadcast mode of communication which is a special case of group
size equal to n. a

In the above three theorems, liveness can be guaranteed with f < n be-
cause we simulate Byzantine Reliable Broadcast using cryptography and relay
broadcasts, and overcome the limitation of f < n/3 without cryptography. BRB
prevents equivocation, and we are able to meet all the specifications of BRB,
and based on BRB, of BRM and BRU. For each point-to-point message sent in
a multicast, there are up to n? point-to-point messages (or n broadcasts) sent.

4.4 Weak Safety and Liveness Using Cryptography

Theorem 10. It is possible to solve causal ordering (Definition 8) of multicast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, with the use of cryptography as weak safety and liveness can be
guaranteed.

Proof. Liveness can be guaranteed as shown in the proof of Theorem 7.

Weak safety can be guaranteed as shown in the proof of Theorem 6 (even
without cryptography) — so the guarantee of weak safety holds with cryptogra-
phy. Also, the algorithm described in the proof of Theorem 7 assuming cryp-

tography guarantees weak safety because under the B, relation, not just multi-
casts but also relay broadcasts by Byzantine processes are not considered. Relay
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Mode of |SS + L SS + L WS + L WS + L
communic. with cryptography with cryptography
Unicasts |No, [28] Yes, [24] and [28] |Yes, [22,25] and [28]|Yes, Section 5.2
SS,L(f <n)|SS,L,f <n/2 WS, L,f<n WS, L,f<n
Broadcasts|No, [28] Yes, [28] Yes, [28] Yes, Section 5.2
SS,L(f <n)|SS,L, f <n/2 WS,L,f <n WS,L,f <n
Multicasts |No, [28] Yes, [28] Yes, [28] Yes, Section 5.2
SS,L(f <n)|SS,L,f <n/2 WS, L,f<n WS, L,f<n

Table 3: Best-known bounds on f for solvability of causal ordering using de-
terministic algorithms in synchronous systems under different communication
modes. SS = strong safety, WS = weak safety, L = liveness, SS, WS, L repre-
sent that strong safety, weak safety, liveness, respectively, cannot be guaranteed.
For each entry in the table, the relation between f and n is explicitly indicated

for properties that are satisfiable.

broadcasts by a Byzantine process can cause messages between the same sender-
receiver correct process pair to be delivered out-of-order by selectively doing relay
broadcasts or violate safety by selectively suppressing dependencies on messages
sent by correct processes in the control information in a relay broadcast. How-
ever, a message chain containing a relay broadcast by a Byzantine process that

does application-message forwarding is not valid under the B, relation used in
the definition of weak safety. a

As unicasts and broadcasts are special cases of multicast, we have the fol-
lowing two results.

Corollary 1. It is possible to solve causal ordering (Definition 8) of unicast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, with the use of cryptography as weak safety and liveness can be
guaranteed.

Corollary 2. It is possible to solve causal ordering (Definition 8) of broadcast
messages in an asynchronous message passing system with f Byzantine processes
where f < n, with the use of cryptography as weak safety and liveness can be
guaranteed.

5 Results for Synchronous Systems

Table 3 gives the best-known bounds on f for solvability of causal ordering
using deterministic algorithms in synchronous systems under different commu-
nication modes for the same system assumptions and parameter values (strong
safety /weak safety, liveness, with or without cryptography) as considered for
asynchronous systems.
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Rounds can be simulated in a synchronous system, where a process first sends
messages within a round and then receives messages sent in that round. Thus all
messages sent in a round are received by the end of that round. Rounds greatly
simplify the design of synchronous distributed algorithms.

5.1 Strong Safety and Liveness without cryptography

As shown in [28], strong safety cannot be guaranteed with even a single Byzantine
process when no cryptography is used.

Following the round-based cryptography-free algorithm in [28], liveness can
be guaranteed with f < n because all messages m’ supposedly sent to a correct
process in the causal past of message m would have been sent in earlier rounds
than the round in which m is sent, and thus would have been delivered in an
earlier round. Thus there is no need for m to wait on arrival at its destination
for the arrival/delivery of m’. This result holds for multicasts, and by extension,
to the special cases of unicast and broadcast.

5.2 Weak Safety and Liveness without Cryptography

The two round-free algorithms — Sender-Inhibition and Channel Sync — given
for unicasts in [22,25] guarantee weak safety and liveness, and work for f < n.
The round-based cryptography-free algorithm for multicasts (and by extension,
for the special cases of unicasts and broadcasts) given in [28], guarantees weak
safety and liveness as shown in [28], and as per the logic for liveness outlined in
Section 5.1.

5.3 Strong Safety and Liveness with Cryptography

The algorithm for unicasts given in [24] uses threshold encryption to guarantee
strong safety and liveness. Threshold encryption requires f < n/2.

The cryptography-based algorithm in [28] for strong safety and liveness for
multicasts (and for its special cases of unicasts and broadcasts) uses Byzantine
Reliable Broadcast (BRB) in conjunction with threshold encryption. BRB re-
quires that f < n/3 whereas threshold encryption requires that f < n/2. Thus
the effective bound is f < n/3. In this algorithm, we propose replacing the BRB
algorithm of Bracha by a module that implements Dolev-Strong authenticated
Byzantine Agreement in synchronous systems [8], as done in [27]. Instead of
doing a BRB broadcast of m, Dolev-Strong authenticated agreement is reached
on m in exactly f 4 1 rounds, tolerating up to n — 1 Byzantine processes, i.e.,
f < n. If the agreement value is a non-null message, then the m is processed
further and the corresponding decryption shares are sent as per the rest of the
algorithm in [28]; otherwise if the agreement value is the null message then m
is ignored. Dolev-Strong algorithm authenticated Byzantine agreement requires
f < n whereas threshold encryption requires f < n/2. Thus the effective bound
is f <n/2.
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5.4 Weak Safety and Liveness with Cryptography

Weak safety and liveness can be guaranteed (for unicasts, multicasts, and broad-
casts) in synchronous systems without the use of cryptography, for f < n (see
Section 5.2). So the result extends to systems with the use of cryptography.

6 Conclusions

Corresponding to the solvability and unsolvability results for various combina-
tions of system assumptions shown in Table 1 for f < n/3 in asynchronous
systems in [26], we showed results assuming only that f < n, thus considering
systems with the highest degree of Byzantine fault-tolerance. The results for
asynchronous systems are summarized in Table 2. We also gave the best-known
bounds on f for solvability of causal ordering using deterministic algorithms in
synchronous systems under the same combinations of system assumptions and
parameters as for asynchronous systems. The results for synchronous systems
are summarized in Table 3.

This study is significant because it is important to understand the limitations
on what is solvable under the highest degree of Byzantine fault-resilience. In
particular, when f < n the results indicate what is solvable under Byzantine
Sybil tolerance in peer-to-peer systems.

Some of our solvability results pertain to weak safety when f < n. We note

that in practice, it is not possible to determine whether m B m holds be-
cause this requires identifying the correct processes and the Byzantine processes.
Therefore it is not possible to determine whether weak safety actually holds. The
solvability results simply say that if weak safety holds then causal order can be
satisfied.

Acknowledgements. We thank Hannes Hartenstein and Florian Jacob for
suggesting the problem of studying Byzantine Sybil fault-tolerance for causal
ordering. The paper has benefited from several discussions with Hannes and
Florian.
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