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m Today, we’ll show the following theorem.

Theorem 1 (Goldwasser, Micali, Widgerson (86))
If one-way functions exist, then NP C CZK. J

m Our proof will go through Blum’s protocol and result.

Theorem 2 (Blum (86))

If statistically-binding, computationally hiding commatments exist, then
HAM € CZK, where

HAM = {G = (V, E): G has a Hamiltonian cycle.}.
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to compute for any x, and y = f(r) is hard to invert for random r.

m We first formalize what it means to be “hard to invert” via the
following experiment.

Inverting Experiment Inv(A, f, \)

Sample z < {0,1}* and compute y = f(z).
Obtain z’ < A(1%, f, ).
The output of the experiment is 1 if f(x’) = y and 0 otherwise.
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m There is a polynomial-time algorithm M for computing f; that is,
M¢(z) = f(x) for all z.

m For all (non-uniform) PPT algorithms A, there is a negligible
function negl such that

Prllnv(A, f,\) = 1] < negl()).

Theorem 3
If one-way functions exist, then the following also exist.
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m C can’t send a different key which opens the box to $50.

m Commitment is binding.

m In some cases, don’t want R to see what is in the box!

m Commitment is hiding.
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Definition 2 (Commitment Scheme)

A commitment scheme consists of two parties, a committer C and
receiver R, and a tuple of (possibly interactive) PPT algorithms
(Gen, Com, Open) with the following syntax.

m pp < Gen(1*): a PPT algorithm for generating public parameters
pp given security parameter A as input.

m (C,d) < Com(pp,m): a PPT (possibly interactive) commitment
algorithm, which takes as input public parameters pp and a message
m, and outputs a commitment C' and decommitment information d.

m 0/1 = Open(pp, m,C,d): a deterministic (possibly interactive)
opening algorithm, which takes as input public parameters pp, a
message m, a commitment C', and decommitment information d,

and outputs 0 or 1.

m Usually, d is just the randomness used by Com.
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COMMITMENT SCHEMES: CORRECTNESS

Definition 3 (Correctness of Commitment Scheme)

For any commitment scheme (Gen, Com, Open), we require for all A and
messages m:

Pr  [1 = Open(pp,m,Com(pp,m))] = 1.
pp<+Gen(1})

m Probability above is also taken over the randomness of Com.
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messages mg, mi, the commitments Cy and C are computationally
indistinguishable, where (Cy, dy) < Com(pp, mg) and

(Cq,dy) < Com(pp,m1). Equivalently, R* wins the below game with at

most 1/2 + negl(\) probability for all A and pp <~ Gen(1?).

HidGame(pp):
m R* sends mg, m; to C.

s C samples b <> {0,1}, computes
(Ch, dp) <+ Com(pp, myp), and sends Cj to R*.

m R* outputs &’ € {0,1} (R* wins if b=1"1").
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COMMITMENT SCHEMES: BINDING

Definition 5 (Statistically Binding)

We say that commitment scheme (Gen, Com, Open) is statistically
binding if for all (possibly malicious) committers C* and all pairs of
messages mg # mi, C* wins the following game with at most negligible

probability for all A and pp & Gen(1%).

BinGame(pp, mg, m;):
m (C,do,dr) < C*(pp, mo, m1).
m Output (C,dy,d1).

m C* wins the game if
1 = Open(pp, mo, C,do) = Open(pp, m1,C, dy).

y

m Note: We say “statistically-binding” commitments to mean they are
both statistically binding and computationally hiding.
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(C, k). —
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EXAMPLES OF STATISTICALLY-BINDING COMMITMENTS

m El-Gamal style (assuming DDH in a group G).

m pp=(G,p,g,h) & Gen(1%), where g, h are generators of G (of prime
order p).
m For any m € G, Com(pp, m) samples & L, sets C'= (g",h" - m)
and outputs (C, 7).
m Open(pp,m,C,d):
m Parse C' as (G, H).
m Check if ¢ = G and h"* - m = H.
m Output 1 if the checks pass; otherwise output O.

m Bit-commitments from any PRG (and hence OWF):

m (G) & Gen(1): G: {0,1}* = {0,1}" is a PRG.
m For any bit b € {0,1}, Com(G, b) does the following.
m R samples and sends r & {0, 1}>‘/.
m C samples k & {0,1}*, computes C = G(k) ® (b - r), and outputs
(CL k).
m Open(G,r,b,C,d) : if C =G(d) @ (b-r) output 1 else output 0.
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m HAM is NP-complete, so it suffices to show HAM as a ZK proof
to show all of NP does.

m Let (Gen,Com, Open) be a statistically-binding bit commitment.

m Recall that G € HAM if there exists a cycle w = (v1,...,v,) of
length n that goes through every vertex of G exactly once. Here,
v; € [n] for every 1.

m For any GG on n vertices, we represent G as a n X n adjacency
matrix G € {0,1}"*".

m Com(G) denotes the n x n matrix of commitments to each bit of G.
s Com(G); ; = Com(pp, G, ;) for all i,j € [n].
(L\ 3 ,A-‘.‘\\ 12 /28
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(P1) Sample random permutation ¢ and (V1) Sample b ﬁ {0,1}.

D
compute (C; D) - Com(¢(G)) (V2-0) b = 0: check that u is a cycle and
(P2) Set u = ¢(w). V(i,7) € u, check 1 = Open(1,C; ;, D; ;)
(V2-1) b = 1: check that H = ¢(G) and
1 = Open(H,C, D)
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Suppose that b = 0 in II. Then, u = ¢(w) is a permutation of a cycle in
G, and the prover correctly provides decommitments D; ; for every edge
of u. Similarly, for b =1, H = ¢(G) and D is the correct decommitment
matrix.
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m Let II = (P, V) denote the protocol on the previous page.

Lemma 1

II has perfect correctness.

Proot.

Let (G,w) € Raam. By definition, w is a Hamiltonian cycle in G.
Suppose that b = 0 in II. Then, u = ¢(w) is a permutation of a cycle in
G, and the prover correctly provides decommitments D; ; for every edge
of u. Similarly, for b =1, H = ¢(G) and D is the correct decommitment
matrix. In both cases, perfect correctness follows by the correctness of
(Gen, Com, Open). 1]
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Lemma 2

If (Gen, Com, Open) is statistically binding, then I1 has soundness error
< 1/2.

Proof by Contradiction. ‘

Let G ¢ HAM. Suppose that Pry[(P*, V) (G, pp) = 1] > 1/2 for any
prover strategy P*. This implies that (1) u is a cycle, and (2) H = w(G).
Note that if this were not true, then the prover only convinces the
verifier with probability < 1/2.

However, if u is a cycle and H = 7(G), this implies that 7=!(u) is a
cycle in G. This violates the assumption that G ¢ HAM. This implies
that the soundness error is at most 1/2. W)r \ ¢ /D
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zero-knowledge.

v

m First, we define the following simulator SV (G, pp) for any PPT
verifier strategy V* and G € HAM.

SV (G, pp):
Set Gy = u, where u is a random cycle of size n.
Set G1 = ¢(G) for random permutation ¢.
Sample b < {0,1} and set (C, D) = Com(Gp).
If V*(G, pp,C) = b, then

m Output (C,b,u,D,) if b = 0;
m Output (C,b, (7,G1),D) if b = 1.

Else, goto (1).
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Claim 1 ‘

If (Gen, Com, Open) is computationally hiding, then SV~ runs in expected
polynomial time.

Proot. ‘

It suffices to show that Pro | V* (G, pp, C) = b] = 1/2. By the
computational hiding property of Com, we know that Cy = Com(Gy) is
computationally indistinguishable from C; = Com(G1). However, if V'*
outputs b with probability much smaller than 1/2, we can use V* to
distinguish between Cj, C'1 in poly(\) time, which breaks computational

hiding since V* is a PPT algorithm. []

m This implies that the simulator repeats approximately 2 times in
expectation, so it is expected polynomial time.
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m We need the following intermediate simulator H" .

H" (G, w,pp)
Set (C, D) + Com(¢(G)) for random permutation ¢.
b« V*(G,pp,C).

Output (C,b, ¢p(w), Dg(y)) if b= 0, else output (C, b, (¢, ¢(G)), D)
it b= 1.

m Hybrid argument: /)

SV(G,pp) = H (G, w,pp) = (P(w), V*)(G, pp).

—
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m The righthand side of the above hybrid argument follows by
definition of HY  and the protocol II.

m To show the lefthand side, we recall that Com(Gg) ~. Com(G1)
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m Com(u) ~. Com(¢(w)) even if G, w, ¢ are known.

mlfo=1

m The output distribution of both simulators is identical in this case.

m Therefore SV (G, pp) ~. H" (G, w, pp).

m Thus, II has computational zero-knowledge! []
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m Below is an example from Wikipedia:
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o —O

>

N 7

>

m Notation: permutation of coloring col.
m Permutation 7: {0,1,2} — {0,1,2}.
m Permuted coloring col’ = 7 o col, i.e., col’ (v) = 7(col(v)).
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{((Gv COI) S R3Co|a PP i Gen(lA))J

C = (Cv)vev
O P -
| <€ /

(col’(u), col’ (v), du, dv)

P > V
(P1) Sarr;ple ralclldom pcermutatiorlllw and (V1) Sample (u, v) 2B
compute (¢, dv) < Com(pp, col (v)), (V2) Check the following.

YoeV col’(u),col’(v) € {0,1,2}

)
(1) ),
(2) col(u )#CO'( )
(3) Open(col’ (u), cu,du) =1
(4) Open(col’ (v), ¢y, dy) =1
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m Let II3¢co denote the protocol on the previous page.

Lemma 4 J

II3co has perfect completeness.

Proof.

Follows immediately by completeness of Com and that col is a valid
3-coloring of G. Formal proof lett as an exercise. []

y
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Proof. ‘

If G does not have a 3-coloring, then for all functions col: V' — {0, 1, 2},
there exists an edge (u,v) € F such that col(u) = col(v). The probability
the verifier samples this edge is at least 1/|FE|. In this case, the prover
P* could try to convince the verifier that col’ (u) # col'(v) by sending a
different value v* for col’(v). However, to fool the verifier, the prover
then must provide d,« such that Open(v*, Com(col’(v)),d,+) = 1. By
statistical binding, P* can only do this with negl()\) probability. ]

m Note that soundness error 1 — 1/|F| is quite bad for large F, so one
should amplify the soundness of the protocol by sequential

repetition.
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m We only show HVZK and leave the full malicious verifier ZK proof
as an exercise.

m Hint: it is similar to the proof for HAM.

Lemma 6
If Com s computationally hiding, then Il3co 2s HVCZK. J

m The prootf formalizes the intuition of the protocol that the verifier
only sees a randomly colored edge.
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Sample (u,v) < E.

Define col’ as col'(z) = 0 for all z # u, v, and set col’ (u) < {0, 1,2}
and col’ (v) < {0, 1,2}, resampling if col’(u) = col’(v).

Compute (¢, dy) = Com(pp, col’(w)) for all w € V', and set
C = (cy)wev-

Output (C, (u,v), col’ (u), col’ (v), dy, dy).

s Remainder of the proof left as an exercise; it is similar to HAM.
Define a hybrid simulator S which takes G, col, pp as input.

S then randomly samples (u,v) and col’(u) # col(v).

S then finds unique col’ that is consistent with this choice and col.

Computational hiding will show these two simulators are
indistinguishable.
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Theorem 4 (Ostrovsky-Wigderson (90))

If there exists L € CZK \ BPP, then there exist functions with one-way
instances.

4

Theorem 5 (Ostrovsky-Wigderson (90))

If there exists L € CZK that is hard-on-average, then one-way functions
ex1St.

y
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MORE ON CZK

m Salil Vadhan (2006) gave a complete characterization of CZK.

Theorem 6 (Unconditional Characterization of CZK)
m HVCZK = CZK,;
m CZK s closed under union;
m Public-coin CZK equals private-coin CZK;

m CZK with imperfect completeness equals CZK with perfect
completeness.
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