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RECALL: 3Col PROOF

[(Gen, Com, Open)]

{((Gv COI) S R3Co|a PP i Gen(lA))J

C= (Cv)vev
O P -
| <€ /

(col’(u), col’ (v), du, dv)

P > V
(P1) Sarr;ple ralclldom pcermutatiorlllw and (V1) Sample (u, v) 2B
compute (¢, dv) < Com(pp, col (v)), (V2) Check the following.

YoeV col’(u),col’(v) € {0,1,2}

)
(1) ),
(2) col(u )#CO'( )
(3) Open(col’ (u), cu,du) =1
(4) Open(col’ (v), ¢y, dy) =1

3/14



RECALL: 3Col PROOF

[(Gen, Com, Open)]

{((Gv COI) S R3Co|a PP i Gen(lA))J

C:(C'U)’UGV > @
D —

(col’(u), col’ (v), du, dv)

> V
(P1) Sarr;ple ralclldom pcermutatiorlllw and (V1) Sample (u, v) 2B
compute (¢, dv) < Com(pp, col (v)), (V2) Check the following.

YoeV col’(u),col’(v) € {0,1,2}

)
(1) ),
(2) col(u )#CO'( )
(3) Open(col’ (u), cu,du) =1
(4) Open(col’ (v), ¢y, dy) =1

3/14



RECALL: 3Col PROOF

[(Gen, Com, Open)]

{((Gv COI) S R3Co|a PP i Gen(lA))J

C:(Cv)vev
T >+ O
O < <<:ol’<u%/l<J :

col’'(v), du, dy)

(P1) Sample random permutydon 7 and (V1) Sample (u, v) )

(V2) Check the following.
col’(u), col’(v) € {0, 1, 2}

)
(1) )
Soundness error (2) col’(u) 7é col’(v)
(3)
(4)

YveV

1—1/|F] Open(col’ (u), ¢y, dyw) = 1
Open(col’ (v), ¢y, dy) = 1
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SOUNDNESS AMP.: SEQUENTIAL REPETITION

C1 = (Com(v))vev
= Comt . 9
( iiﬁ.i < /
> %4

P (col’(u1), col’(v1), duy, dv, )
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SOUNDNESS AMP.: SEQUENTIAL REPETITION

P Ci1 = (Com(v))vev S
“ (col’(u1), col’ (v1), duy, doy)

P

C2 = (Com(v))vev

(u2,v2) >
< |’ |’ A, d
(col’(u2), co .(712)7 uz s Qo) >
Cr = (Com(v))vev
>
< (ukavk)
(col’(ug), col’ (vg), du, , dv, ) >
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SOUNDNESS AMP.: SEQUENTIAL REPETITION

p C1 = (Com(v))pev

(u1,v1)
C_\D < (CO|/(U1),CO|/(U1)>dU17dvl)

P >
C2 = (Com(v))vev
(u2,v2) >
< |’ |’ Ao, d
(CO (UQ),CO .(v2)7 U 9 UQ) )
Cr = (Com(v))vev
(uk, vk) >
< (col’(ug), col’ (vg), du, , dv, ) >
Soundness Error
(1-1/|B))" J

o -

/
%
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SOUNDNESS AMP.: SEQUENTIAL REPETITION

P Ci = (Com(v))vev g
“ (col’(u1), col’ (v1), duy, doy)

&
P > 5
C2 = (Com(v))vev
(u2,v2) >
<€
(COI/(uQ)v COI/(U2)7 du2 ) dUQ) >
Cr = (Com(v))vev
< (uk, vk) >
(col’(ug), col’ (vg), du, , dv, ) >
Soundness EITOI' Zero_knowledge?
(1— 1/’E‘)k J Some issues!
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DOES SEQUENTIAL REP. PRESERVE ZK?

m Soundness error can be arbitrarily small, and for £ = poly(}\) it is
negligible.
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DOES SEQUENTIAL REP. PRESERVE ZK?

m Soundness error can be arbitrarily small, and for £ = poly(}\) it is
negligible.

m But is Zero-knowledge preserved?

m Issue: V* might be gaining more information from multiple rounds of
interaction than from a single round!

m Solution: auxiliary input zero-knowledge.

m Solves the above issue.
m Also allows us to argue about zero-knowledge when composed with
other protocols.

m In some sense, this is the “right” definition of zero-knowledge.
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AUXILIARY INPUT ZERO-KNOWLEDGE

Definition 1 (Auxiliary Input Zero-knowledge, Informal)
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Definition 1 (Auxiliary Input Zero-knowledge, Informal)

Let (P, V) be a k-round interactive proof for a language L. Then, we say
that the proot system has auxiliary input zero-knowledge it for every
PPT verifier algorithm V*, there exists a PPT algorithm S (the
stmulator), which can depend on V*, such that for all z € L and for any
auxiliary input z € {0, 1}P°¥(2D) the distribution S(x, z) is
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AUXILIARY INPUT ZERO-KNOWLEDGE

Definition 1 (Auxiliary Input Zero-knowledge, Informal)

Let (P, V) be a k-round interactive proof for a language L. Then, we say
that the proot system has auxiliary input zero-knowledge it for every
PPT verifier algorithm V*, there exists a PPT algorithm S (the
stmulator), which can depend on V*, such that for all z € L and for any
auxiliary input z € {0, 1}P°¥(2D) the distribution S(z, 2) is
“indistinguishable” from Viewy«((P,V*(z))(x)). Here,
Viewy«((P,V*(z))(x)) denotes the distribution over proofs/transcripts
generated by the interaction between P and V™.
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SIMULATION IDEA FOR SEQUENTIAL REPETITION
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CONSTANT-ROUND ZERO-KNOWLEDGE FOR NP l
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MORE ZK FOR NP?

Goal: proofs for every L € NP

®m in computational ZK;
m with negligible soundness error; and

m a constant number of rounds
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RECALL: CZK PROOF FOR HAM

[(Gen, Com, Open)]

(G, w) € Risan, pp < Gen(1) |

S
QP («
G &

~ c

>
H,D)ifb=1

(¢7 Y )

(P1) Sample random permutation ¢ and (V1) Sample b S {0,1}.
compute (C, D) < Com(p(G)) , 7
P2) Set u = ¢(uw) (VQ—Q) ‘b = 0: check that u is a cycle and
( - ' Y(i,7) € u, check 1 = Open(1,C;. 5, D;. ;)
(V2-1) b = 1: check that H = ¢(G) and

1 = Open(H,C, D)
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k = poly ().
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RECALL: CZK PROOF FOR HAM

[(Gen, Com, Open)]

(G, w) € Risan, pp < Gen(1) |

S
QP («
G &

~ : >
“ (U, D’L,])(’L,j)eu lfb:O
P (6. H.D) T h=1 >V

m To get negligible soundness error, sequential repetition for

k = poly ().
m Not constant round!
m What about parallel repetition?
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

(O ZDK. =
) d . @;p,éu

&

o _ 0, s - _Q_, o o _C .9
‘P’ Di)opeaifb=0 “ DR TE “ T e
waoin—v _Fﬁﬂﬁ?? v P a7 Vv
1 2 3

— K
b efor
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

- c - c
S T P .

¢ ; ® ; ® ,,
O i [\ Y PR
(u, Dz,J)(i.j)Gu ifb=0 (u, Dz,j)(w-)eq, ifb=0 (u, Di,j)(i,j)eu ifb=0 (u, D ])(i.j) fb=0
L e E = L v E = o=V .1, D) iTh= v

1 2 3 k

v Soundness error 2!
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

6 < .9 &6 _<° .9 6 _ - .8 &_° .9
b b b b
(u; Di ;)i if b (u, Di ;)i if b (u, Dij)igeu b= 0 w (u, Dij)igreu if b= 0
P \%4 P \%4 P \% P \%4
@ 1, D) 5 @ 1, D) 5 G D) AE= T G 1, D) ITb=T"

v Soundness error 2!

v Constant number of rounds! (3 rounds).
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

~ c ® c ® c 3 ~ c 3

Y/ b b y / b / y/ b /

LP) (w, Dij)ijen b <0 Vv @ (u, Dij)iigyeu if b =0 Vv \P) (w, Dij)jen if b =0 Vv kp) (w, Diyj)iigen i 50 v
(¢,H,D) if b= (¢,H,D) if b= (¢,H,D) if b (¢,H,D) if b=

v Soundness error 2!

v Constant number of rounds! (3 rounds).
x Can’t simulate in expected polynomial time!
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

a — 9% 4 — 9% 45— 9 a — 9
p ) a ) < 5 APh ... & )
J (u, Dij)igreu i b= 0 J (u, Dij)iijyeu if b= 0 0 (u, Dij)igeu b= 0 J (u, Dij)i fob=0

P . H,D) (b= v P . H,D) (5= 4 P aEDm= Y P . H,D) (5= 4

v Soundness error 2!

v Constant number of rounds! (3 rounds).

x Can’t simulate in expected polynomial time!
m In original simulation, S guessed the bit b from V'*.
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PARALLEL REPETITION: EXPONENTIAL SIMULATION!

1 2 3 \ k
\. (\%\
v" Soundness error 27! Q‘) 4 ﬂ —

v Constant number of rounds! (3 rounds). \l-@\/{ “

x Can’t simulate in expected polynomial time!

m In original simulation, S guessed the bit b from V'*.
s In parallel repetition, S must guess b € {0, 1}*, which gives 2*
expected number of simulation attempts.
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FIX (WITH NO PROOF)

m Simple fix: add 2 more rounds!
m Have V' commit to b ahead of time, then later open this
commitment.

m Coms should be statistically hiding and computationatiznbinding.
(Cam ) (5

((G, w € Ruam, ppyo < Geny 2(“))}

//\.

Q\DW' 750
ﬁbgj
(for use in Comz)
>
A
%

CV eComg b 7“

7 07
/_ ! (to open CV >

ﬂ’U,z, 1,T,Y (a: y)EuE@k] lfb =0

g(qb@,HZ,D )}% if b; =1
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soundness error 27F.

y

m This is optimal, at it is known that if any language L has a 4-round
ZK proof, then L € coMA..

m The proof that the previous protocol has CZK is very subtle!

m See https://www.youtube.com/watch?v=cAI7Iw_bkZs&list=
PL8Vt-7cSFnw29cLUVqATuMlgl1QJ-szVOK&index=4 for more details.
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m See https://www.youtube.com/watch?v=cAI7Iw_bkZs&list=
PL8Vt-7cSFnw29cLUVqATuMlgl1QJ-szVOK&index=4 for more details.

m As of 2019, the GMW result showing NP C CZK is Widgerson’s
favorite result by far.
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NEXT TIME: SECURE MULTI-PARTY
COMPUTATION
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