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m Yao’s GC protocol: can think of it as secret sharing wire values.

m w), w} are two possible wire values known by P; (the generator),

shared by kY, k.

1

m P, (the evaluator) knows the true wire value w?

,I: .
Ww; Wy

K9 ki k3, kj i G(0,0)17

G Tc = v

KO Kl | il N _

Wt

m GMW Protocol: P; and P both have additive secret shares of w;
for every wire.
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m The GMW Protocol generalizes Yao’s GC protocol to m parties and
can operate over both Boolean and arithmetic circuits.

m Arithmetic circuit: circuits defined over IF with ADD, MULT, and
CONST (multiplication by a constant) gates.

m We will first discuss the 2 player Boolean case, then generalize to m
players.

m For GMW over finite fields, we’ll instead look at another protocol
and then cast it as GMW (next time).
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m First, each party will secret share their input bits x and y.

x € {0,1}" y € {0,1}"
(1)
‘!!’ r S li.b
(2 (
P «
P1 P2
ri) & {0,117 r? & {0,1}n
st = (x@rW, r?) e {0,1}?" s@ = (rM y o r®) € {0,1}?"

s as® = (x,y)]

m Next, both parties proceed gate-by-gate evaluating C for F using
inputs st and s, respectively.
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m As an example, suppose we have a NOT gate with input x;.

w1 w1
50
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m Input is secret shared: sgl) ( ) = = (1 ® ,,,( )) (1) = 7.

m Parties locally compute secret shared output:
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m For XOR gates, P; and P, will simply compute the XOR of the
secret shares it holds for each wire.

w; Wy

§1) 3§2)U3§2)

m Then: sgl) D 3§2)
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m For evaluating NOT gates: P; flips its input share bit, all other
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their shares locally.

m Evaluating AND gates is more complicated; we’ll come back to this.

17 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

18 / 25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

Q -«
\ @
Py Py

~

(P

P3

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

1 “!’ (i;g\CEQ
P Py
™ &
P

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

r(1,2)
_—
1 ‘l!) <z:% i)
P Py
~ &
P3

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

r(1,2)
_—
1 ‘!!) <ZZ% i)
P Py
(1,3
“ &
P3

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

P P
(1,3
~
ey
Ps

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

(1:2)
/\

> S &

P

2

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

(1,2)

§(1,1) o §(2,1)
3(1’2) 331 | 332 8(2’2)
L(LS) D -8 §(2,3)
7
r

2
1,3 7,(3,2)
(3,1) (2:3)
@

iy
P3

5(3.1)
5(3,2)

18 / 25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

s(1,1) 5(2,1)
8(1 2) q) To [8(2,2)]

S(l 3)
T @ @ r(L; 3> 1.3
r(3 1) (3, 1)

x3“

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.

5(1,1) @ 5(2,1)
3(1 2) a:’l Q q) CEQ 8(272)
r(21)

. 7 |

3(1 3)

(2,1)

1 b 7"(1 2) b 7"(1 3)
[ P(3,1)

18 /25



GMW PROTOCOL: 3-PLAYER EXAMPLE

m Suppose that C: {0,1}° — {0, 1}5out,
m Consider a 3-Player version of the GMW Protocol where each party
gets a single bit as input.
(1 2)

s(1,1)

(1 2) (2,2)

(2,1)
(21 (VBQ& F ’]
(2,3)

2 I
z1 @ rl 2)§9 r(1 3) .(3,2) (““2(1’)2) (2~ .
k ri4 xo @ rist) @ rls
o (3, 1) (2,3) (5.2

373“

P3

5(3.1) (1,3)
5(3,3) 23 @ 3D @ r(3:2)

18 /25



GMW PROTOCOL: 3-PLAYER NOT GATE

(N ) (%) . ) )

— | © w. 19 / 25



GMW PROTOCOL: 3-PLAYER XOR GATE

w; W

20 / 25



GMW PRroTOCOL: m-PLAYER AND GATE

21 /25



GMW PROTOCOL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.
m Suppose we evaluate an AND Gate w; = w; A wj.

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.
m Suppose we evaluate an AND Gate w; = w; A wj.

() and s®

m Let P, have shares s; ;

k€ [m].

for input wires w; and w;, for all

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.
m Suppose we evaluate an AND Gate w; = w; A wj.

() and s®

m Let P, have shares s; ;

k€ [m].

for input wires w; and w;, for all

m We use the following identity:

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.
m Suppose we evaluate an AND Gate w; = w; A wj.

() and s®

m Let P, have shares s; ;

k€ [m].

for input wires w; and w;, for all

m We use the following identity:

W = w; Nw; = (3,§1>@---@3§m))/\(sgl)@---@s§m)>

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Evaluating AND Gates is more complicated.

m Suppose we evaluate an AND Gate w; = w; A wj.

() and s®

m Let P, have shares s; ;

ke [m].

for input wires w; and w;, for all

m We use the following identity:

W = w; Nw; = (8§1>@---@3§m))A(Sgl)@---@s§m)>

" \

k=1 k'€ )
k;ék’

21 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.

22 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.

m Fach party P locally computes sgk) A s§k).

22 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.

m Fach party Py locally computes s

1

(k) 5 ()
",

0 5 504

m This is a secret share of @j.¢,,; s A

22 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.
(k) A o(F)
m Each party Py locally computes s, A s i
CIWC)

m This is a secret share of @j.c,, S;

m Each pair of parties P, and P,/ then jointly compute secret shares
of s¥ A ¥
1 J )

22 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.

m Fach party P locally computes S,Ek) A s§k).

(k) 5 (F)
)

m This is a secret share of @j.c,, S;

m Each pair of parties P, and P,/ then jointly compute secret shares
of s¥ A ¥
1 J )
(1,4)

m This is done as in the 2-Player version, using Fny1 .

22 /25



GMW ProTocoL: m-PLAYER AND GATE

m Given the previous identity, parties evaluate the AND gate as
follows.

m Fach party P locally computes sgk) A s§k).

m This is a secret share of @j.c,,; sz(-k) A sg-k).

m Each pair of parties P, and P,/ then jointly compute secret shares
(k) » (K')
NS: 7.

U J
m This is done as in the 2-Player version, using ]:(()1{4).

of s

m Then for all k£ € |m], Py sets sgk) = (S,Ek) A s§k)) D D4 S,Ek) A s§k/).

P — =

(&> .
@ﬁz = Wl/\ 7

4 22 /25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

23 / 25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

m For k € [m|, Py evaluates all gates in C as described previously:.

23 / 25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

m For k € [m|, Py evaluates all gates in C as described previously:.

m For every output wire wy,

23 / 25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

m For k € [m|, Py evaluates all gates in C as described previously:.

m For every output wire wy,
m For k € [m], P, sends sék) to all other Pj.

23 / 25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

m For k € [m|, Py evaluates all gates in C as described previously:.

m For every output wire wy,
m For k € [m], P, sends sék) to all other Pj.

(k)

m Parties locally compute wy = @pepm) sy -

23 / 25



GMW PROTOCOL: m-PARTY OUTPUT WIRES

m For k € [m|, Py evaluates all gates in C as described previously:.

m For every output wire wy,
m For k € [m], P, sends sék) to all other Pj.

(k)

m Parties locally compute wy = @pepm) sy -

m Parties have learned F(x(M, ..., x(™)!

23 / 25



GMW PROTOCOL: m-PARTY COSTS

24 / 25



GMW PROTOCOL: m-PARTY COSTS

m Setup Phase.

24 / 25



GMW PROTOCOL: m-PARTY COSTS

m Setup Phase.

m Output Phase.

24 / 25



GMW PROTOCOL: m-PARTY COSTS

m Setup Phase.

m Output Phase.

m Evaluation Phase.

24 / 25



GMW PROTOCOL: m-PARTY COSTS

m Setup Phase.
m For k E<\m], P, samples and sends n random bits r*) to each other

Fery (> v\x biTs

m Output Phase.

m Evaluation Phase.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.
m For k € [m], P, samples and sends n random bits r(*) to each other
Py
m Output Phase.

m Let sou: be the number of output gates.

m Evaluation Phase.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.
m For k € [m], P, samples and sends n random bits r(*) to each other

P,
m Output Phase.
m Let sou: be the number of output gates.

m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.

m For k € [m], P, samples and sends n random bits r(*) to each other
Py

m Output Phase.
m Let sou: be the number of output gates.

m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.
m XOR and NOT gates require no communication between parties.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.

m For k € [m], P, samples and sends n random bits r(*) to each other
Py

m Output Phase.
m Let sou: be the number of output gates.
m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.
m XOR and NOT gates require no communication between parties.

)

m For each AND gate, every P for k € [m] executes F(()lT’4 with every

other Pj.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.
m For k € [m], P, samples and sends n random bits r(*) to each other
Py

m Output Phase.
m Let sou: be the number of output gates.
m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.
m XOR and NOT gates require no communication between parties.

)

m For each AND gate, every P for k € [m] executes F(()lT’4 with every

other Pj.

m Communication complexity: let sanp denote the number of AND
gates in the circuit.

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.
m For k € [m], P, samples and sends n random bits r(*) to each other
Py

m Output Phase.
m Let sou: be the number of output gates.
m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.
m XOR and NOT gates require no communication between parties.

)

m For each AND gate, every P for k € [m] executes F(()lT’4 with every

other Pj.

m Communication complexity: let sanp denote the number of AND
gates in the circuit.

m The protocol requires sanp - rou nds(F(()lTA)) + 2 rounds of
communication (assuming all FoT1 are executed in parallel).

24 / 25



GMW ProTocoL: m-PARTY COSTS

m Setup Phase.
m For k € [m], P, samples and sends n random bits r(*) to each other
Py

m Output Phase.
m Let sou: be the number of output gates.
m For every k € [m], P sends so,: bits to every other Py

m Evaluation Phase.
m XOR and NOT gates require no communication between parties.

m For each AND gate, every Py for k € |m] executes F(()lTA)

other Pj.

with every

m Communication complexity: let sanp denote the number of AND
gates in the circuit.
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