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m Pinning down what “security” m “Theoretical” design sometimes
means! difficult to translate to real

m Building secure systems on top world systems

of things we prove/believe are m Crypto tends to move much
secure slower than real world systems
4 )
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7/17



DEFINING SECURITY

m What does it mean for something to be “secure”?

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?
m Confidentiality (Security/Privacy)

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)
m Integrity (Authenticity /Authentication/Correctness)

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)
m Integrity (Authenticity /Authentication/Correctness)
m Can define more things (e.g., zero-knowledge as we’ll see later)

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)

m Integrity (Authenticity /Authentication/Correctness)

m Can define more things (e.g., zero-knowledge as we’ll see later)
m Intuitively: security = protecting information in some way

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)

m Integrity (Authenticity /Authentication/Correctness)

m Can define more things (e.g., zero-knowledge as we’ll see later)

m Intuitively: security = protecting information in some way

m What is the threat model? Who is attacking the scheme, or who are
we trying to protect against? What kind of attacks?

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)

m Integrity (Authenticity /Authentication/Correctness)

m Can define more things (e.g., zero-knowledge as we’ll see later)

m Intuitively: security = protecting information in some way

m What is the threat model? Who is attacking the scheme, or who are
we trying to protect against? What kind of attacks?

m Two flavors: concrete and asymptotic (of the above)

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)

m Integrity (Authenticity /Authentication/Correctness)

m Can define more things (e.g., zero-knowledge as we’ll see later)

m Intuitively: security = protecting information in some way

m What is the threat model? Who is attacking the scheme, or who are
we trying to protect against? What kind of attacks?

m Two flavors: concrete and asymptotic (of the above)

m Intuitively: concrete, there is a specific type of adversary you want
to protect against (this is very hand-wavy and oversimplified)

8 /17



DEFINING SECURITY

m What does it mean for something to be “secure”?

m Confidentiality (Security/Privacy)

m Integrity (Authenticity /Authentication/Correctness)

m Can define more things (e.g., zero-knowledge as we’ll see later)

m Intuitively: security = protecting information in some way

m What is the threat model? Who is attacking the scheme, or who are
we trying to protect against? What kind of attacks?

m Two flavors: concrete and asymptotic (of the above)

m Intuitively: concrete, there is a specific type of adversary you want
to protect against (this is very hand-wavy and oversimplified)

m Asymptotic: trying to catch-all for all possible adversaries (for some
class of adversaries)
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polynomial-time (PPT) algorithms (Gen, Mac, Verify) such that:

The key-generation algorithm Gen takes as input the security parameter 1*
and outputs a key k such that |k| > \, which we denote as k < Gen(1");

The tag-generation algorithm Mac takes as input a key k£ and a message
m € {0,1}* and outputs a tag t, which we denote as t < Macg(m); and

The deterministic verification algorithm Verify takes as input a key &, a
message m, and a tag t, and outputs a bit b such that b = 1 denotes that ¢
is a valid tag for message m under key k, and otherwise b = 0 denotes that
t is an invalid tag. We denote this as b := Verify, (m, t).

We require that for Qj_t;LA c L+ every k E Gen(1?), and every m € {0,1}*, it

holds that venf@% Ma@ é’ﬁ mescag ¢ _
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A MAC II = (Gen, Mac, Verify) is secure if an adversary cannot forge a
tag for a message of their choice without access to the secret key.

Mac-forge 4 ()
k < Gen(1%).

Adversary A receives 1* as input and oracle access to Macy(-). Let
Q denote the set of all messages that A queries its oracle with.
m Goal: Output (m,t) (message and tag).
A wins if and only if (1) Verify,(m,t) =1 and (2) m € Q
(Mac-forge 4 17(A) = 1 in this case and 0 otherwise).

m Also known as existential unforgeability under adaptive
chosen-message attacks
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(2) 1 = Verify,(m,1)
Output b= (1) A (2)

m How many queries?
m How “powerful” is A?
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13 /17



14 /17



CONCRETE SECURITY

Concrete Security (Informal)

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every \ € Z™,

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most ¢(\)

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most t(\) succeeds in breaking
the scheme with probability at most ().

g

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most t(\) succeeds in breaking
the scheme with probability at most ().

g

s Example: ¢t = 20 CPU cycles

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most £(\) succeeds in breaking
the scheme with probability at most ().

s Example: ¢t = 20 CPU cycles

m Roughly 9 years on a 4GHz processor
m < 1 minute on fastest supercomputer (in parallel) (as of 2023)

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most £(\) succeeds in breaking
the scheme with probability at most ().

v

s Example: ¢t = 20 CPU cycles

m Roughly 9 years on a 4GHz processor
m < 1 minute on fastest supercomputer (in parallel) (as of 2023)

m Need to specity what “break” means

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most £(\) succeeds in breaking
the scheme with probability at most ().

s Example: ¢t = 20 CPU cycles

m Roughly 9 years on a 4GHz processor
m < 1 minute on fastest supercomputer (in parallel) (as of 2023)

m Need to specity what “break” means

m Important metric in practice

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most £(\) succeeds in breaking
the scheme with probability at most ().

s Example: ¢t = 20 CPU cycles

m Roughly 9 years on a 4GHz processor
m < 1 minute on fastest supercomputer (in parallel) (as of 2023)

m Need to specity what “break” means

m Important metric in practice

m Caveat 1: difficult to prove/provide these precise statements!

14 /17



CONCRETE SECURITY

Concrete Security (Informal)

A scheme II is (¢, ¢)-secure if for every A\ € Z™, every
adversary running in time at most £(\) succeeds in breaking
the scheme with probability at most ().

s Example: ¢t = 20 CPU cycles

m Roughly 9 years on a 4GHz processor
m < 1 minute on fastest supercomputer (in parallel) (as of 2023)

m Need to specity what “break” means

m Important metric in practice

m Caveat 1: difficult to prove/provide these precise statements!
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CONCRETE SECURITY OF MACs

Definition 2 ((t, ¢, €)-secure MAC)

A MAC II = (Gen, Mac, Verify) is (t, ¢, €)-secure if for every A € Z* and
every adversary A running in time at most ¢(A) and making at most g(\)
oracle queries/challenges, it holds that

Pr[Mac-forge 4 1(A) = 1] <e()).

15 /17



16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

m Would much rather have a catch-all statement for security

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

m Would much rather have a catch-all statement for security

Asymptotic Security (Informal)

A scheme II is secure if every probabilistic polynomial-time
(PPT) adversary succeeds in breaking the scheme with
negligible probability.

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

m Would much rather have a catch-all statement for security

Asymptotic Security (Informal)

A scheme II is secure if every probabilistic polynomial-time
(PPT) adversary succeeds in breaking the scheme with
negligible probability.

y

m Intuition: if we choose the security parameter A to be sufficiently
large, then any PPT adversary will succeed with very small
(negligible) probability!

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

m Would much rather have a catch-all statement for security

Asymptotic Security (Informal)

A scheme II is secure if every probabilistic polynomial-time
(PPT) adversary succeeds in breaking the scheme with
negligible probability.

y

m Intuition: if we choose the security parameter A to be sufficiently
large, then any PPT adversary will succeed with very small
(negligible) probability!

m Statements like this are much easier to prove (and we’ll focus on this
in the course)

16 /17



ASYMPTOTIC SECURITY

m Concrete Security is often messy
m Recall the caveats from before

m Would much rather have a catch-all statement for security

Asymptotic Security (Informal)

A scheme II is secure if every probabilistic polynomial-time
(PPT) adversary succeeds in breaking the scheme with
negligible probability.

y

m Intuition: if we choose the security parameter A to be sufficiently
large, then any PPT adversary will succeed with very small
(negligible) probability!

m Statements like this are much easier to prove (and we’ll focus on this
in the course)
m Don’t have to worry about hardware improvements.
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ASYMPTOTIC SECURITY OF MACS

Definition 3 (Secure MAC)

A MAC II = (Gen, Mac, Verify) is secure if for every PPT adversary A
there exists a negligible function negl such that

Pr[Mac-forge 4 11(A) = 1] < negl(}).
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A MAC II = (Gen, Mac, Verify) is secure if for every PPT adversary A
there exists a negligible function negl such that

Pr[Mac-forge 4 11(A) = 1] < negl(}).

Notice:

m We don’t have to worry about the number of queries, they are
implicitly bounded by some polynomial

m We just need to choose the security parameter A\ large enough for
the adversary to basically have no chance of winning!
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