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GOAL: MODERATELY EXPENSIVE HASH FUNCTIONS

Can we design a moderately expensive hash
function? J

m Fast to compute on regular hardware (e.g., desktop, laptop, or
phone); and

m Frpensive to compute on an ASIC?

m Application-specific Integrated circuits.

m Became more widely available for computing hashes like SHA-3 or
SHA-256 because of Bitcoin and friends.

(NEW LOW PRICE)

Bitmain Antminer S19 90TH/s Perfect Condition With PSU + Power Cables
New (Other)

$162.00 trailvault 971% positive (79)
25 bids - 177m left (Today 05:14 PM)

Free delivery

Located in United States
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MEMORY-HARD FUNCTIONS

m Intuition: force computational cost to be dominated by memory.
m CPU time is cheap; adding more RAM is expensive.

Time cost Space cost

Need 2x the time? Need 2x the space?
Leave computer on! Download more RAM!

Goal

Force attacker to use large amounts of memory for
duration of computation, even on customized
hardware.
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MEMORY-HARD FUNCTIONS: TwO FLAVORS

m MHFs come in two flavors:
m data-dependent; and
m data-independent

Data-dependent MHF (dMHF) Data-independent MHF (iMHF)

m The structure and output of a m The structure and output of a
dMHEF f depends on the input iIMHEF' f is independent of any
x being evaluated. input x being evaluated.
Pros Pros
m Best “memory-hard” guaranteesJ m Highly resistant to side-channel
attacks )
Cons
Cons

m Susceptible to side-channel
attacks! m Provably worse

“memory-hardness”

7/16



MHFS FROM DIRECTED GRAPHS

8/16



MHFS FROM DIRECTED GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

/L/, W\
= ibawmf e s - chg S d L

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

@ @

©
5 ©

8/16



MHFS FROM DIRECTED GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

% (514659

& 9?/\"(’

1 o

(&

cC
0"

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

8/16



MHFS FROM DIRECTED GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

\94\ V\Oﬂl‘og
v [ wash @&»MV\}(

(»Q/ 1 ‘ﬂ'\ /T\CgﬂxX?cs
Input i C(’ e
T
)

Graph G

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

T {cﬂf — %\076

|
—>» Output: fgé(x)

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

—>» Output: fo g(x)

8/16



MHEFS FROM DIRECTED (GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.

4 )
1 ) —>» Output: fo g(x)
HE - 6)
\.LI A y,
Ly = H(2) ,’l Graph G

8/16



MHFS FROM DIRECTED GRAPHS

m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.
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m Key idea of basically all MHFSs: force hash to be computed as labels
of a directed acyclic graph.

m Idea: use DAG to encode data dependencies to force large amounts
of memory to be stored.

m Model: we always model the hash function as a random oracle.
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Input
xr
A Graph G
Lo=H(x) ¢ P
Ls = H(Lo)

m H:{0,1}* — {0,1}* is a random oracle.
m DAG G encodes data dependencies.

s Maximum in-degree § = O(1).
m |V| = N = 2" nodes/vertices (not in this example).
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m For dMHEFs, the graph G is computed on-the-fly using some function
of the hash function/RO and the input.

m Key example: sCrypt
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DMHEFES vs. IMHEFES

m For an iMHF', the graph G is randomly sampled independently of

any input.

m l.e., randomly sample a graph before defining the function.
m For dMHEFs, the graph G is computed on-the-fly using some function

of the hash function/RO and the input.
m Key example: sCrypt
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EVALUATING A MHF

m Idea: pebble the graph.

L1 = H(Lg, L2)

\
\
\

Ly = H(Ly, L3)
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\\<
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EVALUATING A MHF

m Idea: pebble the graph.

Ll — H(L07 LQ) L4 — H(L17 L3)
\ L3 = H(L17L2) ,I

e 2| ”
1 : )@ﬁ—) Output: fg m(x)
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How TO MEASURE MEMORY-HARDNESS?

m Natural question: what does it actually mean to be memory-hard?

m There are several possible definitions of “memory-hardness.”

m Intuitively, we want to capture the idea that an adversary must lock
up large amounts of memory for the duration of a computation.

m Idea: translate memory costs to the cost of pebbling the underlying
DAG of a MHF.
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\Lﬁ,oG Ve\o\o((\(wf 5‘{—-‘14—€S

ST(G) = min (Tp x max(|P;])
P i<Tp

13 /16



ST COMPLEXITY: ATTEMPT 1
m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

ST(G) = min (Tp x max(\Pi\))

P i<Tp

m P is a pebbling strategy.

13 /16



ST COMPLEXITY: ATTEMPT 1
m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

P i<Tp

ST(G) = min (Tp x max(\PZ—\))

m P is a pebbling strategy.
m Tp is the time to compute P.

13 /16



ST COMPLEXITY: ATTEMPT 1
m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

P i<Tp

ST(G) = min (Tp x max(\PZ—\))

m P is a pebbling strategy. "ﬁ;(‘)\aﬁﬁ"l"fﬂ
m p is the time to compute P.
m |P;| is the size of the i*" pebbling state.

13 /16



ST COMPLEXITY: ATTEMPT 1
m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

P i<Tp

ST(G) = min (Tp x max(\PZ—\))

m P is a pebbling strategy.
m Tp is the time to compute P.
m |P;| is the size of the i*" pebbling state.

m ST-Complexity has a rich theory and is studied in many works.

13 /16



ST COMPLEXITY: ATTEMPT 1
m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

P i<Tp

ST(G) = min (Tp x max(\PZ—\))

m P is a pebbling strategy.
m Tp is the time to compute P.
m |P;| is the size of the i*" pebbling state.

m ST-Complexity has a rich theory and is studied in many works.

ST-Complexity is not appropriate for
password hashing! J
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For measuring memory-hardness, we would like an amortized memory
cost (amortized area-time complexity) J
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CC(G,G) =2-CC(G)
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NEXT TiME: CC, THE PARALLEL ROM, AND
DEPTH-ROBUSTNESS
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