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MEMORY-HARD FUNCTIONS: RECAP

m A function f is memory-hard if the main computational costs are
the amount of memory needed to compute f.

m Two flavors: data-dependent and data-independent.

m Data-dependent: memory-access pattern of f(x) is different
depending on input x.

m Data-independent: memory-access pattern of f(x) is fixed for any
input .

m Both dMHFs and iMHEFSs are constructed using directed acyclic
graphs G and a hash function H, modeled as a random oracle.
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m Goal: prove that fg g 1s memory-hard for some notion of
memory-hardness.

m Idea: memory-cost of fg g is proportional to the pebbling cost of
graph G with respect to H.

H P() — {LO} H P3 = {LQ,Lg}
| P1 — {L(),Ll} | P4 — {L4}
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m First natural attempt: space-time complexity.

m For a DAG G, we define the ST-Complexity of G as

ST(G) = min (Tp x max(\Pz-D)

P 1<Ip

m P is a pebbling strategy.
m Tp is the time to compute P.
m |P;| is the size of the i*" pebbling state.

m ST-Complexity has a rich theory and is studied in many works.
ST Cost

N
ST-Complexity is not appropriate o /%/ 7
for password hashing! J & Z%//////////ﬂ”m,_

time t
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AMORTIZATION AND PARALLELISM

m Issue: ST-Complexity can scale poorly in the number of function
evaluations for a parallel computation.
m Password hashing is a very parallel computation!

S, |
o S, ST, =5, xT, =5, x1,=5T,
- / \
a
cost of computing cost of computing
fonce fthree times
time T T
Theorem 1

There exists a function f, (making n calls to a random oracle) such that

the ST-Complezity of /n parallel calls to fr, is O(ST(f)).

y

For measuring memory-hardness, we would like an amortized memory
cost (amortized area-time complexity) J
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m The notion of cumulative (memory) complexity (CC) was introduced
to approximate the amortized area-time complexity of pebbling a

DAG G.

m |P;| is the memory used at step ¢ of the computation.

m Guessing two passwords now doubles an attacker’s cost!

Cumulative Memory Cost

space

CC(G,G) =2 - CC(G)
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N P() = {L()} N P3 = {LQ,Lg}
N P1 = {L(),Ll} N P4 = {L4}
| PQ — {LQ}

ST Complexity CC
ST(G)=5-2=10 CCG)=14+2+1+24+1=T7 J
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NAIVE PEBBLING STRATEGY EXAMPLE

m There always exists the naive pebbling strategy for any DAG.

m Py ={Lo} m P3={Lo, L1, Lo, L3}
m P ={Lo, L1} m Py ={Lo,L1,Lo, L3, L4}
o P2 — {LOaLlaLQ}

CC

CC(G,P)=14+2+3+4+5=15

9 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:
m Pebble the DAG G in topological order.

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:
m Legal for any DAG G.

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:

m Legal for any DAG G.
m Pebbling time is n.

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:

m Legal for any DAG G.

m Pebbling time is n.

m Sequential algorithm: place a single new pebble on the graph during
each round of pebbling.

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:

m Legal for any DAG G.

m Pebbling time is n.

m Sequential algorithm: place a single new pebble on the graph during
each round of pebbling.

Theorem 2
Any DAG G on n nodes has CC(G) < > .

10 /29



NAIVE PEBBLING STRATEGY

m The naive pebbling strategy can be described as follows:

m Pebble the DAG G in topological order.
m Never discard any pebbles.

m Properties of naive pebbling strategy:

m Legal for any DAG G.

m Pebbling time is n.

m Sequential algorithm: place a single new pebble on the graph during
each round of pebbling.

Theorem 2

Any DAG G on n nodes has CC(G) < ) ;1 = w J
Proof.
The naive pebbling strategy is legal for all DAGs! DJ
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m This theorem tells us that O(n?) is the upper bound on CC for all
DAGs.

(Question

Does there exist any DAG G with CC(G) = Q(n?)? J

m Such a graph would be optimally memory-hard (with respect to CC).
Yes!

The complete DAG on n vertices has large CC. J
But!
This graph has large in-degree O(n)! J
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(GRAPHS WITH LARGE CC

Claim 1

The complete DAG on n vertices has CC(G) > Zz‘gn_ﬂ — @
= Q(n?).

m Py={Lo}
@ m P ={Lo, L1}
o 1 = Py ={Lo, Ly, Lo}
s Py = {Lo, L1, Lo, L3)
e 9 m P,={L4}

Proof.
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Claim 1

The complete DAG on n vertices has CC(G) > Zz‘gn_fi — @
= Q(n?).

| Po — {L()}
{‘:. l JFﬁ — {];0,];1}
O 1 = Py = {Lo, L1, Lo}

N P3 — {LOJL17L27L3}
(3«2 m Py ={L4}

Proof.

Label the graph from 0 to n — 1 in topological order. Then, node ¢ has
parent nodes {0,...,7 — 1}.
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Claim 1

The complete DAG on n vertices has CC(G) > Zz‘gn_fé — @
= Q(n?).

H Po — {L()}
@ | P1 — {LQ,Ll}
O 1 = Py = {Lo, L1, Lo}

N P3 — {L07L17L27L3}

6 9 IP4:{L4}

Proof.

Label the graph from 0 to n — 1 in topological order. Then, node ¢ has
parent nodes {0,...,7 — 1}. So node ¢ needs all of its parents to be
pebbled before it can be pebbled. ]

12 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? le.,
(G) =0(1)7

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? le.,
(G) =0(1)7

m Why do we care?

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? le.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? le.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle A4S instantiated as a fixed hash
functioff A/ {0,1}?* — {0, 1},
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h. T
m If v has 3 parents u, w,x, then L, = H(L,, Ly, L.).

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.

m If v has 3 parents u,w, x, then L, = H(L,, L, L;). In practice, this
is h(h(Ly, L), Lz ), or 2 calls to h.

[—

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.

m If v has 3 parents u,w, x, then L, = H(L,, L, L;). In practice, this
is h(h(Ly, Ly,), Ly ), or 2 calls to h.

m If v has k parents, then we must make k£ — 1 calls to h.

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.

m If v has 3 parents u,w, x, then L, = H(L,, L, L;). In practice, this
is h(h(Ly, Ly,), Ly ), or 2 calls to h.

m If v has k parents, then we must make k£ — 1 calls to h.

m Runtime of fg, is proportional to n - §(G).

13 /29




WHY DOES IN-DEGREE MATTER?

Question

Can we find a DAG G with CC(G) = Q(n?) and small in-degree? ILe.,
(G) =0(1)?

m Why do we care?

m In practice, the random oracle H is instantiated as a fixed hash
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m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.

m If v has 3 parents u,w, x, then L, = H(L,, L, L;). In practice, this
is h(h(Ly, Ly,), Ly ), or 2 calls to h.

m If v has k parents, then we must make k£ — 1 calls to h.

m Runtime of fg, is proportional to n - §(G).
m /(G) = log(n) already gives us super-linear runtime!
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function h: {0,1}?* — {0,1}*.
m To get a label of node v in the graph, we must do the following.

m If v has 2 parents u, w, then L, = H(L,, L), one oracle call and one
call to h.
m If v has 3 parents u,w, x, then L, = H(L,, L, L;). In practice, this
is h(h(Ly, Ly,), Ly ), or 2 calls to h.
m If v has k parents, then we must make k& — 1 calls to h.
m Runtime of fg, is proportional to n - §(G).
m /(G) = log(n) already gives us super-linear runtime!

m Bad for users!
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DESIDERATA FOR IMHF DAGS

m Reminder: key difference between dMHF and iMHF DAGs:

m iMHF DAG: fixed ahead of time.

s dAMHF DAG: nodes are fixed, but parents of a node are randomly
sampled as part of the computation process (sampling depends on
the input).

m Goal: find a fixed DAG G on n nodes such that:
0(G) = 2 (constant in-degree)

m Gives us a running time of n(d — 1) = n for computing fg m.

CC(G) > n?/7 for some small value .

Maximize the costs for fixed running time n (users are impatient!) J
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IMHFS CANNOT HAVE GOOD CC

m Unfortunately, fixed DAGs cannot have optimal CC.

Theorem 3 (Alwen-Blocki 2016)

For all DAGs G on n vertices such that 6(G) = O(1), it holds that

CC(G) = O (st

y

m However, there are some graph constructions that nearly match this
upper bound.

Theorem 4
There exists a DAG G on n vertices with 6(G) = O(1) such that

2

CC(G) = 0 (lgm)
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CC AND MEMORY COSTS
m So far, we have only been discussing memory costs intuitively.

m Intuition: CC(G) should correspond to the amount of memory used
by an algorithm A computing fg o.

m Goal: formalize this intuition.

m For an algorithm A computing some function f, we will define the
notion of cumulative memory complexity (cmc).

m Intuition: cmc of A computing f on input x is the summation of the
amount of memory used by A during every step of the computation.

17 /29



CUMULATIVE MEMORY COMPLEXITY

18 /29



CUMULATIVE MEMORY COMPLEXITY

m Since our model for MHEFSs utilizes a random oracle H, we need to
define or memory model and costs with respect to a random oracle.

18 /29



CUMULATIVE MEMORY COMPLEXITY

m Since our model for MHEFSs utilizes a random oracle H, we need to
define or memory model and costs with respect to a random oracle.

m Let AfH be a randomized algorithm computing f for any input x
that is allowed to make parallel calls to random oracle H.

18 /29



CUMULATIVE MEMORY COMPLEXITY

m Since our model for MHEFSs utilizes a random oracle H, we need to
define or memory model and costs with respect to a random oracle.

m Let A]IE[ be a randomized algorithm computing f for any input x
that is allowed to make parallel calls to random oracle H.

m Let Trace(A?, x) = (09,01, -..,07) be the execution trace of A?(x)
terminating in T steps. o

18 /29



CUMULATIVE MEMORY COMPLEXITY

m Since our model for MHEFSs utilizes a random oracle H, we need to
define or memory model and costs with respect to a random oracle.

m Let AfH be a randomized algorithm computing f for any input x
that is allowed to make parallel calls to random oracle H.

m Let Trace(A?, x) = (0g,01,...,07) be the execution trace of A?(az)
terminating in 1’ steps.

Definition 1 (cmc)

The cumulative memory complexity (cmc) of A is defined as

cme(Af) =E | min > o],

x,r
aETrace(AJIEI (r),x)

where A]{EI (r) denotes that A’s random coins are fixed to the string r.
y
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CMC AND CC

m How can we relate cmc to CC?

m Intuition: if A? is computing fo r (defined by DAG G and RO H),
then the pebbling cost (CC(G)) should translate to cmc(Ay).

Theorem 5 (Alwen-Serbinenko 2015)

Let AJIZI be an algorithm computing a function fq u defined by a DAG G

and random oracle H : {0, 1}@» {0,1}*. Then, in the parallel random
oracle model (PROM), we have cmc(Ar) = Q(X - CC(G)).

m We will give a very high-level overview of the proof.
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( )

H:{0,1}* — {0,1}*

H ={}
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If H|y|] undefined
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return H |y]
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m For a random oracle H and a probabilistic algorithm A® (with
access to H), we define the prediction game as follows.

Prediction Game
OU-tpU-t (1131, y1)7 S0 O (mka yk) A A

A wins the prediction game if for all i € [k]: (1) y; = H(x;), and (2)
x; ¢ Q, where Q is the set of queries made by A to H before outputting.

y
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ROM: PREDICTION GAME

m For a random oracle H and a probabilistic algorithm A® (with
access to H), we define the prediction game as follows.

Prediction Game
OU-tPU-t (5131, y1)7 SR (mka yk) — AY,

A wins the prediction game if for all i € [k]: (1) y; = H(x;), and (2)
x; ¢ Q, where Q is the set of queries made by A to H before outputting.

y

Fact 1

Any algorithm A wins the prediction game with probability at most
275X over the choice of H.
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ROM: PREDICTION GAME

m For a random oracle H and a probabilistic algorithm A® (with
access to H), we define the prediction game as follows.

Prediction Game

OUtPUt (:Ch y1)7 SR (xka yk) — AY,

A wins the prediction game if for all i € [k]: (1) v; = H(x;), and (2)
x; ¢ Q, where Q is the set of queries made by A to H before outputting./

Fact 1

Any algorithm A wins the prediction game with probability at most
2—k-)\

over the choice of H.

Fact 2 (ROs are Incompressible)

Any A (h) given a hint h € {0,1}* (which may depend on H) wins the
prediction game with probability at most 2% A5,

v
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m Extends ROM to allow adversary to make parallel queries.

m Let A(x) be a PROM algorithm with input  and access to RO H;
it executes as follows.

m Initial Input /State: oy = .

N (017 q1 = (f%l), S 7567(“1))) N A(O-O)'

m New state + batch of RO queries.
1 1
= ay = (H(z{"),... H(=}))).

m Answers to RO queries.
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m Extends ROM to allow adversary to make parallel queries.

m Let A(x) be a PROM algorithm with input  and access to RO H;
it executes as follows.

m Initial Input /State: oy = .

m (o, q1 = (24, .., 2) « A(oo).

m New state + batch of RO queries.
1 1
= ay = (H(z{"),... H(=}))).

m Answers to RO queries.

(2) (2)

m (02,q2 = (27, ...,%ry ) < A(o1,a1).

. o o o . .

o (on,q; = (287, 2¥)) « A(oi_1,a:1).
O

Y <— A(O’t, at)
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s PROM Algorithm A(x)

m Fixing A, x, and RO H, we can define the erecution trace as

Tracea p(z) = {0i,q;, a; 2:1-

m Allows us to define the cmc of an execution trace:

t

cme(Tracey g (x)) = Z(\(m + |ay)).

m Finally, suppose that A(x) is computing fg g (x). Then, we can
define the cmc of fg g as

cme(fa. ) = Iﬂiﬁ?g lcmc(Tracea m(x))] .
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m Suppose we have a random oracle H: {0,1}?* — {0,1}*.

m Suppose we are given a DAG G on n vertices V = {1,...,n} such
that §(G) =

V-
m Moreover, suppose that each vertex v has parent@nd rv) <v-—1
for some function r.

(V=7 @ —\@)—>(9——7 |

~ = 7
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m Suppose we have a random oracle H: {0,1}?* — {0,1}*.

m Suppose we are given a DAG G on n vertices V = {1,...,n} such
that §(G) = 2.

m Moreover, suppose that each vertex v has parents v and r(v) < v —1
for some function r.

m Define z = Lo € {0,1}" as the initial input.
m Define labels Ly = H(Lg,0"), Ly = H(Ly,0"), and

L3 = H(Ly, Lq)
L, = H(Lv—laLT(v))

L, = H(Ln—la Lr(n))
m Question: what is the probability that two labels collide?

24 / 29



LABEL DISTINCTNESS

m Question: what is the probability that two labels collide?

25 / 29



LABEL DISTINCTNESS

m Question: what is the probability that two labels collide?

Claim 2

/| o T
PI’{I‘[HU # V' Ly = Ly] < S

25 / 29




LABEL DISTINCTNESS

m Question: what is the probability that two labels collide?

Claim 2
9

T
Hr[ v F£ v ] O

4

m Proof intuition: induction + collision-resistance of Random Oracles.
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n2

/| . / LA
PI)_II‘[HU#U.LU—LU]<2JY)\

v

m Proof intuition: induction + collision-resistance of Random Oracles.
m Let E; be the event that labels L, ..., L; are all distinct.
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m Proof intuition: induction + collision-resistance of Random Oracles.
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m Question: what is the probability that two labels collide?

Claim 2
9

/. _ n
}I)_II‘[HU#U . L’U_L’U/] < 2T)\

v
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m Notice that Pr[E;] = 1 (there are no other labels).
m What is the probability Ly and L; are distinct?

m Note that L, is fixed when L2 is computed!
m Pr[Ey | E1] <277

m Inductive case:

m Pr[E;|Ei—1] = Pr[H(Li, Lys)) € {L1,..., Li—a} | EBioa] < (i—1)-27N
m Union bound:

m Pr[E,] <> (i—1)-27 <n? 270
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oracle.

m What is the probability we find z such that L, = H(z) but
z # prelab(v) for some node v?

m Answer: probability at most n - q- 27

m Let z; be the i-th query to the RO such that z; # prelab(v) for any
v < n.
m Then, we have

Pr[H(z) € {Li,...,L,}}] <n-27*
Pr[3i < q: H(z) € {L1,..., Ly} <n-q-27".
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m Note the rounds 7z €

m Note the rounds ¢ €
query (e.g., L, € a;).

»
query (e.g., Ly, € q;).
y
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m We now describe the ex post facto pebbling strategy:.

m Again, fix PROM algorithm A, input z, and RO H and recall the
execution trace Tracea g () = {04, Qi, &; Jic[y-

m For each node v € |n], track L, as follows.

m Note the rounds i € [t] where L, appears as the input to the RO
query (e.g., L, € q;).

m Note the rounds i € [t] where L, appears at the output of the RO
query (e.g., L, € a;).

m Define indicator Need(v,4) = 1 if and only if the next time (after

round %) L, appears is an input to the RO; otherwise Need(v, i) = 0.
NeedO, zo N&&L\ )= © Ny ,4)

s e (T I :::t;% g
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EX PosT FACTO PEBBLING

m Define the ex post facto pebbling as

P = {P, = {v: Need(v,i) = 1}}i_;.

m Missing pieces:
P is a valid pebbling of &, and
CC(P) > CC(G).

1

e \TA 9 A \ac)
£
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NEXT TIME: WRAP UP THE PROOF + PQ

CRYPTO START
R R EEE—E=hI—=EE—i——,
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