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LAST TIME: CUMULATIVE MEMORY COMPLEXITY

m Since our model for MHFSs utilizes a random oracle H, we need to
define or memory model and costs with respect to a random oracle.

m Let A? be a randomaized algorithm computing f for any input x
that is allowed to make parallel calls to random oracle H.

m Let Trace(A]I?, r) = (0¢,01,...,07) be the execution trace of A?(x)
terminating in 7' steps.

Definition 1 (cmc)

The cumulative memory complexity (cmc) of A is defined as

cmc(4f) =E fmin  }  o]{,
UETrace(A? (r),z)

where A]I? (r) denotes that A’s random coins are fixed to the string r.

v
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m How can we relate cmc to CC?

m Intuition: if A]{f] is computing fg r (defined by DAG G and RO H),
then the pebbling cost (CC((G)) should translate to cmc(Ay).

Theorem 1 (Alwen-Serbinenko 2015)

Let A? be an algorithm computing a function fg u defined by a DAG G

and random oracle H: {0,1}* — {0,1}*. Then, in the parallel random
oracle model (PROM), we have cmc(Ar) = QA - CC(G)).

m We will give a very high-level overview of the proof.
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m What is the probability we find z such that L, = H(z) but
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m Answer: probability at most n - q- 27

m Let z; be the i-th query to the RO such that z; # prelab(v) for any
v <N,
m Then, we have

Pr[H (z;) € {L1,..., Ln}g] <n-270

6 /32



LLAST

TIME: PRE-LABELING AND LABEL COLLISIONS

m Define the pre-labeling of a node v as prelab(v) = (Ly—1, Ly(y))-

m Question: suppose we can make at most g queries to the random
oracle.

m What is the probability we find z such that L, = H(z) but
z # prelab(v) for some node v?

m Answer: probability at most n - q- 27

m Let z; be the i-th query to the RO such that z; # prelab(v) for any
v <N,
m Then, we have

Pr[H(z) € {L1,...,L,}}] <n-277
Pr[3i < q: H(z) € {L1,...,L,}] <n-q-27".
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m Note the rounds 7 €
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m We now describe the ex post facto pebbling strategy:.

m Again, fix PROM algorithm A, input z, and RO H and recall the
execution trace Traces g (x) = {0i, i, a; }icpy-

m For each node v € [n], track L, as follows.

m Note the rounds ¢ € [t] where L, appears as the input to the RO
query (e.g., L, € q;).

m Note the rounds ¢ € |t| where L, appears at the output of the RO
query (e.g., L, € a;).

m Define indicator Need(v,4) = 1 if and only if the next time (after
round ¢) L, appears is an input to the RO; otherwise Need(v,7) = 0.
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m Define the ex post facto pebbling as

P = {P, = {v: Need(v,i) = 1}}._;.

m Missing pieces:

P is a valid pebbling of G, and
CC(P) > CC(G).
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output.
Ll': L\(%, O’,\\
L= (L, 2)

(5>—All)——E DD
\ e
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IS EX POST FACTO PEBBLING LEGAL?
m To show: P = {P; = {v: Need(v,7) = 1}}!_, is a legal pebbling.

m Define a bad event Order(v) as follows:

m Order(v) =1 if L, is used as a RO input before it has appeared as an
output.

m [.e., there is some round ¢ of the PROM computation where L,, is
queried as an input and L, does not appear as an output in any
round j < 1.

m Intuition: PROM algorithm A computing fg g(x) should not be
able to know /guess L, before explicitly computing it!

m Observation: if Order(v) = 1 for round ¢, then Need(v,7) = 1.
m Moreover, this implies that P; is not a valid pebbling step!

9 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
qUETIES.

10 /32




LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1
Let A be a PROM algorithm computing fg u making at most ¢ RO

queries. Then, P is a legal pebbling, except with probability O(qn2_>‘

).

v

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

v

m Proof Sketch:

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

v

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by
definition of Need(v,1).

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

y

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by

definition of Need(v, 7).
m Observation: If L, has not yet appeared as an output, then the
probability a partjcular query contains L, as an early input is at

\ ( Lo ,\./mb

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

v

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by

definition of Need(v, 7).

m Observation: If L, has not yet appeared as an output, then the
probability a particular query contains L, as an early input is at
most 27.

m This implies Pr[Order(v)] < ¢2~* by a Union bound over all queries.

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

y

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by

definition of Need(v, 7).

m Observation: If L, has not yet appeared as an output, then the
probability a particular query contains L, as an early input is at
most 27.

m This implies Pr[Order(v)] < ¢2~* by a Union bound over all queries.
m Here, we view L, as a random A-bit string before it first appears.

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

v

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by

definition of Need(v, 7).

m Observation: If L, has not yet appeared as an output, then the
probability a particular query contains L, as an early input is at
most 27.

m This implies Pr[Order(v)] < ¢2~* by a Union bound over all queries.
m Here, we view L, as a random A-bit string before it first appears.

m Taking a Union bound over all nodes v € [n| gives us the result.

10 /32



LEGAL EX PosT FACTO PEBBLING

m P={P ={v: Need(v,7) =1}}'_,

Claim 1

Let A be a PROM algorithm computing fg u making at most ¢ RO
queries. Then, P is a legal pebbling, except with probability O(qn2_>‘).

v

m Proof Sketch:

m Observation: if Order(v) = 0 for all v, then P is a legal pebbling by

definition of Need(v, 7).

m Observation: If L, has not yet appeared as an output, then the
probability a particular query contains L, as an early input is at
most 27.

m This implies Pr[Order(v)] < ¢2~* by a Union bound over all queries.
m Here, we view L, as a random A-bit string before it first appears.

m Taking a Union bound over all nodes v € [n| gives us the result.
m Le, Pr[3v: Order(v)] < n - Pr[Order(1)] < ng2™*.
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m Follows by definition since CC(() is the optimal pebbling.

Lemma 1
For each round i, we have |o;| + |a;| = \|F;|/2. J

m Proof idea (we will not show this):
m Suppose not and that there is a round ¢* such that
‘O'@'* + \ai* < )\’PZ* /2
m Then, we can build an extractor & which takes a hint A of size
A Pi+|/2 4 o(A| Pj«|) and outputs p = |P;«| labels Ly, ..., L, .
m This contradicts incompressibility of the RO!
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m By the Lemma, we have:

emc(Tracea r(x)) = Y (|oi| + |ag]) > Zypy
1=1
_ )\CC(P) ;\CC(G)

m From our definition of cmc, we have

cme(fa m) = Iilli;l% [cmc(Traces g(x))]

WV

N > B

ng |3CCP)| > ink | 3cC(@)

CC(@).
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_ )‘CC(P) ;cqa)

m From our definition of cmc, we have
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> min E [ CC(P)] > min E [ CC(G)]
Ax H Ax H |2
A
= §CC(G).

m This completes the proof.

12 /32



FROM EX PoOST FACTO PEBBLING TO CMC

m By the Lemma, we have:

A
cmc(Trace g (x Z oi| + |ag]) = Z 5 Z Id
=1 i
_ )‘CC(P) ;cqa)

m From our definition of cmc, we have

cme(fg g) = min E [emc(Traces g (x))]

Ax H
. A A
> min E [ CC(P)] > min E [ CC(G)]
Ax H Ax H |2
A
= §CC(G).

m This completes the proof.
m Any algorithm A computing fa g has cmc(Af) = Q(A - CC(G)).
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memory-hardness: depth-robustness.

Definition 2

A DAG G = (V, F) is (e, d)-reducible if there exists S C V such that
S| < e and depth(G \ S) < d. Otherwise, we say that G is (e, d)
depth-robust.

m Here, the graph G’ = G\ S is the graph obtained by removing all
s € S from V and all edges of the form (u,s) € E and (s,v) € E.

m Example graph from before: (1,2)-reducible.
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Corollary 2
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IDEAL IMHFS DON'T EXIST

Theorem 3
If G is a DAG on n nodes with 6(G) = O(1), then G is

(0 (o)) i) e

Theorem 4 (Erdés, Graham, and Szemeredi 1975)

There exists a (2(n),2(n)) depth-robust DAG G on n nodes with
0(G) =B (log(n)).
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mechanics to perform and compute operations.

m While we won’t get into the specifics of quantum computers, we will
discuss what types of problems are well-suited for quantum
computers.

m In a nutshell, there are certain “hard” problems on a classical
computer that experience exponential speed-ups on a quantum
computer.

m This is crucial to understand because modern cryptography (i.e.,
security against PPT adversaries) fundamentally relies on certain
problems being difficult.

m Large-scale quantum computers can completely break certain
cryptosystems!
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m There are two fundamental ways that Quantum Computers can
affect cryptography.

B Quantum Cryptography: using quantum computers and
mechanics to construct and deploy new cryptosystems.

m E.g., quantum key-exchange (of classical keys) is possible using
entangled gbits.

m Interestingly, we can prove certain quantum cryptosystems are
unconditionally secure (without any computational assumptions).

m Extremely limited; specialized hardware is required.

m Post-quantum Cryptography: standard classical cryptography
that is secure against quantum attackers (though still PPT).

m This is what we (and most of the community) focus(es) on.
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cryptosystems do not exist today.

m Some people do not expect such a quantum computer to exist for
several decades (or longer).

m Why the urgency now?

m Paranoia is a feature in cryptography! Always prepare for the worst
case.

m The theoretical impact of quantum computing on crypto has been
recognized since the mid 1990s.

m Personal quantum computing is far away, but nation-state actors are
much more well funded.

m Consensus: such powertul groups may have quantum computers in
the next 10-15 years.

m Urgency is to standardize PQ) crypto now so it is ready for the
(optimistic) near-term future!
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from 22 time to 22 time.

Theorem 5 (Grover Search/Grover’s Algorithm)

Let F: {0,1}* — {0,1} be a function. There exists a quantum algorithm
(Grover’s Algorithm) that makes O(2M?) quantum evaluations of F and
outputs = € {0,1}* such that F(x) =1, if such an x exists.

y

m Note: you should think of any such F' as having only a sparse
number of x such that F(x) = 1.

Question

How do we relate Grover’s Algorithm to breaking Symmetric-Key
Cryptography?
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m In picture on previous slide, need ¢ large enough so that there is a
unique key k such that ¢; = Enc(m;, k) for all k.

m How would the adversary get both plaintexts and ciphertexts?
m This is exactly what CPA secure encryption allows!

m For symmetric-key encryption like AES, the previous attack
brute-forces the key with Grover Search in O(2*/2) time on a
quantum computer.
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m Another application of Grover Search: collisions in a hash function
H:{0,1}" — {0,1}".

m Issue: there is already an O(2*/2) time algorithm for finding
collisions.

m Birthday attacks!

Question J

Can we do better with Grover Search?
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m Run Grover Search on the function f above.
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m Analysis: if 9z € D such that f(x) = 1, Grover Search finds it in
O(+/|D]) = O(¢) time (equivalently O(¥) evaluations of H).

m Constructing C" also requires O(¥) evaluations of H, giving us O({)
time /evaluations total.

m Question: what is the probability such an x € D exists?
m We only run Grover search if C’ contains no collisions, which means
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> 1 . 6_63/2>\
m Setting ¢ = ©(2"/3) gives us a constant probability of finding a

collision using only O(2"/3) evaluations of H!
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cryptosystems.

m However, it has important limitations to understand.

Grover Search is optimal: no quantum algorithm can do better than
O(2*/2) time to solve the same problem as Grover Search.
Grover Search is inherently sequential: you cannot have a parallel
quantum version of it.
m In contrast, classical brute-force can easily be parallelized!
To counter Grover Search, one only needs to double the key-length!
m Grover Search is still exponential time (on a quantum computer no
less).
m Setting the key-length of, e.g., AES, to 2\ gives us A-bits of security
versus a quantum computer.
Above counter only works if brute-force search is the best possible
attack.
m We will see shortly that there are better algorithms for certain
problems!
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Solving the discrete-log problem in any cyclic group of order < 2,
even elliptic curve groups.

m Implications: the following cryptosystems are broken by quantum
computers (this list is non-exhaustive).

m Factoring-based: RSA encryption and signatures.
m DLog-based: DDH and El-Gamal encryption, Schnorr signatures.
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m Let f: G — R be an Abelian group with arbitrary co-domain R.

m Assume that f is pertodic.
m 30 € G\ {0g} such that Vz € G:

flz) = f(z+9).

m The period-finding problem is: find 0 given oracle access to f.

m Classically, it is unclear how to solve this problem efliciently.

m Seems difficult given 0 to verify that § is a period of f given oracle
access to f.

m Shor’s Algorithm is a quantum algorithm that solves this problem in
polynomual time tor certain groups G.

m Extended/generalized to other groups by subsequent work.
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m Let’s see how this period finding problem can be used to break
crypto!

m First, we consider the factoring problem.
m Let NV = pq for two sufficiently large primes p # gq.
m Take any = € Z} and define f, n: Z — Z}; as

fzn(r) =2" mod N.

m Key Observation: f is periodic with period
0=¢(N)=(p-1)(¢—1)
feN(T+@(N)) = TN mod N = 2" - 2™ mod N
=z" mod N = f, ().

m Use Shor’s Algorithm to find this period 9, can be used to factor N
in classical polynomial time since z° = 1 mod N.
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m We also can break discrete-log via period finding.
Let G be a cyclic group of order ¢ and generator g.
Suppose we are given some h € G.

Our goal is to find some k such that ¢* = h.
Define f,p: Zg X Zq — G as

fon(a,b) =g"- hb.

m Key Observation: f has period (z,1) for z = log,(h) since

fonla+z,b+1) =g h7"" = g% h="n""
:ga h . h—l . h_b :gah—b
= fy.n(a,b).
m Can use Shor’s Algorithm to find period (9, 1), can be used to

compute log,(h) in classical polynomial-time since fy ,(d,1) = 1g.
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