CS 594 — ADVANCED CRYPTO (SPRING 2026) J

Alex Block

Lecture 25

April 22, 2026

1/28



THE LEARNING WITH ERRORS ASSUMPTION l

2 /28



SOLVING LINEAR EQUATIONS

3 /28



SOLVING LINEAR EQUATIONS

m Groundwork: solving systems of linear equations mod ¢ for ¢ € Z.

3/28



SOLVING LINEAR EQUATIONS

m Groundwork: solving systems of linear equations mod ¢ for ¢ € Z.

3= T +2x9 —2x3 +6x5

3/28



SOLVING LINEAR EQUATIONS

m Groundwork: solving systems of linear equations mod ¢ for ¢ € Z.

3= T +2x9 —2x3 +6x5
1 = 4xq +3x9 —4x3 — T4 +0x5

3/28



SOLVING LINEAR EQUATIONS

m Groundwork: solving systems of linear equations mod ¢ for ¢ € Z.

3= 1 +2x9 —2x3 +0x5
1 = 41 +3x9 —4x3 — Xy +0x5
4 = —I1 —I9 +4x3 +3x4 —3x5
1 = 1 —I9 +2x3 +3x4 +x5

5= 41 +5x9 +dx3 +324 +x5

3/28



SOLVING LINEAR EQUATIONS

m Groundwork: solving systems of linear equations mod ¢ for ¢ € Z.

3 = 1 +2x9 —2x3 +6x5
1 = 44 +3x9 —4x3 —Xy +0x5
4 = —I1 —I9 +4x3 +3x4 —3x5
1 = 1 —I9 +2x3 +3x4 +x5
5= 44 +5x9 +5x3 +324 +x5

m How can we solve this system?
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m Linear algebra, of course!
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SOLVING LINEAR EQUATIONS

m Linear algebra, of course!

m So long as the matrix in invertible mod ¢, we can solve in

polynomial time.

3 1 2 —2 0
1 4 3 —4 -3
Al = -1 -1 4 3
1 1 -1 2 3
5] |4 5 5 3
"1 2 —2 0 6]
4 3 —4 -3 6
1 -1 4 3 -3

1 -1 2 3 1
4 5 5 3 1

o
L2
x3 | modg
L4
| L5
o
L2
modqg = |x3
L4
| L5
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SOLVING APPROXIMATE LINEAR EQUATIONS

m Note that for parameters m,n with m > n, for t € Z;* and
A € Z;*", the problem of solving t' = A -x' is not made harder
by increasing m.
m l.e., though there may not always be a solution, if one exists we can
still find it in polynomial time.

m Question: what if we want to solve an approrimate linear system?

2 %/ 1 +2x9 —2x3 +0x5
7=~ 4x +3x9 —4x3 — T4 +6x5
1 ~ —I1 —I9 +4x3 +3x4 —3x5
S ~ T1 — X9 +2x3 +3x4 +x5
2~ 41 +5x9 +52x3 +3x4 +x5
8 ~ 211 +x3 —Xy +2x5
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m Here, =~ means that the two sides only differ by a small amount.

m For example, they only differ by {0, +1}.
m In this case, for example, you want to find x € Zg such that

t; — A;x | <1 for all 4.

m We can rewrite this constraint by utilizing an error vector e.

O Ol \CRNO O N [\

mod g

m Here, we know that e; € {0, +1} (i.e., they are small), but are
otherwise unknown.
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m We call approximate linear systems noisy linear systems.

m The vector e is a noise or error vector.

m Why are these systems of equations useful for crypto?

m On the one hand, for A € F™*" and large enough m, there is

generally at most one possible x and e tosolve t' = Ax' +e'.
m On the other hand, it appears to be very hard to find these solutions
or even determine if one exists.

m All known algorithms, even quantum ones, take exponential time!

m These properties make such systems of equations very useful for
crypto!

m Recall a one-way function f: {0,1}* — {0,1}*: easy to compute
f(x) =y for any z, but hard to find 2’ such that f(z’) = y when
given y = f(x) for random x.
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real
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M <« Zg*"
s& zp =
e+ &M
t=Ms' +e'
return (M, t).
J

8 /28



THE LEARNING WITH ERRORS PROBLEM

m The Learning with Errors (LWE) formalizes this problem.

Definition 1 (The LWE Assumption)

Let m > n and g be positive integers. Let £ be a distribution over Z,.
Then, the Learning with Errors (LWE) assumption states that the
following two distributions are computationally indistinguishable.

fﬁmanaq h

real ([’m,n,q ™

M ﬁ Zan rand

q
$ o, mxn

s &z Re | M E

e+ &M t Zg”“
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m The Learning with Errors (LWE) formalizes this problem.

Definition 1 (The LWE Assumption)

Let m > n and g be positive integers. Let £ be a distribution over Z,.
Then, the Learning with Errors (LWE) assumption states that the
following two distributions are computationally indistinguishable.

fﬁmanaq h

real /Em’n,q ™

M ﬁ Zan rand

q
$ o, mxn

s &z Re | M E

e+ &M t Zg”“

t=Ms' +e' return (M, t).

return (M, t). N <
\ Y,

m “Learning with Errors:” and adversary is trying to learn the secret
vector s while getting noisy/error samples M;s' + e;.
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LWE SECURITY AND PARAMETERS

m Suppose we want to target A-bits of security.

m Unlike RSA or Discrete-log, there is no “one-size-fits-all”
recommendation.

m Issue: different constructions using LWE need different settings of
m,n,q, and even &.

m The following parameter suggestions are a rough estimate for basic
LWE applications in order to achieve approximately A-bits of
security.

BN =)
WEDS

s EC{-VA\...,—1,0,1,...,V/A} C Z,.

m With these parameters, the LWE assumption is believed to hold for
any m = poly(\), even against quantum adversaries!
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m Note that we can also define LWE with respect to the secret vector
being short and not uniform.

m This is called LWE with short secrets.

Definition 2 (Short LWE)

Let m > n and g be positive integers. Let £ be a distribution over Z,.
Then, the LWE with short secrets assumption states that the following
two distributions are computationally indistinguishable.

(‘Cmanaq h
sreal ([’mn”b,q ™
M ﬁ Zan srand
q
$ omxn
S i EN %c M;_ Zq
e+ &M t «— ZZ”
t=Ms' +e' return (M, t).
return (M, t). N <
/
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m Proof: suppose the LWE assumption holds. We proceed via a
hybrid argument and start by defining two hybrids Hy and H;.

Ho
(M’ t) N [’sre’al 4

return (M, t)
N
W z, )
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LWE WITH SHORT SECRETS

m Perhaps surprisingly, the hardness of LWE does not change if we
sample s from £" instead of uniformly over Z.

Lemma 1

If the LWE assumption 1s true, then the LWE assumption with short

secrets 1s true.

m Proof: suppose the LWE assumption holds. We proceed via a
hybrid argument and start by defining two hybrids Hy and H;.

return (M, t)

{}?&I,t)écz:zzq

|,

mLn

-~

Hy
(63 [T
2 ’[t2
M* = —MoM !

1\7%/\

-

n& YA

P
Nn~|\ )
‘V"\A

ti11),~ n,q

t* = M*t1 + to
return (M™*, t*)

-
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m Perhaps surprisingly, the hardness of LWE does not change if we
sample s from £" instead of uniformly over Z.

Lemma 1

If the LWE assumption 1s true, then the LWE assumption with short
secrets 1s true.

m Proof: suppose the LWE assumption holds. We proceed via a
hybrid argument and start by defining two hybrids Hy and H;.

Ho 0
(M, t) <~ Lo | = My {t1])  p(ntm)ng
return (M, t) Mo | 7 [t real

M* = —MoM; !

t* = M*t1 + to

return (M™*, t*)
N p

~

m Claim: Hy = H;
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m By definition in H;, we have
t1 = MlsT + elT t2 = MQST + e;
This implies:

t* = M*t; + to
= (—1\/121\/1_1)(1\/113T + e1) (1\/128T + eQT)

m Moreover, since M, My are umformly random, so is M* (which has
dimension m x n). n

m e, e are both drawn from, £™.
m Therefore, (M*, t*) are distributed as £,

sreal
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m Next, we define hybrid Hs.

s

&

Hy

M; t1 (n4+m),n,q
([hez) [aa]) =5

M* = —MyM[ "
t* = M*t1 + to
return (IM™*,t*)

~

13 /28



LWE WITH SHORT SECRETS

m Next, we define hybrid Hs.

s

&

Hy

M; t1 (n4+m),n,q
([hez) [aa]) =5

M* = —MyM[ "
t* = M*t1 + to
return (IM™*,t*)

~

s

&

Ho

M, t1 (n+m),n,q
(M) i) ) =26

M* = —MoM7 !
t* = M*t1 + to
return (IM™*,t*)

~

13 /28



LWE WITH SHORT SECRETS

m Next, we define hybrid Hs.

-
Hy

M* = —MoM7 !
t* = M*t1 + to

return (IM™*,t*)
N

M; t1 (n4+m),n,q
([hez) [aa]) =5

~

m Claim: Hi ~. H».

s

&

Ho

M, t1 (n+m),n,q
(M) i) ) =26

M* = —MoM7 !
t* = M*t1 + to
return (IM™*,t*)

~

13 /28



LWE WITH SHORT SECRETS

m Next, we define hybrid Hs.

-
H1

M* = —MoM7 !
t* = M*t1 + to

return (IM™*,t*)
N

Mi| |ta (nd+m),n,q
([~ eh]) 2

~

m Claim: Hi ~. H».

s

&

Ho

Mi| |t1 (nt+m),n,q
([n] ] 2

M* = —MoM7 !
t* = M*t1 + to
return (IM™*,t*)

~

m This follows by the LWE assumption!

13 /28



LWE WITH SHORT SECRETS

m Next, we define hybrid Hs.

-
H1

M* = —MoM7 !
t* = M*t1 + to

return (IM™*,t*)
N

Mi| |ta (nd+m),n,q
([~ eh]) 2

~

m Claim: Hi ~. H».

s

&

Ho

Mi| |t1 (nt+m),n,q
([n] ] 2

M* = —MoM7 !
t* = M*t1 + to
return (IM™*,t*)

~

m This follows by the LWE assumption!
m Finally, we define hybrid Hs

13 /28



LWE WITH SHORT SECRETS

m Next, we define hybrid Hs.

-
H1

M* = —MoM7 !
t* = M*t1 + to

return (IM™*,t*)
N

Mi| |ta (nt+m),n,q
([~ ]) = emmome |

) 4

J .

m Claim: Hi ~. H».

m This follows by the LWE assumption!
m Finally, we define hybrid Hs

|

Hs
(M’ t) N ‘Csra,nd,q

return (M, t)

|

13 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as
a one-time pad.

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as
a one-time pad.
m This implies that t* is also uniformly distributed over Z;".

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.
m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.
m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue! J

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

m Except with low probability, M will be invertible

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

m Except with low probability, M will be invertible
m But the probability of failure is non-negligible.

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

m Except with low probability, M will be invertible

m But the probability of failure is non-negligible.
m How do we get negligible failure probability?

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

m Except with low probability, M will be invertible

m But the probability of failure is non-negligible.
m How do we get negligible failure probability?

m Fasy fix: replace (n +m) with (2n +m) in H; and Ho.

14 /28



LWE WITH SHORT SECRETS

m Claim: Hy = Hj.
m The claim follows by the following observations.

m In Hy, since t is uniform over Z;* and independent of M*, it acts as

a one-time pad.

m This implies that t* is also uniformly distributed over Z;".
m7n7q

m Thus, (M*,t*) in Hj is identically distributed as £__ ;".

Potential Issue!
What it M; is not invertible over Z," J

m Except with low probability, M will be invertible

m But the probability of failure is non-negligible.
m How do we get negligible failure probability?

m Fasy fix: replace (n +m) with (2n +m) in H; and Ho.
m Then, prune down the 2n x% matrix M to invertible M, € Zy™™.

14 /28



KEY EXCHANGE FROM LWE \

15 /28



BiG PICTURE: DDH KEY EXCHANGE

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

o

\
Alice

16 /28



BiG PiICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

- 3

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

geG

- 3

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key

Exchange.
.

Q/\
| o

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key

Exchange.
.

| Q / \
a7, | G‘

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key

Exchange.
, E $
| // b

P\
a7, Q\ 6‘ Ly

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key

Exchange.
| ) $
\ /// b

/\
aﬁZp Q\ maz 9 >u — Ly

Alice Bob

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

16 /28



BiG PICTURE: DDH KEY EXCHANGE

m The intuition behind LWE Key Exchange comes from DDH Key
Exchange.

16 /28



MOTIVATION: VECTOR-MATRIX-VECTOR PRODUCTS

17 /28



MOTIVATION: VECTOR-MATRIX-VECTOR PRODUCTS

m LWE Key Exchange will try to replicate DDH via the following
observation about Vector-Matrix-Vector products.

17 /28



MOTIVATION: VECTOR-MATRIX-VECTOR PRODUCTS

m LWE Key Exchange will try to replicate DDH via the following
observation about Vector-Matrix-Vector products.

a-G-bT:(a-G)-bT:a-(G-bT)

17 /28



MOTIVATION: VECTOR-MATRIX-VECTOR PRODUCTS

m LWE Key Exchange will try to replicate DDH via the following
observation about Vector-Matrix-Vector products.

a-G-bT:(a-G)-bT:a-(G-bT)

m Here, G would be a public matrix over Z,, a 1s a vector sampled by
Alice, and b is a vector sampled by Bob.

17 /28



MOTIVATION: VECTOR-MATRIX-VECTOR PRODUCTS

m LWE Key Exchange will try to replicate DDH via the following
observation about Vector-Matrix-Vector products.

a-G-bT:(a-G)-bT:a-(G-bT)

m Here, G would be a public matrix over Z,, a 1s a vector sampled by
Alice, and b is a vector sampled by Bob.

m Building inspiration from DDH, we obtain the following protocol
with this idea.
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Huge Issue! J

Scheme is not secure!

m m4 and mp do not hide the secret vectors of Alice and Bob!
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m To fix this, let’s modify the scheme by using the short LWE
assumption.

GEZ’I’I’LX’I’L]
m Q /mA—aG‘i‘el\ ﬂ $ on
as & mp = Gb' te] | b+ &
er & Al ey &

a-m

[a-mB;mA-bTJ

m [ssue: cannot send the error vectors, otherwise security is trivially
broken!
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m Alice’s output:

a-mB:a(GbT—l—eQT) aG ae, .

m Bob’s output:

my-b!l = (a(}—l—el)-bT +eb!.

m We can calculate the difference between these two outputs as:

€:= |amp —mAbT| — ‘ate;r —ele‘.
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negligible probability). In this case, Bob outputs 5 = 1.
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the LWE assumption holds.

y

The careful listener will notice this is incredibly inefficient.

Efficiency? J

m To get a A-bit secret key, one would need to repeat the protocol (in
parallel) A times.

m Horribly expensive.
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Matrix-matrix-matrix multiplication versus vector-matrix-vector
multiplication.

m Our above protocol utilizes a vector-matrix-vector product, resulting
in a single scalar being computed by each party.

m In practice, this is extended to a matrix-matrix-matrix product.

m This will allow Alice and Bob to approximately agree on an entire
matrix of values.
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m Ring LWE is a variant of the LWE assumption which assumes
additional structure on the (otherwise random) matrix G.
= Roughly speaking, ring LWE assumed that a matrix G € Z;"*" is

composed of several n x n block matrices Gq,..., Gy, where m = kn.
m Then, for each G;, the first row is sampled uniformly at random as
(a1, ...,ay,), and then each row 5 > 1 is defined to be:
(—CLn_j+1, ey —AQp,A1,0492, ... ,an_j)

m This gives 2 major benefits:
m We only need n Z, elements to specify each G;, so kn = m elements
overall.
m There are more efficient algorithms for multiplying these matrices.
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Final project presentations are next week!
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