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We shall always assume that random oracles are a lazy dictionary.

-~

H:{0,1}" — {0,1}"

H =1}
H{(y):
If H|y| undefined
Hly] +{0,1}"
return H |y

~
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m Need to define computational indistinguishability formally.

Definition 2 (Computational Indistinguishability)

Let A € N. Let Dy and D; be two distributions over {0, 1}, Then, we
say that Dy and D are computationally indistinguishable if for every
PPT distinguisher D, there exists a negligible function negl such that

Pr[DPo(17) = 0] — Pr[DDl(l’\)_l]‘ negl()\)

0( ‘7(«\> y

\/40\7

m D is given oracle access to the distributions ()
m Dy and D; might require exponential length to write down!

m If Dy and D; are computationally indistinguishable, we write
DO ~ Dl.
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Oracle access very is important! |

m Every Fj} is efficiently computable, so D could look at the “code” for
Fi.. We do not want this! Why?

m D could read the key k!

= F may not in general be efficiently computable! Every F € Fnm

might need m - 2" bits to write down! D couldn’t even read F , let
alone evaluate it.

m In light of this, if D is given a function it can read, then it can output
b’ = 0 and win the game with noticeable probability.
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Lemma 1

Let A € N and n :=n(\),m :=m(\). Let H: {0,1}* — {0,1}"™ be a
random oracle for arbitrary length inputs. Then, the following function
famaly 1s a secure PRE famaly.

{F {01} = {0, 1} " hhegonyr  Fi' () = H(k[|z)
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F <~ Fom

On input z € {0,1}"
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PRFs FROM RANDOM ORACLES

Betfore we prove the lemma, we first switch to an equivalent definition of
PRF security.

Claim 1

The following two distributions are identical.

F <& Fom L=1{}
On input x € {0,1}" = On input x € {0,1}"
Output F(x) If L{x] undefined
) . L[z] < {0, 1}™
Do Output L|x]
D1

So a function family {Fg: {0,1}" — {0,1}" };cr0 132 is a secure PRF
family if it is computationally indistinguishable from D;.
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Claim 2 J

Ho and Hq are identical distributions.

Proof.
]

Follows immediately from the construction of our function Fj.

m Intuition: All we’ve done is replaced “return H (k||x)” with how the
Random Oracle H is defined!
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Claim 5 J

Hs and Ha are identical distributions.

Proof.

The “bad” event does not change the behavior of the random oracle, so it
has no effect on any adversary trying to distinguish between these two

hybrids. N

y
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m We did so via a hybrid argument, which showed that:

7{0 = 7{1 — 7{2 ~ 7{3 — 7{4.

m 7 is the distribution corresponding to the PREF family.
m H4 is the distribution corresponding to random functions F, ,.

m To get from Hy to H4, we make a new hybrid H; for ¢ € [4] which
only slightly changes H;_.

m Then we argue that H;_1 and H; are close.
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NEXT TIME

m More discussion on the Random Oracle Model.

m Overview of other Idealized Models.
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