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A (t,n)(-threshold) secret-sharing scheme consists of two alphabets: a set

of secrets M and a set of shares &; and consists of the following
algorithms:

m Share: M — 8" is a randomized algorithm that takes as input a
secret m € M and outputs a list of n shares S € S™.

m Reconstruct: SS® — M is a deterministic algorithm which takes a
(partial) list of shares S € S as inputs and outputs a value m € M.

t is the threshold of the scheme and n is the number of parties/shares.
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INSECURE NAIVE SECRET SHARING
m Let M = {0,1}" for some n, k € Z+.

m Naive (n,n) secret sharing: split the secret into chunks!
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m Let’s prove correctness of this scheme.

Definition 2 (Correctness of (¢,n) secret-sharing)

A (t,n) secret-sharing scheme (Share, Reconstruct) is correct if for all
m € M and for any T' C [n] such that |T'| > ¢, we have
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Definition 3 (Security of (¢, n) secret-sharing)
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Definition 2 (Correctness of (¢,n) secret-sharing)

A (t,n) secret-sharing scheme (Share, Reconstruct) is correct if for all
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Definition 3 (Security of (¢, n) secret-sharing)

A (t,n) secret-sharing scheme (Share, Reconstruct) is secure if for all
m € M and for any T' C [n] such that |T'| < ¢, the following two

distributions are identical
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defined as follows.

m Share(m) : on input m € G, sample Si,...,S,_1 & G, set
Sy, =m — 2?2—11 S;, and output (S1,...,S,).
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GENERALIZING TO t-OUT-OF-n SECRET SHARING

m Can you generalize the previous (n,n) secret sharing to a (t,n)
secret sharing scheme?

m Hint: You’ll have many different (¢,t) additive secret sharings!

m Idea: Use the previous scheme for (¢,t) additive secret sharing, once
for each possible subset T' C |n| of size |T'| = t. (£>
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[Z

= (Share, Reconstruct)
M=S§= {07 1}6

(Share(m) :
VT C [n] s.t. |T| =t,
let T' = {il,...j7af7—_-
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for g =1,...,%
return (Sq{,...,S,)
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[Z = (Share, Reconstruct)}

M=8=1{0,1}*

(Share(m):
VT C [n] s.t. |T| =t,
1etT:{’i1,...,it}
for g =1,...,t—1

for g =1,...,¢
Si; = Si; U{ST,i;}
return (Sq{,...,S,)
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~

~
Reconstruct(S;,, . ..

7Sit) :

Compute T C [n] s.t.
T = {il’”i’it}
return €9, _; St

k//ST’ij € Sy, for all j
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m Scheme seems simple, but what are some issues with it?

m [t is not efficient!

m Every user ¢ must store the set §;.

m Each S; contains a share St ; for every subset T' € [n] such that
T|=tand i€ T.

m There are (7;_11) such subsets (of a total of (') subsets of size ¢).

m This becomes exponential in N when t =~ N /2!

o Corr - LorféoH“wj (ARe__

Can we make a more efficient (¢,n) J

secret-sharing scheme?
P
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NEXT TIME: SHAMIR SECRET SHARING AND
LINEAR SECRET SHARING
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