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m We built a (¢, n) secret-sharing scheme from a simple (n,n) additive
secret-sharing scheme.

Y. = (Share, Reconstruct)
M=S8=1{0,1}* %‘
. § . ]/&|/'“/S%7f+§
Share(m) : Reconstruct(S;,,...,S;,) :
VT C [n] s.t. |T| =t, Compute T C [n] s.t.
1etT:{’i1,...,it} T:{il,...,it}
for j=1,...,t—1 return @321 ST,
Sri; < {0,1} / /ST, €S, for all j
St =m ® D' St
for g =1,...,1
Si; = Si; U{ST,i;}
return (Sq,...,Sy,)
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BETTER (t,n) SECRET SHARING?

Can we make a more efficient (t,n)
secret-sharing scheme? J
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BETTER (¢,n) SECRET SHARING?

Can we make a more efficient (t,n)
secret-sharing scheme? J

Efficiency of Secret Sharing
m T7'me to generate secret shares;

m T7'me to reconstruct secret from shares;

m Size of shares required by each party to store.

m This includes number of shares.

Our Targets

m Polynomaal-time share and reconstruction algorithms;

m Constant-sized shares (with respect to some security parameter).
v
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m Take F such that |F| > n.

m For our purposes, we always set I = Z,, for large enough prime p.

Z
m Main Idea: for a secret s € [F, sample randéﬁjegregt —1
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SHAMIR SECRET SHARING
m Idea: use random polynomuials to share a secret!
m Fix (¢t,n).

m Take F such that |F| > n.

m For our purposes, we always set I = Z,, for large enough prime p.

m Main Idea: for a secret s € IF, sample random degree ¢t — 1
polynomial f € F[X] such that f(0) = s.

m Secret shares are (f(1),..., f(n))

m Reconstruction is just Lagrange Interpolation.
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SHAMIR SECRET SHARING

Y. = (Share, Reconstruct)
M =7Z,;8 = |n| X Z,

(Share(m):

f(X)=s
fore=1,...,t—1:
fiizp (/re?h?«(dp‘ﬁp
f=r+fX

~

return [(¢, f(i)) for i € [n]]j
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SHAMIR SECRET SHARING

Y. = (Share, Reconstruct)
[M:ZP;S: n] X Zy,

(Share(m): ) fReconstruct(Sz-l, U )
f(X)=s Parse S;; = (ij,y;,)Vj € [m]
fori=1,...,t—1: f(X) =

£ & Z, Interpolate(S;,, ..., 5., )
f=f+f X | return f(0) ]

| return (¢, f(3)) for i € [n]])
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SHAMIR SECRET SHARING: EXAMPLE

m Set p = 37; so we operate over Zsy.

m Fach of you receives one share of a (3,13) Shamir Secret Sharing.
m Shares are of the form S; = (7, f(7)).

m Goal: be first to tell me what the secret is!

m Helpful Reminders: @Q'\ Y,\7/6
= f(X)=YSo(fi- X' modp)modp |

m Lagrange Interpolation on set {(i;,%;,)}je[m] s-t. i; # i, for all

N T
\/Ou( fx F 4
XY QCJL/X Y Sp(X
() = Th=ry) L0 =Y v 6u(X)
jelm] =5
J7#k |
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m Let’s prove correctness of Shamir’s scheme.

’\/méﬂf
y Ty AT 2%

Pr | ﬁkem;fma{{%»\w(ﬂg@r\_ )
= |

9/17



SHAMIR SECRET SHARING: CORRECTNESS

m Let’s prove correctness of Shamir’s scheme.

m Need to show that the reconstruction algorithm outputs a unique
polynomial f(X) of degre€t — 1 such that f (0) = s for secret s.

9/17



SHAMIR SECRET SHARING: CORRECTNESS

m Let’s prove correctness of Shamir’s scheme.

m Need to show that the reconstruction algorithm outputs a unique
polynomial f(X) of degree t — 1 such that f(0) = s for secret s.

m Useful fact about polynomials over fields:

9/17



SHAMIR SECRET SHARING: CORRECTNESS

m Let’s prove correctness of Shamir’s scheme.

m Need to show that the reconstruction algorithm outputs a unique
polynomial f(X) of degree t — 1 such that f(0) = s for secret s.

m Useful fact about polynomials over fields:

Lemma 1

Let F be a (finite) field and let f € F|X] be a non-zero polynomial of
degree at most t. Then, f(X) has at most t roots (i.e.,

Ha e F: f(a) =0} < t).
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SHAMIR SECRET SHARING: CORRECTNESS

m Let’s prove correctness of Shamir’s scheme.

m Need to show that the reconstruction algorithm outputs a unique
polynomial f(X) of degree t — 1 such that f(0) = s for secret s.

m Useful fact about polynomials over fields:

Lemma 1

Let F be a (finite) field and let f € F|X] be a non-zero polynomial of
degree at most t. Then, f(X) has at most t roots (i.e.,

{a e F: fla) =0} < 1)

Corollary 1

For any (finite) field F, any two distinct degree-t polynomials p,q € F[X]
agree on at most t points.

Wy
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m Correctness of (¢,7n) Shamir follows from the following lemma.

Lemma 2
Let x1,...,2¢,y1,...,y: € F such that x; are all distinct. Then, there is
a unique polynomial p(X) of degree at most t — 1 such that p(x;) = y; for

all 1. )
Proof:
m Follows via Lagrange Interpolatmn'
m Let f( ) = Lagrange((x;,y;)). — 7/ é_C)q
&3/76'( t Q<_ X;) (/ ﬂbﬁwﬂ < Qv/
_ Ny 2
S0 =11 70
)=
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SHAMIR SECRET SHARING: CORRECTNESS

m Correctness of (¢,7n) Shamir follows from the following lemma.

Lemma 2

Let x1,...,2¢,y1,...,y: € F such that x; are all distinct. Then, there is
a unique polynomial p(X) of degree at most t — 1 such that p(x;) = y; for
all 1. )

Proof:

m Follows via Lagrange Interpolation!
m Let f(X) = Lagrange((zi,4i))-
m Then, deg(f) <t — 1 by definition.
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SHAMIR SECRET SHARING: CORRECTNESS

m Correctness of (¢,7n) Shamir follows from the following lemma.

Lemma 2

Let x1,...,T¢,Y1,...,yt € F such that x; are all distinct. Then, there is
a unique polynomial p(X) of degree at most t — 1 such that p(x;) = y; for
all 1. )

Proof:

m Follows via Lagrange Interpolation!
m Let f(X) = Lagrange((zi,4i))-
m Then, deg(f) <t — 1 by definition.

m Uniqueness follows via Lemma 1! O]
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SHAMIR SECRET SHARING: SECURITY

m Need to show that any j — 1 users “learn nothing” about the secret s.

ider {(1,v1),...,(t —1,y:—1)} and show that
., Y¢—1) is upiformly distributed over F*~!,

(, D;(W\)f/ ) \( i/(:),{\z (5, yﬂD
(¥ V) Share ( ) DAY
\ .o,/ N /l 66 (,S, H-_— t:\/,,./tf/
i)cﬂ‘ﬁﬂ* ba\rﬂ / \r)-(é < ()
\ O‘)_HI) Ly~ 2L
(7 Vi) A AN
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SHAMIR SECRET SHARING: EFFICIENCY

on M =178 =[n] x Z,
- LQJ C,
Q _(% (Share(m): (Reconstruct(Sil ..... Sin)
N Parse S;, = (ij,yi;)Vj € [m]
(X —
O

Y. = (Share, Reconstruct)

SQCLCQZ Coert/ (?%r‘(-«[ S‘FO’?§ C(J (1()) ¢ Cu\’]y_ fr

L5 W45 s~7,€0<(05 (n) +

loS“‘P()
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m Share Size
m One F element per party, which is ©(1) with respect to fixed F

m Time of Share(m)

m Samples t — 1 random F elements as coefficients; O(t) time

m Computes (f(1),...,f(n))

m Naive implementation: f(¢) = ((fo,..., ft—1), (1,4
every i; O(n - t) field operations to compute (f(1

m Fast Fourier Transform: computes (f(1),..., f(
field operations’

i, ,0 ) for

) e s f())
n)) in O(nlog(t))

m Time of Reconstruct

m Lagrange Interpolation
m Naive implementation: O(nt) field operations
m Inverse FFTs: O(nlog(t)) field operations

! Actually, we need some special structure.
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EFFICIENT SHAMIR VIA FAST FOURIER TRANSFORM

m The famous Fast Fourier Transform (drastically) improves the
efficiency of Shamir Secret Sharing: from O(nt) field operations to
O(nlog(t)) for both Sharing and Reconstruction.

m However, to get the most out of it, we need specific structure to get
these efficiency gains.

p=gq-n+1for some g € N, and.n:2N.
Shares are of the form (i,w’, f(w")), where

m f is the polynomial sampled by the share algorithm; and
B w is a n-th primitive root of unity.

m Given this setup, we can perform Shamir Secret Sharing in
O(nlog(t)) time!
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m For o, 8 €F, (a-s; + B)icpy is a valid secret sharing of o - m + 8
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m Shamir Secret Sharing is an example of linear secret sharing.

Definition 1 (Linear Secret Sharing)

A (t,n) secret-sharing scheme > = (Share, Reconstruct) is a linear
secret-sharing scheme if Share, Reconstruct are linear maps.

m What does this mean?
m Let m € F and (sq,...,s,) < Share(m).
m For o, 8 €F, (a-s; + B)icpy is a valid secret sharing of o - m + 8

m Additionally, for m’ € F and (s},...,s],) + Share(m’),bgsi + 57)icn)
is a valid secret sharing of m + m’.

X p
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m Confirm with our in-class example.

m Transform all your shares s; — 5-s; + 1 mod p and perform
reconstruction.
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EXAMPLE WITH OUR SHARES

m Confirm with our in-class example.

m Transform all your shares s; — 5-s; + 1 mod p and perform
reconstruction.

m Another example from Sage terminal!
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NEXT TIME: BLAKLEY SECRET SHARING,
GENERAL LINEAR SECRET SHARING, AND
VERIFIABLE SECRET SHARING

17 /17




