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1. INTRODUCTION

A mobile ad hoc network (MANET) is a network of autonomous moving objects
connected by short-range wireless links such as 802.11 or Bluetooth. A MANET
that is subject to frequent disconnections is sometimes called a Disruption-
Tolerant Network (DTN)1 (see, e.g., Burns et al. [2005]). In this article we con-
sider two application scenarios in a MANET or a DTN, namely routing and
dissemination. In the routing scenario, a message is delivered from a source
object to a specific single destination object. In the dissemination scenario, a
message is delivered from a source object to all the objects in the system. An
application example for the dissemination scenario is as follows. The moving
objects (PDAs and/or vehicles) carry sensors which monitor the environment,
for example, take pictures to detect intruders, sense available parking slots, or
concentrations of various substances in the air. Assume that the set of values
simultaneously sensed by a moving object O constitute a data item generated
by O, and for reliability and functionality (so that each user has a local database
representing the neighborhood) each data item has to be disseminated to all
the moving objects. Since the ranges of 802.11 or Bluetooth are not sufficient
to reach all moving objects, the dissemination is done by transitive multihop
transmission.

There are two paradigms to conduct this dissemination, namely structured
and structureless. In structured dissemination, a relay structure such as a
tree is imposed and maintained among the moving objects (e.g., Huang and
Garcia-Molina [2004]). Structured dissemination may be very ineffective in a
highly mobile MANET, in which the routing structure quickly becomes obso-
lete. In structureless dissemination, the intermediate objects save data items
and later (as new neighbors are discovered) transfer these data items. In the
literature this paradigm is also called structureless gossiping [Jelasity et al.
2004; Friedman et al. 2007; Birman et al. 1999], epidemic [Vahdat and Becker
2000], or store-and-forward dissemination [Sormani et al. 2006].

Since there is no central control point, each moving object needs to decide
when a data item has already been communicated to all the other moving objects
in the system and therefore can be dropped. To do so, each moving object needs
to collect information, analyze it, and decide whether to drop a data item from
communication or from memory. This leads to the autonomic control loop, as
introduced in Dobson et al. [2006].

We first formalize the data dissemination problem, and consider it in an ideal
environment where all the trajectories of moving objects are known a priori at
a centralized location. We show that if memory and bandwidth are bounded at

1DTNs is a newer term, favored by DARPA (Defense Advanced Research Projects Agency) over
delay-tolerant networks.
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moving objects, then the problem of determining whether a set of data items can
be disseminated to all the moving objects is NP-complete (although we show
that the problem can be solved efficiently if memory and bandwidth are un-
bounded). Thus in a distributed/mobile environment, where information such
as the trajectory of a moving object is usually unknown to other objects, we re-
sort to heuristics. More specifically, in our scheme each moving object prioritizes
the data items in order to accommodate them in limited bandwidth and memory.

In particular, we postulate that an important factor that determines the
priority of a data item is its current novelty probability, that is, its probability of
being new (i.e., previously unknown) to an arbitrary moving object encountered
in the future. The reason is that the transmission of data items that are already
known wastes bandwidth, memory, and power. Thus, in this article data items
are ranked based on their current novelty probability.

Under uniformity assumptions, the novelty probability of a data item R at
a particular time is simply the ratio between the total number moving objects
that have received R, and the total number of moving objects in the system.
Unfortunately, a parametric formula giving the novelty probability is beyond
the state-of-the-art. Results from epidemiology and random graphs may be
useful in deriving such a formula, but they can’t be applied directly. Even if
such a formula existed it would depend on global parameters of the environment
such as the turnover rate (i.e., the rate at which moving objects enter and exit
the system) which are normally unknown to individual objects. To introduce
the approach proposed in this article observe that the novelty probability of a
data item R depends on attributes of R (e.g., its age), as well as global system
parameters such as the turnover rate. The attributes of R that can affect its
novelty probability are called novelty indicators.

In this article we show that, unfortunately, no single indicator is a good pre-
dictor of novelty in all environments. For example, in some environments the
intuition that the age of the data item is a good predictor of novelty is correct. In
other words, the older the data item, the more likely it is that an arbitrarily en-
countered object already knows it. However, consider an environment in which
the turnover rate of moving objects is high; namely, many new moving objects
are entering the system. In this case, even though the data item is old, it may not
be known to the numerous objects that are new in the system. In this case, we
show that the number of times a data item is received by a moving object is a bet-
ter indicator of novelty to future-encountered objects than age. This variability
is a problem since a moving object normally does not know the global parame-
ters of the environment in which it operates. For example, it does not know if the
moving object’s turnover is high or low. Currently, a complete characterization
of environments and novelty-indicators is beyond the state-of-the-art.

Previous work on dissemination in mobile ad hoc networks has studied var-
ious heuristics for reducing redundant transmissions, but each using a single
individual novelty indicator. For example, Ni et al. [1999] considers the number
of receptions and distance separately; Hayashi et al. [2003] and Burges et al.
[2006] consider the number of hops.

In this article we propose a method that combines various novelty indica-
tors in order to estimate the novelty probability. The combination uses machine
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Fig. 1. The autonomic control loop formed by the MALENA method.

learning in a method called MALENA (MAchine LEarning-based Novelty rAnk-
ing). The method infers from previously received data items what the indicators
of a new data item “look like.” In other words, it learns the novelty probability
based on the novelty indicators. For this purpose, the set of novelty indicators
of a data item R, called the Novelty Indicator Vector (NIV) of R, are transmit-
ted by each moving object together with the data item. This will increase the
size of the data item by only a few bytes and it is negligible considering that
data items containing, say, the picture of a conventioneer, may have a length of
tens of Kbytes. The receiver of R determines whether or not R is new, and the
respective NIV becomes a training example. In other words, the receiver treats
itself as an arbitrary moving object that will be encountered in the future. Thus,
a moving object progressively collects a training set which improves its learning
system. When the object ranks its database to decide which data items to keep
in memory or which data items to transmit, the learning system is used to cal-
culate the novelty probability. Furthermore, using a sliding window of examples
MALENA can adapt to new environments. In this sense MALENA provides a
method that allows building Autonomic Communication (AC) algorithms (see
Vasilakos et al. [2009]) that dynamically adapt to changing conditions or con-
text. In summary, the execution of MALENA forms an autonomic control loop
(see Dobson et al. [2006]) as shown in Figure 1.

Observe that it is possible to design some specific data dissemination algo-
rithms that consider multiple parameters simultaneously, estimate parame-
ters that cannot be measured directly, and adapt in sophisticated ways. How-
ever, MALENA provides a generic method in the sense that environments
optimized by new novelty indicators can be considered simply by adding the
new indicator to the machine learning system. Also, different machine learn-
ing algorithms can be “plugged-in” the method. (In this article we instanti-
ate the method with the two novelty indicators aro and fin discussed shortly,
and with Bayesian machine learning). Furthermore, as we discuss at the
end of the Introduction, the method can augment different store-and-forward
algorithms.
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We compare MALENA with three approaches to ranking of data items. In the
first two approaches, ranking is based on a single individual novelty indicator.
Specifically, the aro-ranking approach ranks data items based on the order in
which they arrive at a moving object, and the fin-ranking approach ranks a data
item based on the number of times it is received by the moving object. We choose
these two indicators because each of them is found to be an optimal indicator
in an environment that is not favorable to the other. The third approach is
PeopleNet [Motani et al. 2005]. We compare MALENA with these methods in
both the dissemination scenario (i.e., all destinations) and the routing scenario
(i.e., single destination).

Orthogonal to the application dimension, we compare the methods under
two gossiping protocols, push gossiping and push-pull gossiping. In the push
gossiping, two encountering moving objects directly exchange the data items in
their local databases. In push-pull gossiping, the gossiping protocol follows two
phases. In the first phase, the encountering moving objects exchange the ids of
the data items in their local databases. In the second phase, they exchange the
data items that are new (unknown) to the peer.

The performance measure that we propose is also novel. It integrates two
existing evaluation metrics for data dissemination, namely throughput and
delivery time, with the purpose of providing a single criterion for comparison.
Thus the performance measure reflects both how many distinct data items are
received by each moving object during its trip, and how soon they are received.
The comparison of the methods is done by simulation, where we use traces of
real Bluetooth sightings at a conference. We also evaluated MALENA using
synthetic 802.11 traces.

The performance study indicates that, in either the dissemination or the rout-
ing scenarios, and with either push gossiping or push-pull gossiping, there are
environments for which age is a better novelty indicator than fin (in the sense
that it has better performance), and there are other environments for which
the opposite is true. However, MALENA always approaches or outperforms the
best indicator in each individual environment, and therefore performs well in
both. This demonstrates the power of combining the novelty factors and the
adaptability of machine learning to the environment.

The approach enables us to argue about other novelty indicators as follows. In
the existing literature on DTNs and MANETs, various assumptions are used,
each typical to an environment. For example, some papers assume that the
moving objects have GPS and thus know their locations [Lebrun et al. 2005;
Burns et al. 2005], that the future trajectories of all the moving objects and the
future communication traffic demand are known a priori [Jain et al. 2004], that
moving objects have fixed periodic trajectories such as buses [Zhao et al. 2005],
that the communication network is always connected [Karp and Kung 2000],
and that the mobility of some peers can be controlled by the dissemination al-
gorithm [Li and Rus 2000]. Subsets of assumptions may produce environments
for which different indicators are superior, and moreover, a moving object may
not know the parameters of the environment in which it is operating. In this
case MALENA can be used to provide a performance that is close to optimal
regardless of the environmental parameters.
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Finally, an important comment is that MALENA is a method of improving
routing and dissemination, rather than an algorithm, in the sense that it can
be combined with other routing and dissemination algorithms. We explained
before that the method enables the incorporation of other novelty indicators.
Furthermore, the novelty probability computed by MALENA is orthogonal to
and can be combined with other measures of data item priority such as size.
Specifically, if data items have different sizes, then ranking can be done based
on the novelty probability per byte, that is, the novelty probability divided by
the size. Similarly, if data items have different reliability or popularity factors,
the novelty probability can be multiplied by such a factor to compute the rank.
Another orthogonal issue is bandwidth allocation, namely how many data items
should a moving object transmit during a peer-to-peer interaction. This is im-
portant in a dense environment where collisions are a major concern and/or in a
highly mobile environment where the communication time between encounter-
ing objects is limited. Again MALENA can be combined with any bandwidth al-
location scheme in the sense that once the bandwidth allocation is determined,
MALENA can be used to select the data items to transmit in such allocation.
For an example of a bandwidth allocation scheme, see Wolfson et al. [2006b].
Yet another orthogonal issue is which moving objects to exchange data items
with. For the sake of scalability, a moving object may not necessarily exchange
with every encountered object. Gossiping protocols have developed randomized
mechanisms for a moving object to select a subset of the encountered objects
to exchange with (see, e.g., Jelasity et al. [2004], Friedman et al. [2007], and
Birman et al. [1999]). Once this subset is determined, MALENA can be used to
select the data items to transmit. In general, MALENA provides a method for
estimating novelty probabilities, and it can be incorporated into and augment
any algorithm that addresses many other aspects of data dissemination in mo-
bile ad hoc networks, including bandwidth allocation, collision management,
gossiping protocols, and data item prioritization.

The rest of the article is organized as follows. Section 2 formalizes the prob-
lem and analyzes it theoretically. Section 3 describes the MALENA method,
and Section 4 evaluates MALENA by simulations, under the push gossiping.
Section 5 describes and evaluates MALENA under push-pull gossiping. Sec-
tion 6 discusses related work, and Section 7 concludes the article and discusses
future work.

2. THE MOVING OBJECTS DATA DISSEMINATION (MODD) PROBLEM

In this section we define and analyze the MODD problem in the centralized
case. We show that the problem can be solved efficiently when there are no
resource constraints, but is intractable otherwise. In Section 2.1 we introduce
the model, in Section 2.2 we discuss P2P communication, and in Section 2.3 we
analyze the two MODD variants.

2.1 The Model

Our system consists of a finite set of point (i.e., without an extent) moving ob-
jects. Each object O has a memory allocation and a bandwidth/energy allocation
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that are dedicated to data item dissemination. Bandwidth and energy impose
constraints on how much a moving object can transmit during a peer-to-peer
interaction and therefore we consider them collectively. The motion of moving
object O is represented by a trajectory that defines the location of O as a func-
tion of time. For example, the motion can be approximated arbitrarily close by
a piecewise linear function defined as follows.

Definition 1. A trajectory is a polyline in three-dimensional space (two-
dimensional geography, plus time), represented as a sequence of points
(x1, y1,t1), (x2, y2,t2), . . . , (xn, yn,tn) (t1 < t2 < . . . < tn). The object is at (xi, yi)
at time ti, and during each time interval [ti,ti+1], the object moves along
a straight line from (xi, yi) to (xi+1, yi+1), and at a constant speed given by

vi =
√

(xi+1−xi )2+( yi+1− yi )2

ti+1−ti
. Thus, given a trajectory Tr, the location of the object

at a point in time t between ti and ti+1 (1 ≤ i ≤ n) is obtained by a linear
interpolation between (xi, yi) and (xi+1, yi+1). We denote by Tr(t) the location of
Tr at time t.

Any other (i.e., nonlinear) function that gives the (x, y) location of a moving
object as a function of time is satisfactory for the purpose of this article.

Occasionally, a moving object O produces a data item R having some unique
item-id, and a size s(R). For example, the data item is an image taken by the
moving object. The uniqueness of the item-id can be achieved by, for example,
the combination of the MAC address of O (which is globally unique) and a
sequence number that monotonically increases for each data item produced by
O. For simplicity we assume that all data items have the same size. A data
item can also be called a tuple. O is called the producer of R. With each data
item is associated a timestamp called the produce-time, indicating the time at
which R is produced. In our model time is local to each moving object, and is
represented as a sequence number, starting from 1.

Each moving object O maintains a database which can hold MO data items.
Each O uses the data items that it needs when they are received from other
moving objects (see next subsection), or when O produces them. The database
is maintained solely for the purpose of disseminating the data items to other
moving objects.

In addition, O has a memory area called the buffer that is common to all
the applications running on the moving object. We assume that the size of the
buffer is at least MO .

2.2 Peer-to-Peer Data Dissemination

Moving objects communicate via short-range wireless communication networks
(such as Bluetooth or 802.11), having a transmission range d. Thus, pairwise
communication can occur between two moving objects while the distance be-
tween them is at most d . When two moving objects A and B encounter each other
(i.e., when the distance between them becomes smaller than d ), they engage
in a data items exchange. In Bluetooth, encounter detection is a built-in fea-
ture of the protocol. In 802.11, an encounter can be detected by periodical hello
messages. The sets of data items exchanged depend on the bandwidth/energy
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of each moving object, the memory allocation of each, and the period of time for
which they stay within transmission range. For brevity we omit a formal def-
inition of a pairwise data items exchange; but it has to respect the bandwidth
and memory allocations of each moving object.

We first consider the centralized version of the Moving Objects Data Dissem-
ination (MODD) problem which can be defined as follows.

Definition 2 (The MODD Problem). Given:

—a set of moving objects MO, each having a trajectory, a bandwidth/energy,
and a memory allocation; and

—a data items production schedule S, that is, a set of data items, each of which
has a size, a producing moving object, and a production time.

Can each data item in the schedule S be received by all the moving objects in
MO by a sequence of data items exchanges?

Observe that due to resource (memory and bandwidth/energy) limitations, it
is possible that each one of two data items in the schedule can reach a moving
object O, but both cannot do so. For example, suppose that in order to reach O
both data items have to be carried simultaneously by another object P , but P
has enough storage for only one data item. More specifically assume that the
only object that comes within transmission range of O is P , and the only time
interval when it does so is 7:00 to 7:02. Furthermore, during this time interval
P does not come within transmission range of any other object, except for O.
Then, only one data item can reach O.

2.3 Variants of the MODD Problem

In this subsection we demonstrate that the MODD problem can be solved
efficiently if bandwidth/energy and memory are unlimited, but becomes NP-
complete when such limitations are introduced.

2.3.1 Unbounded Resources. First we consider the variant of the problem
in which memory and bandwidth/energy are unlimited, and we show that in this
case the MODD problem can be solved in polynomial time. Specifically, we show
that there is an efficient algorithm to determine whether a given data item can
reach a given moving object; and since resources are unlimited, reachability of
one data item is independent of another, and thus a set of data items can reach
all the moving objects if each data item can reach some moving object in the
set.

If bandwidth is unlimited the transmission time of a data item is zero. Note
that even when resources are unbounded, a data item produced by a moving
object cannot reach another moving object. For example, this is the case when
there are only two moving objects which do not encounter each other.

We start with the following definition of the contact graph, which is a tool that
will enable us to determine the set of moving objects that a data item can reach.

Definition 3. Let dis(p,q) denote the distance between location p and lo-
cation q. A contact interval between two trajectories Tri and Tr j (of moving
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objects i and j ), denoted Lij (s,e), is a time interval [s,e] such that:

(1) for any time point t ∈[s,e], dis(Tri(t),Tr j (t)) ≤ d . (Recall that Tri(t) and
Tr j (t) are the locations of i and j at t interpolated by Tri and Tr j respec-
tively; and d is the transmission range), and

(2) if there exists a time point t < s (or t > e) such that dis(Tri(t),Tr j (t))
≤ d , then there exists a point t ′ such that t < t ′ < s (or e < t ′ < t) and
dis(Tri(t ′),Tr j (t ′)) > d . This indicates that the time interval is maximal in
the sense that it cannot be extended.

Intuitively, a contact interval is a continuous time interval where the moving
objects represented by the two trajectories are within the transmission range
of each other.

Given a pair of trajectories, it can be determined in quadratic time using
standard computational geometry techniques what are their contact intervals.

Definition 4. The contact graph is an undirected labeled multigraph, where
each node i represents a moving object i, and each link Lij (s,e) represents a
contact interval between i and j .

Note that there can be multiple links between i and j , each corresponding
to one contact interval.

Example 1. Figure 2 gives an example contact graph of four objects A, B,
C, D. There are two contact intervals between A and B, indicating that they en-
counter each other from 9:30 to 9:35 and from 13:15 to 13:20. Similarly, the con-
tact graph gives the contact intervals between A and C, C and D, and B and D.

Given a contact graph and a data item produced by a moving object O at a
time t, the reachability set of the data item is defined using the concept of the
earliest arrival time at a moving object. Intuitively, the earliest arrival time at
a moving object N is earliest time at which the data item can reach N. Formally,
the earliest arrival time of nodes in the contact graph is defined recursively by
the following algorithm.

Initially the earliest arrival time at each node except O is set to infinity. The
earliest arrival time at O is t. The earliest arrival time is updated for a neighbor
N of O if there is an edge LNO(s,e) such that e is higher than t. In this case, let
b be the minimum e among all such edges between N and O, and denote that
edge by LNO(a,b). (Intuitively, (a,b) is the earliest time interval during which the
data item can be transmitted from O to N .) Let w be the maximum between a
and t. The new earliest arrival time at N is the minimum between the existing
earliest arrival time at N and w. The process is repeated for every neighbor
N of O, and then O is marked “examined”. Then the previous procedure is
repeated starting from the unexamined node with the smallest earliest arrival
time, until there are no unexamined nodes.

For some nodes of the graph the earliest arrival time may remain infinity at
the end of the preceding algorithm. The reachability set of a data item is the
set of moving objects that have a finite earliest arrival time.

Example 1 (continued). From Figure 2 we can see that D is reachable by a
data item produced by A at any time before 9:30. One possible routing scheme
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[9:30, 9:35]

[13:15, 13:20]

[10:00, 10:10][11:20, 11:26]

[8:30, 8:32]

Fig. 2. An example contact graph.

is that A forwards the data item to B when A encounters B at 9:30, and then B
forwards to D when B encounters D at 10:00. However, a data item produced
by A at any time after 9:35 cannot reach D, via either B or C. It cannot reach
via B because after 9:35 A encounters B after B encounters D. Similarly, the
data item cannot reach via C because A encounters C after C encounters D.

THEOREM 1. Assume that we are given a contact graph, and a data item
R produced by a moving object i at time t. The reachability set of R can be
determined in time which is quadratic in the size of the contact graph.

Since in an unbounded resource instance of the MODD problem, the reach-
ability set of one data item is independent of the set of other data items in the
data items production schedule, we have the following.

COROLLARY 1. Given a set of trajectories of size n, and a data items produc-
tion schedule of m data items, the MODD problem can be solved in time O(mn2).

2.3.2 Bounded Resources.

THEOREM 2. Given bounds on memory and bandwidth for processors, the
MODD problem is NP-complete.

PROOF (SKETCH). The reduction is from the Multiprocessor Scheduling (MS)
problem (see Garey [1979]). The complete proof is provided in Appendix A.

Note that the bounded resource MODD problem is NP-complete even in the
centralized case in which all the parameters are given a priori (i.e., all the tra-
jectories and data item producers are known). In the distributed case a moving
object usually does not know these parameters. Therefore, in the mobile case
we will resort to heuristics that use machine learning.

Although there are many results for related problems in scheduling and
network flow, we do not believe that the MODD problem has been solved.

3. NOVELTY PROBABILITY

In this section we discuss how to compute the probability for a data item to be
new to future encountered objects. In Section 3.1 we discuss the indicators that
will be used in computing the novelty probability, in Section 3.2 we discuss the
Machine Learning (ML) framework, in Section 3.3 we discuss how to manage
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the space overhead of the ML framework, and in Section 3.4 we discuss the use
of the Bayesian machine learning algorithm in the framework.

3.1 Novelty Indicators

Consider the time when a moving object O assigns a rank to a data item R. We
postulate that the probability that R will be new to the moving objects that will
be encountered in the future by O depends on several elements called novelty
indicators. The following are two possible novelty indicators.

(1) The relative order in which R arrives at O. This indicator is called the
arrival order, and is denoted by aro. Specifically, if R is the kth data item
that arrived at O (among all the data items in the current database), then
the arrival order of R is k. Clearly 1 ≤ aro ≤ MO (recall that MO is the
number of data items in O ’s database). A small arrival order suggests that
R has been in the database for a relatively long time and thus has probably
been in the system longer, and also has been transmitted by O more times
than other data items. Therefore a small arrival order would indicate a low
probability of future novelty.

(2) The number of times R has been received by O from other moving objects,
denoted by fin. The higher fin, the less likely that R is new to O ’s future
encountered objects, since this means that R has already been widely dis-
seminated by other moving objects.

This set is by no means exhaustive. One can easily come up with other novelty
indicators, such as the number of hops R has traveled before it reaches O, the
number of times R has been transmitted by O, and the age of R. However,
the method that we propose in this article is able to integrate these and other
indicators. Moreover, we considered other indicators and found that among
them aro or fin are superior for the environments examined in this article.

Given a data item R at a moving object at a particular time, the pair (aro,
fin) is called the Novelty Indicator Vector (NIV) of R.

3.2 Computation of Novelty Probability Using Machine Learning

In this subsection we introduce a framework for using machine learning tech-
niques to predict the novelty probability based on a novelty indicator vector.
This is a general framework in the sense that different ML systems can be
plugged into it.

ML intuitive framework. Suppose that we are given a multiset ES of ex-
amples, where each example is a pair (X, label) and the same example may
appear multiple times in the set. X is a NIV and label is either “new” or “old.”
The “new” indicates that the data item associated with the NIV X was new at
the receiving moving object (i.e., the object has never received the data item
before). And similarly, “old” indicates that the associated data item was not
new.

A machine learning system Q is a function of the examples set ES and a NIV
X. Particularly, Q(ES, X) returns the probability that a data item with NIV X

will be new to encountered objects in the future, given the examples set ES.
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Fig. 3. Three sets of tuples (Database, Tracking set, Transmission set) maintained in a moving
object O.

The examples set ES is collected as follows. When a data item R is transmit-
ted, the sender attaches to R the NIV of R that is maintained by the sender.
For each received data item, the receiver determines whether it is new to the
receiver, and the respective NIV, along with the label “old” or “new”, becomes
an example in the receiver’s ES set.

Old/new labeling and the tracking set. Now we elaborate on the old/new
labeling of the examples collected by the previous framework. Observe that
a data item may be received, then purged from the database, then received
again. It would be false to label the data item “new” in the second receipt.
But this is exactly what O would do if the label is determined by simply con-
sidering the database. Thus, O keeps a tracking set, in which each entry is
the item-id (i.e., the unique identification) of a data item that has been re-
ceived at O. An entry in the tracking set survives even when the corresponding
data item is purged from the database. And when a data item is received, its
item-id is searched in the tracking set for labeling, and thus “false” labeling is
avoided.

Observe also that the size of each entry in the tracking set is only a few
bytes, thus the tracking set can contain many more tuples than the database.
Furthermore, as we discuss later in this subsection, the size of the tracking set
can be bounded.

In summary, the MAchine-LEarning-based Novelty rAnking (MALENA) sys-
tem distinguishes among four sets of tuples pertaining to data items. The track-
ing set described earlier pertains to all the data items ever received by a moving
object; the database contains the data items that are currently stored by the
moving object, which in turn is a subset of a tracking set; the transmission
set is the subset of the database which is transmitted in an encounter. Object
O also keeps the set ES of all the examples O has received. (As we will see
later when we plug in the Bayesian machine learning system, O actually only
needs to remember a limited amount of aggregate data about ES (e.g., the num-
ber of “new-data item” examples that have been received and so on), without
remembering any actual example in ES.) The first three sets are demonstrated
in Figure 3, and the examples set is demonstrated in Figure 4.

Formally, the pseudocode of the MALENA method is as follows.

ACM Transactions on Autonomous and Adaptive Systems, Vol. 4, No. 4, Article 23, Publication date: November 2009.



P1: OJL

TAAS040A-23 ACM-TRANSACTION November 6, 2009 5:27

Machine Learning in Disruption-Tolerant MANETs • 23:13

Algorithm 1. MALENA, executed at a moving object O, when O encounters another
moving object A

Input: DBO – the database at O
TSO – the tracking set at O
Q – the machine learning system at O
k – the size of the transmission set to be sent by O. // The value of k is deter-

mined by the bandwidth/energy allocation and the data item size.
MO – the size of the database at O
G – the transmission set received from A

Output: F – transmission set sent from O
DBO – updated database at O

1. for each R in DBO , compute the novelty probability of R using Q
2. F ← topK(DBO , k)

// Sort the data items in DBO in decreasing order based on their novelty probabilities.
// Select the top k data items (i.e., k items with highest probabilities).

3. Transmit the data items in F and their NIV’s to A
4. Receive G the transmission set from A in exchange
5. for each R in G, do aro ← arom, where arom = 1+(the current maximum aro in

DBO ).
6. for each data item R and its NIV X received from A, do

Create an example (X, label) where label is “new” if the item-id of R does not exist
in TSO , and “old” otherwise.
INSERT EXAMPLE((X,label))
// Add the example (X, label) to the examples set. INSERT EXAMPLE is implemented
by the machine learning system Q and it is where Q is actually trained. After the
INSERT EXAMPLE is finished, (X, label) is discarded. The INSERT EXAMPLE
procedure for Bayesian learning is described in the next subsection.
if R is new to O, then

Create an entry (R ’s-item-id, Y) in TSO, where Y is the NIV: (arom, fin = 1)
else // R is not new to O

Update the NIV of R in TSO by increasing its fin value by 1.

7. DBO ← topK(DBO ∪ G, MO )
// Sort the data items in G together with the data items in DBO , in decreasing order
of their novelty probabilities (computed by the machine learning system Q ; see the
intuitive framework at the beginning of this subsection); save the top MO data items
in DBO . Reports in G that are labeled as “old” in step 6 are discarded directly, without
participation in sorting.

8. The aro values of the data items in DBO are adjusted to start from 1 and to eliminate
the gaps created by the data items that did not fit in DBO .

As we will see in the next subsection, the time complexity of the IN-
SERT EXAMPLE procedure is a constant. Assuming that the tracking set is
accessed by using a hash table, step 6 can also be executed in constant time.
Thus the complexity of the MALENA method is dominated by the sorts in steps
2 and 7, and is O(MlogM), where M is the number of data items in the database.
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Fig. 4. An example for the MALENA method executed at a moving object O.

Example. Figure 4 illustrates the execution of the MALENA method at a
moving object O. Figure 4(a) shows the database with a capacity of two data
items, and the tracking set of O before it receives a transmission. At Figure 4(b)
O receives a transmission from a neighbor which includes two data items R3
and R4. At Figure 4(c) O creates two examples from the received transmission
and inserts them to O ’s example set. The NIV of R3 is labeled as “old” because
O has received R3 before, as indicated by its tracking set at Figure 4(a). The
NIV of R4 is labeled as “new” because O has never received R4 before. Observe
that the example ((1,4), old) is created from R3 in the message, not from the
R3 stored in O ’s database. For Bayesian machine learning, the examples set is
simply a set of counters as will be explained in Section 3.4. Figure 4(d) shows
the database and tracking set of O after the MALENA method ends. Notice
that the fin value R4 is set to be 1. The aro value of R4 is 2 because there are
only two data items in O ’s database, and R4 arrives later than R1.

3.3 Bounding the Size of the Tracking Set

Recall that the purpose of the tracking set is to prevent incorrect labeling of
received data items. We propose a method called data item lifespan to bound
the storage allocated to the tracking set of a moving object O. The main idea
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is that O removes a data item R from the tracking set when the lifespan of
R ends, that is, when R has been purged by all the moving objects from their
database. Intuitively, if R has already been purged by all the moving objects
from their database, then R will not be received again, so there is no risk of
incorrect labeling. Thus, in this case there is no reason to keep the tracking
information for R. Obviously the lifespan of R is not known by an individual
moving object O, but intuitively, O assumes that the lifespan of R ended when
O has not received R from other moving objects for a sufficiently long time.
More precisely, the lifespan of R is estimated based on the history of R in O ’s
own database plus an extension period. Specifically, each entry R of the tracking
set contains an element called the expiration time. The expiration time is O ’s
estimate of R ’s lifespan. When the expiration time of R arrives, R is removed
from the tracking set. The expiration time is updated as follows. When an entry
R is added to the tracking set, its expiration time is initialized to be infinite.
When R is purged from O ’s database, say at time now, the expiration time
of R is updated to be R ’s-produce-time + (now-R ’s-produce-time) * 2. Recall
that produce time is the time at which R is produced (see Section 2.1). In other
words, the lifespan of R is initially estimated to be: (the period of time starting
when R is produced and ending when R is purged from O ’s database) * 2. That
is to say, the global lifespan of R is estimated to be twice the lifespan of R
observed locally at O. Each time R is received again, if R is still in the tracking
set, then the expiration time of R is updated in the same fashion. Namely the
expiration time of R is updated to be R ’s-produce-time + (now−R ’s-produce-
time) * 2, where now is the time at which R is received again. (Observe that
R is not going to be saved by O in the database according to step 7 of the
MALENA method.) In other words, the lifetime of R is estimated to be twice the
period of time starting when R is produced, and ending when R is last received
by O.

There is one issue with the data item lifespan method: the clocks among
the moving objects may be asynchronous, and the clock differences affect the
calculation of the lifespan. This issue can be solved as follows. When two moving
objects A and B exchange data items, they exchange their clocks as well. For
each new report R received at A from B, A adjusts the produce-time of R using
the difference between A’s clock and B’s clock. Thus the produce-time of R is
given in terms of the local clock, and the clock difference does not affect the
calculation of the lifespan of R at A.

The size of the tracking set can also be bounded by another method, called
global-DB-size. With global-DB-size, a moving object keeps the tracking in-
formation for only the N ·M most recently received data items, where N is
the number of moving objects in the system, and M is the average database
size among these objects. We postulate that having the size of the tracking
set bounded by N ·M should work almost as well as the infinite tracking set,
because N ·M gives the maximum number of distinct data items that can cur-
rently exist in the system. This postulate has been verified by our preliminary
experiments. Experiments show that the global-DB-size method and the data
item lifetime method provide identical performance but the latter bounds the
tracking set to a smaller size.
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3.4 Bayesian Learning System

In this subsection we introduce the Bayesian system as an instantiation of the
machine learning system Q used by the MALENA method. The system can be
plugged into the MALENA method for training (step 6) and data items ranking
(steps 2 and 7).

At a high level, the Bayesian learning system maintains a set of counters
(e.g., the number of “new-data item” examples with a particular (aro, fin) pair).
When an example is added, these counters are updated. When invoked for
ranking, the system uses these counters to compute the probability that a data
item will be new to a moving object encountered in the future.

Now we describe the Bayesian learning system in further detail. The de-
scription focuses on the case where the NIV consists of only two indicators,
(aro, fin), because our experiments have shown that adding more indicators will
not change the performance significantly; and on the other hand it increases
resource consumption, and complicates learning significantly.

The probability that a data item is new given its NIV (aro, fin) is

p(new|(aro, fin)) = Cnew(aro, fin)
C(aro, fin)

, (1)

where C(aro, fin) is the number of examples for which the NIV equals to (age, fin)
and Cnew(aro, fin) is the number of “new-data item” examples for which the NIV
equals to (aro, fin).

The novelty probability of a data item with NIV (age, fin) is then taken to be
p(new|age, fin) which is computed according to Eq. (1).

Given an example ((aro, fin), label), the INSERT EXAMPLE procedure in-
creases C(aro, fin) by 1; and if the label of the example is “new”, then Cnew(aro,
fin) is also increased by 1. Thus, assuming that the counters of an (aro, fin)
pair are accessed using a hash table, the time complexity of the procedure is
constant.

4. PERFORMANCE OF MALENA

In this section we report on the comparison of MALENA with three other data
dissemination methods. In Section 4.1 we introduce the other methods, in Sec-
tion 4.2 we describe the simulation method and data used; we also discuss the
overhead of MALENA compared to the alternatives. In Section 4.3 we define
and discuss the performance measure by which the methods are compared, and
in Section 4.4 we report and discuss the comparison results.

4.1 The Methods Compared

In this subsection we compare the MALENA method introduced in Section 3,
and three other naı̈ve methods. One naı̈ve method determines the novelty
probability based on aro alone, and one determines the novelty probability
based on fin alone. They are called aro-ranking and fin-ranking, and are simi-
lar to MALENA, except that no machine learning is used, and each one is based
on a single indicator.
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In aro-ranking, in an encounter, the data items are sorted in decreasing order
of arrival, and the top-k, that is, the k items that arrived latest are exchanged.
When saving the received data items in the database, if there is not enough
space available, the bottom-k data items are discarded.

In fin-ranking the data items are sorted in increasing order of fin values,
and the top-k, that is, the k items that have been received the least times are
exchanged. When saving the received data items in the database, if there is not
enough space available, the bottom-k data items are discarded.

The third naı̈ve method is the random-spread mode of PeopleNet [Motani
et al. 2005], in which data items are randomly selected for saving and
transmission.

We compare the methods in two application scenarios. One is dissemination,
in which a data item is to be delivered to as many moving objects as possible.
Another scenario is routing, in which a data item is to be delivered to a single
destination.

4.2 Simulation Method

In this section we discuss various components of the simulation system. In
Section 4.2.1 we discuss the mobility and communication model, as well as the
input data used for the simulation. In Section 4.2.2 we discuss the database
size. Since we gave the other methods extra storage to account for the over-
head of MALENA, this overhead is discussed in Section 4.2.2. Furthermore,
the computational and energy overhead are also discussed there. In Sections
4.2.3 and 4.2.4 we discuss moving objects turnover and data items generation,
respectively.

4.2.1 Mobility and Communication. We built a simulation system using
Java. For mobility and communication, we used the trace collected by the Com-
puter Laboratory at Cambridge University (see Hui et al. [2005]) at the IEEE
InfoCom 2005 conference in Miami. This trace records the Bluetooth encoun-
ters by small devices, called iMotes, which were carried by 41 attendees (moving
objects) in the conference for 3 days. The record for each encounter contains the
IDs of the pair of moving objects involved in the encounter and the time inter-
val during which they stay in contact (i.e., the contact interval). Within each
contact interval the two objects are able to communicate using Bluetooth. We
used the records of the second day for the time period from 8am to 4pm. During
this time, on average each iMote experienced an encounter every 130 seconds,
and the average contact interval lasts for 160 seconds; each iMote has an aver-
age of 1.2 neighbors at a point in time.

We superimposed data items exchanges over the iMotes trace as follows.
At each second of a contact interval, the pair of encountering moving objects
exchange their database (the reason for multiple exchanges during a contact
interval is to disseminate to the neighbor new data items received or produced
since the last exchange). For each exchange, a moving object A transmits a
fraction q of its database to its peer B and vice versa. The communication is
assumed to be reliable in the sense that there are no errors and retransmissions,
and the simulation results were obtained in this context. In Section 4.4.5 we
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study the case in which the communication is not reliable. The parameter q is
used to model the constraints imposed by the bandwidth/energy allocation. A
small q simulates a situation in which the power allocated by the user to P2P
dissemination is low. So, the user assigns to mobile P2P a memory allocation
(which may vary from one user to the next, that is, from one moving object to
the next) and a fraction q of this allocation which bounds the transmission in
each encounter. In our simulations q is the same for all the moving objects in
one experiment but it may vary for different experiments.

One limitation of the iMotes trace is that it does not record the physical lo-
cations (x-y coordinates in a geospace) of the moving objects. This prevents our
simulation system from using a network simulator such as ns-2 [ISI 2009] to
incorporate the intricate details of the Bluetooth protocol. In such a simulator,
physical locations have to be known for determining the operation of the net-
work. As a result, our simulation system does not capture the communication
factors such as radio attenuation, wireless collisions, and the resulting packet
losses. However, remember that the focus of the article is data item prioriti-
zation (that can be combined with any store-and-forward data dissemination
algorithm, and in particular any collision management mechanism), thus ignor-
ing collisions should not affect the comparison among various ranking methods.

We also conducted simulations using a synthetic mobility model called Ran-
dom Way-Point (RWP). The purpose is to evaluate the methods in a 802.11-
like environment where the transmission range, 100 meters (see e.g., GigaFast
[2009]), is much higher than in a Bluetooth environment. In the RWP simula-
tions on average each moving object has 18 neighbors. The results are better
than those obtained from the iMotes trace, but due to space considerations we
need to omit most of these. Unless specified, the simulation setup and results
presented in this section pertain to the iMotes trace.

4.2.2 Database Size and the Overhead of MALENA . The size of each data
item is 3000 bytes. The number of data items that fit in the database of each
moving object is randomly chosen from [.5×M , 1.5×M ], where M is fixed to
be 100. In order for the comparison to be fair, in the simulations of PeopleNet,
aro-ranking, and fin-ranking methods, we expanded the database size of each
moving object to match the space overhead of MALENA.

The space overhead of MALENA consists of three components. The first com-
ponent is the NIV’s attached to each data item in the database. The size of each
NIV is 2 bytes (1 byte aro value and 1 byte fin value). Thus the space over-
head of the NIV’s is 2·M = 200 bytes. The second component is the tracking
set. We examined both the global-DB-size method and the data item lifespan
method for bounding the size of the tracking set (see Section 3.3). It turned
out that data item lifespan is strictly superior to global-DB-size in the sense
that the former provides as good flooding performance as the latter but results
in a smaller tracking set size. Using the global-DB-size method, we limit the
size of the tracking set to be N ·M , where N is the number of moving objects
in the system, that is, 41. Each entry of the tracking set is a 4 byte item-id.
Thus the space overhead of the tracking set is 4·N ·M = 16,400 bytes. We use
the size of the global-DB-size (i.e., 16,400 bytes) to count the space overhead
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Table I. System Parameters and Their Values

Parameter Symbol Unit Value
Mean of database size M data item 100 (In section 4.4.4 the database

size varies. See details there)
Data item size byte 3000 (In section 4.4.4 the data item

size varies. See details there)
Data item production rate f items/second 0.5, 2
Delivery-time bound c minute 0, 1, 2, . . . , 60
Transmission fraction q 0.02, 0.1
Turn-over rate Low: no turn-over

High: normal distribution (300, 300) seconds for lifespan
Injection percentage High: normal distribution (80%, 0%)

Low: injected to a single random object

of MALENA even when the data item lifespan method is used. This clearly
favors the other compared methods. The third component is the storage of the
Bayesian counters (i.e., C(aro, fin)’s and Cnew(aro, fin)’s). The size of this storage
straightly depends on the number of distinct (aro, fin) pairs that are received
by a moving object. Specifically, let Mmax be 1.5 × M = 150, that is, the max-
imum size aro in the system. Let Wmax be the maximum fin value that may
be received by an object. In our simulations Wmax is 15. Then the maximum
number of the C(aro, fin) counters (or Cnew(aro, fin)) is Mmax · Wmax . The size
of each counter is 2 bytes. Thus the space overhead of the Bayesian counters is
4 ·Mmax · Wmax = 9, 000 bytes. Thus we increased the database size by 9 data
items for PeopleNet, aro-ranking, and fin-ranking.

The communication overhead of MALENA results from the NIV’s attached
to the transmitted data items. The size of each NIV is 2 bytes, and there-
fore the communication overhead of MALENA is 2·M · q bytes (see Table I
for symbol interpretation) per transmission, or at most 20

3000 data items for a
3000-byte data item. We consider this overhead negligible for this data item
size.

Finally, let us discuss the computational overhead of the MALENA method.
It consists of two components. The first component is ranking in steps 2 and
7 of the method (see Section 3.2). Ranking of 100 keys takes at most 15,000
instructions, thus this component takes 30K instructions. The second compo-
nent is the computational cost for maintaining the tracking set (which takes
about 10 instructions per data item when the tracking set is accessed using
a hash-table), and the cost of the INSERT EXAMPLE procedure (which again
takes about 10 instructions per data item when a hash-table is used to access a
counter). Thus, the overhead of the second component is at most 2000 instruc-
tions, and overall the computational overhead of MALENA is less than 32K
instructions per data items exchange.

Now we estimate the time and the energy consumed by the MALENA compu-
tation. We consider a typical PDA system, namely Dell X50 with a 624 MHz Intel
PXA270 processor and a 1100 mAh, 3.7V Li-ion battery. Assuming that the CPU
processes one instruction per clock cycle, each instruction takes 1/(624×106) sec-
ond. Thus 32K instructions take less than 50 μs. In other words, each execution
of the MALENA computation takes less than 50 μs.

ACM Transactions on Autonomous and Adaptive Systems, Vol. 4, No. 4, Article 23, Publication date: November 2009.



P1: OJL

TAAS040A-23 ACM-TRANSACTION November 6, 2009 5:27

23:20 • B. Xu et al.

Now consider the total energy consumed by the MALENA computation at
a moving object throughout an 8-hour period. Since each moving object has
one exchange with each one of its neighbors per second, and on average each
moving object has 1.2 neighbors (see Section 4.2.1), each moving object has
1.2×28800 exchanges during the 8 hours. The CPU consumption is at most
5.3Watt [Dell 2009]. Thus the total energy consumed by the MALENA compu-
tation is at most 50 × 10−6 × 1.2 × 28800 × 5.3 = 9 Joules, that is, 0.06% of
the total battery capacity (3.7 × 1.1 × 3600 = 14652 Joules). It is noted that
the preceding calculation considers only the energy overhead introduced by the
MALENA method (for machine learning and ranking). It does not include the
overhead of the gossiping protocol itself, such as the communication energy, the
device and service discovery energy, and the extra energy costs of waking up a
sleeping kernel. Presumably, these energy costs are incurred by any gossiping
protocol.

4.2.3 Moving Objects Turnover. Each moving object has a lifespan deter-
mined by the simulation system. When the lifespan of an object O expires, its
database, tracking set, and Bayesian counters are reinitialized. This simulates
O exiting the system and a new object entering it. Thus the number of live
moving objects is fixed during a simulation run.

We consider two cases in terms of the lifespan. In the first case, the lifespan
of each object equals to the length of the time period of the whole simulation
run. This case is referred to as low turnover as it represents an environment
in which the set of moving objects is fixed, that is, no new objects join in the
system and no existing objects leave. Places such as conference halls or sports
stadiums are practical examples of low turnover environments. In the second
case, the lifespan of each object follows a normal distribution with the mean of
300 seconds and the standard deviation of 300 seconds. This case is referred to
as high turnover as it represents an environment in which objects frequently
join in and exit. Places such as train stations and airport terminals are examples
of high turnover environments.

4.2.4 Data Items Injection. In each simulation run f data items are pro-
duced every second. The number f is referred to as the data item production
rate. In the routing scenario, a destination for the data item is generated to-
gether with the item. The destination of a data item is randomly chosen from
the objects that have ever entered the system and the objects that will enter the
system in the future. When produced, the data item is injected instantaneously
to a percentage of moving objects which become its producers. We consider two
cases. In the first case, the data item is injected to a single moving object which
is randomly selected. This is referred to as the low injection case. It simulates,
for example, a matchmaking profile being generated by a single user. In the
second case, the percentage of moving objects that learn the data item follows a
normal distribution with the mean of 80% and the standard deviation of 20%.
This is referred to as high injection case. An example of a high injection case
would be where some users subscribe for stock quotes notifications or news
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alerts via the cellular network and then they share the information with other
users via peer-to-peer data dissemination.

All the system parameters and their values are listed in Table I. Each pa-
rameter configuration is run once to get the curve for that configuration.

Now let us justify that our communication setup is reasonable in the sense
that the bandwidth consumed by pairwise exchanges fits within the capacity
of Bluetooth. In our experiments, each moving object exchanges with each of
its neighbors at each second, each exchange is finished within 1 second, and
on average each moving object has 1.2 neighbors at any point in time. Since
the maximum database size is 150 and the transmission fraction is at most
0.1, each moving object communicates (transmitting and receiving) at most
3000bytes/item × 150items × 0.1 × 1.2 ×2 = 108 Kbytes = 864Kbits per second,
well within Bluetooth’s theoretical bandwidth limits. In other words, the whole
database can be transmitted within one second. And indeed all the iMotes
contact intervals are at least one second. In addition, in the iMotes traces, each
contact interval must have excluded the device discovery time and the service
discovery time because the contact interval started after the device and the
service are discovered.

4.3 Performance Measure

As the performance measure for comparison of the four methods we take a
combination of throughput and delivery-time; it averages the number of dis-
tinct data items received by a moving object within a certain time limit c. This
is similar to the way an academic department is evaluated according to the
percentage of its students that graduate within 4 years.

More specifically, the measure takes the average number of data items with
delivery-times smaller than c that are successfully delivered to a moving ob-
ject. In the routing scenario, only those data items those are addressed to
and received by the destination object are counted. This measure is called the
delivery-time bounded throughput, or throughput, and c is called the delivery-
time bound. By varying the value of c, we evaluate the throughput of a method
for different delivery-time constraints.

Finally we define the delivery-time of a data item R received at a moving
object O. Intuitively, the delivery-time interval starts at the time at which O is
introduced in the system or R is introduced, whichever is later, since both must
be present for O to receive R. The interval ends when O receives R. Formally,
let O receive a data item R for the first time at time t. If R is produced after
O is introduced in the system, then the delivery-time is the length of the time
period starting at the production-time of R and ending at time t; otherwise it
is the length of the time period starting at the time O is introduced and ending
at time t. This concept is illustrated by Figure 5.

Observe that it is possible to evaluate performance by other measures, such
as the probability that a data item is disseminated to all the moving objects
in the system, but we chose the more traditional throughput and delivery-time
measures.
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Fig. 5. Illustration of delivery-time calculation. Data items R1 and R2 are produced at times t1
and t2 respectively. Object A is introduced at time tA. The delivery-time of R1 is t1A − tA. The
delivery-time of R2 is t2A−t2.
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Fig. 6. Experiment 1: L/L environment for the Bluetooth scenario.

4.4 Simulation Results

In this section we discuss the results in the dissemination scenario. In Sections
4.4.1 and 4.4.2 we compare the four ranking methods in a low-turnover/low-
injection environment and a high-turnover/high-injection environment, respec-
tively. In Sections 4.4.3 and 4.4.4 we study the impact of transmission fraction
and data item size, respectively. We evaluate the impact of the communication
reliability in Appendix B. The results for the routing scenario are similar, thus
they are omitted. The results presented in Figures 6, 7, and 8 were obtained
using the data item lifespan tracking set bounding method. The results in all
the other figures were obtained using the global-DB-size method.

4.4.1 Low-Turnover/Low-Injection (L/L) Environment. Experiment 1
(Figure 6) shows the throughput as a function of the delivery-time bound for
different methods in the L/L environment for the Bluetooth scenario. Observe
that aro is a good indicator in the L/L case, as aro-ranking performs at least
three times better than fin-ranking, for the entire range of the delivery-time
bound. MALENA closely follows aro-ranking. Intuitively, in the L/L case, the
set of the moving objects in the system is fixed, and therefore a data item that
has stayed at a moving object for a long time is likely to be known by many
objects.

Observe that with MALENA, each moving object receives about 11,000 new
data items with delivery-times 60 minutes or less. On the other hand, two data
items are generated per second in the whole system. Thus, the performance of
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Fig. 8. Experiment 3: H/H environment for the Bluetooth scenario.

MALENA is 20% of the ideal case (i.e., when a central server is employed, and
it instantaneously broadcasts each new data item to all the moving objects; in
this case a moving object would have received 57600 data items). In addition,
75% of the data items received by MALENA are younger than 5 minutes, well
within reasonable limits for the applications considered.

Experiment 2 (Figure 7) shows the results with the Random Way-Point
(RWP) mobility model with 802.11 in the L/L case (Recall that with 802.11
each moving object has 18 neighbors on average, in contrast to 1.2 for the Blue-
tooth case). The comparison among the methods is similar to that with the
iMotes trace (Bluetooth) except that MALENA performs even better.

4.4.2 High-Turnover/High-Injection (H/H) Environment. Experiment 3
(Figure 8) shows the throughput as a function of the delivery-time bound for
the different methods in the H/H environment. Observe that fin is a good indi-
cator in the H/H case, as it performs much better than aro-ranking (by up to
30%). MALENA is almost as good as fin-ranking. The fact that the aro indicator
performs poorly can be explained as follows. Since the turnover rate is high,
even the old data items are “new” to the moving objects that have newly joined
in. On the other hand, since the injection percentage is high, “young” data items
are known to the moving objects that have been injected with them. Thus, aro
becomes a bad indicator of novelty.
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Fig. 9. Experiment 4: Low transmission fraction in the L/L environment for the Bluetooth scenario.

In terms of the delivery-time, observe that 95% of all the data items received
by MALENA are younger than 5 minutes.

4.4.3 Impact of the Transmission Fraction. Experiment 4 (Figure 9) dif-
fers from Experiment 1 (Figure 6) in the value of the transmission fraction (q).
Specifically, in Experiment 1 on average ten data items are exchanged per en-
counter, whereas in Experiment 4 two data items are exchanged per encounter.
It can be seen that the advantage of MALENA over PeopleNet is higher when
the transmission fraction is lower. This suggests that MALENA is particularly
useful in an environment where the available bandwidth and power are low.
Intuitively, when the transmission fraction is low, the prioritization becomes
more critical and random ranking suffers. The same can be observed in the
H/H environment.

4.4.4 Impact of the Data Item Size. In all the previous simulations, the size
of each data item is fixed to be 3000 bytes. In this subsection we vary the data
item size and study its impact to the performance of the ranking methods. First
let us discuss how we take the space and communication overhead of MALENA
into account in the simulations conducted in this subsection. We fix the size of
the database of MALENA to be 300K bytes. The space overhead of MALENA
is taken into account as described in Section 4.2.2, with M fixed to be 300K/L;
L is the data item size (excluding NIV).

The communication overhead of MALENA is taken into account as follows.
Denote the cardinality of a transmission set by k. For the MALENA method,
k = 300K·q/L. Since each transmitted data item is attached with a 2 byte NIV,
the communication overhead of MALENA is 2·k bytes per transmission, or
2·k/L data items. For aro-ranking, fin-ranking, and PeopleNet, k is increased
to compensate the communication overhead of MALENA. The increase is as
follows. When 2·k/L is greater than 1, k is increased by 	2 · k/L
 data items.
When 2·k/L is smaller than 1, for each transmission, k is increased by 1 with
probability 2·k/L.

Experiment 5 (Figure 10) corresponds to Experiment 1 in terms of
parameters-configuration, and shows the throughput as a function of the data
item size for the four methods in the Bluetooth L/L environment. The delivery-
time bound is fixed to be 900 seconds since the throughput of each method
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Fig. 10. Experiment 5: Impact of the data item size. L/L environment for the Bluetooth scenario.

except fin is stable beyond this bound. From Experiment 5 it can be seen that,
as the data item size decreases, the throughput increases for all the methods.
Furthermore, the advantage of MALENA over fin decreases as the data item
size decreases. This suggests that in a L/L environment, MALENA is particu-
larly useful when the data item size is big.

However, the difference between MALENA and aro or PeopleNet does not
change much with data item size. This is because the communication overhead
of MALENA remains very small even when the data item size is small. In
fact, MALENA only adds two bytes to each transmitted data item. Thus even
when the data item is 250 bytes (the smallest size tested), the communication
overhead of MALENA is only 2/250 = 0.8%.

Summary. In each environment MALENA comes close or exceeds the best
indicator for that environment. This is important since a moving object usually
does not know the parameters of its current environment, and furthermore,
they change over time.

5. NOVELTY RANKING IN PUSH-PULL GOSSIPING

In this section we study novelty ranking in another gossiping protocol, called
push-pull gossiping. Let W be the maximum number of bytes that can be
transmitted by a moving object O at each exchange, according to the band-
width/energy allocation. W is called the communication bound, and it is com-
puted based on the database size at O, the data item size, and the transmission
fraction, q. When O encounters a moving object A, a push-pull gossiping is ex-
ecuted as follows.

(1) O informs A what are the ids of the data items that O has ever seen. This
is done by O sending its tracking set (denoted TSO ) to A.

(2) Symmetrically O receives TSA the tracking set of A.
(3) O transmits to A the data items that are new to A, that is, those data items

whose ids do not appear in TSA. If all the data items that are new to A do
not fit the remaining transmission size (the remaining transmission size is
W−size(TSO ), where size(TSO ) is the size of TSO in number of bytes), then
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the data items are ranked according to their novelty probabilities and the
top ones that fit in W−size(TSO ) bytes are transmitted to A.

(4) Symmetrically O receives data items from A. O ranks the data items re-
ceived from A together with the data items in the database, and saves the
top MO data items in the database.

The rest of this section is organized as follows. In Section 5.1 we intro-
duce MALENA+2P, the push-pull version of MALENA. In Section 5.2 we com-
pare MALENA+2P and the push-pull versions of aro-ranking, fin-ranking, and
PeopleNet. We compare MALENA+2P with the push version of MALENA in
Appendix C.

5.1 MALENA+2P: The Push-Pull Version of MALENA

First, observe that MALENA does not attempt to estimate the probability of
novelty to the peer participating in the current encounter, but to a future en-
countered peer. Thus, the fact that the push-pull gossiping transmits only new
data items does not obviate the need for estimating novelty probability.

Second, observe that MALENA could be applied to the push-pull gossiping
without any changes. In other words, a moving object O creates examples and
trains the machine learning system Q (see Section 3.2) when O receives data
items from a peer A (after O informs A of its tracking set). However, there
is a drawback to this straight forward carry-over. Since A only transmits new
data items to O, all the examples created by O will be labeled as “new.” Thus
Q will be trained with only positive examples, instead of with both positive
and negative examples as in the push case. This may compromise the learning
capability of Q . In some cases it simply fails the machine learning system. For
example, the Bayesian method used in this article does not work when there
are only positive examples.

In this subsection we adjust MALENA such that it learns from both positive
and negative examples in the push-pull gossiping. The idea is that, instead
of O learning upon receiving data items from A, it learns upon receiving the
tracking set of A. Specifically, for each data item R in O ’s database, one example
is created using the NIV of R: the example is labeled as “new” if R is new to A
(i.e., the id of R does not appear in A’s tracking set); and “old” otherwise. We
call this method MALENA+2P and formally describe it next.

Similar to the MALENA method, the complexity of MALENA+2P is
O(MlogM), where M is the number of data items in the database.

Let us explain step 3, where the method increases the fin value by 1 for each
data item in O ’s database that is known by A. Observe that in the push-pull
gossiping, since a peer only transmits new data items to O, O will not receive a
data item R more than once. Thus the original definition of fin (i.e., the number
of times R is received) will give at most 1 for the value of fin, regardless of how
many peers encountered by O have known R before the encounters. This clearly
deviates from the purpose of the fin as a novelty indicator. In the MALENA+2P
we address this issue by redefining fin to be the number of times O has sighted
R ’s item-id in the tracking sets of the peers it has encountered. In step 3, the
method increases the fin value of R by one if it sights R in the tracking set of A.
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Algorithm 2. The MALENA+2P method, executed at a moving object O, when O en-
counters another moving object A.

1. Receive from A the tracking set TSA of A.
2. For each data item R in O ’s database and its NIV X,

a. Create an example (X, label) where label is “new” if the item-id of R appears in
TSA, and “old” otherwise.

b. Invoke INSERT EXAMPLE((X, label)) to add the example (X, label) to the
examples set.

c. If the item-id of R does not appear in TSA, mark R as “candidates for
transmission”.

3. For each item-id i in TSA, if i appears in the database of O, then update the NIV of
i (in O ’s database) by increasing its f in value by 1.

4. For each data item R marked as “candidates for transmission”, compute the novelty
probability using the machine learning system denoted Q . Then sort these data-
items in decreasing order based on their novelty probabilities, and select the top
k data items (i.e., k items with highest probabilities); the value of k is determined
by the data-item size and the remaining transmission size (recall that the remaining
transmission size is the communication bound W minus the size of O ’s tracking set).

5. Transmit the selected data-items to A
6. Transmit the tracking set of O to A and receive a set of data items from A. All the

received data items have the same aro, denoted arom, where arom = 1+ (the current
maximum aro in O ’s database). All the received data-items have fin = 1.

7. For each data-item R received from A, insert R ’s-item-id to the tracking set.
8. Sort the data items received from A in step 6 together with the data items in the

database, in decreasing order of their novelty probabilities (computed by the machine
learning system Q); save the top MO data items in the database.

9. The aro values of the remaining data items are adjusted to start from 1 and to
eliminate the gaps created by the data-items that did not fit in the database.

5.2 Comparison of MALENA+2P and the Push-Pull Versions of aro-ranking,
fin-ranking, and PeopleNet.

We conducted simulations to compare MALENA+2P, fin-ranking+2P, aro-
ranking+2P, and PeopleNet+2P where fin-ranking+2P, aro-ranking+2P, and
PeopleNet+2P are the push-pull versions of fin-ranking, aro-ranking, and Peo-
pleNet, respectively. For fin-ranking+2P, fin is defined to be the number of
times a moving object has sighted the item-id in the received tracking sets (see
Section 5.1). The simulation setup is similar to that for the push gossiping (see
Section 4.2). In Figures 11 and 12 we present the results.

Experiment 12 (Figure 11) shows the results in the low-turnover/low-
injection (L/L) case for one parameter configuration (the results with other
parameter configurations point to similar conclusions and are omitted due to
space considerations). Experiment 13 (Figure 12) corresponds to Experiment 3
in the push case in terms of parameters configuration, and shows the results
in the high-turnover/high-injection (H/H) case. From these experiments it can
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Fig. 11. Experiment 12: L/L environment for the Bluetooth scenario.
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Fig. 12. Experiment 13: H/H environment for the Bluetooth scenario. (Note that the curve of
fin-ranking+2P and that of PeopleNet+2P coincide).

be seen that, again, in each individual environment MALENA+2P approaches
or outperforms the best one.

6. RELATED WORK

Static-sensor databases. A database approach has been applied to static sensor
networks (see e.g., Yao and Gehrke [2003], Hellerstein et al. [2003], Muller and
Alonso [2006], Lian et al. [2005], Coman et al. [2005], Deligiannakis [2004],
Xu et al. [2005], and Kotidis [2005]). All these methods require that a cer-
tain routing structure, for example, a tree, be established in the network.
Each node aggregates the results returned by its downstream neighbors and
its own result, and forwards the aggregation result to its upstream neigh-
bor. However, in our environment, due to the dynamic/partitionable network
topology, such a structure is hard to maintain. MALENA relies on opportunis-
tic interactions between encountering mobile nodes and thus is disruption
tolerant.

Some works in static sensor networks involve negotiations between neigh-
boring sensors (see e.g., Medidi et al. [2005]). The objective is to ensure that the
data items wanted (i.e., unknown data items in our context) by the receiver are
transmitted. However, the negotiation considers only what items are new to the
receiver, whereas we consider what are likely to be new data items to future
encountered moving objects. In other words, we consider the utility to moving
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objects functioning as brokers, not consumers. In this article we assume that
the consumer function of devices is handled orthogonally and independently of
the broker function.

Novelty ranking. Previous work on dissemination in mobile ad hoc networks
and routing in disruption-tolerant networks has studied various heuristics for
ranking packets based on their novelty probability. For example, Ni et al. [1999]
propose two schemes, one using the number of times a packet has been re-
ceived at a node (i.e., fin), and another using the distance between the sender
and the receiver. Hayashi et al. [2003] and Burges et al. [2006] consider the
number of hops. Vahdat et al. [2000], Costa et al. [2004], and Chaintreau
et al. [2006] use FIFO (equivalent to arrival order). Thus, in each of these
schemes, a single individual novelty indicator is used. In contrast, our method
combines various indicators and it adapts to the environment via machine
learning.

In Burges et al. [2006], a node uses acknowledgements from destination
nodes to purge from its buffer those packets that have already been received
by their destinations. This method is designed for DTNs, that is, environments
in which a message is sent to a specific destination; but it does not work for
dissemination where the destination ids are not known a priori to the sender.
Our method is applicable for both cases.

Prioritization in mobile peer-to-peer data dissemination. Ranking data items
for memory (cache) management and bandwidth management in mobile peer-
to-peer networks has been studied in a number of works. In Motani et al. [2005]
and Wolfson et al. [2006a; 2006b] data items are ranked according to their
popularity and the assessment of popularity is enabled via the dissemination
of queries. In Wolfson et al. [2007] the rank of a data item is jointly determined
by its popularity and size. In Sailhan and Issarny [2002] the rank of a data
item is jointly determined by its popularity, reliability, and size. In Xu et al.
[2004] data items are ranked based on their spatio-temporal relevance. The
relevance indicates, for example, the probability that a parking slot reported
by the data item will be still available when the user reaches it. In Perich et
al. [2004], Hull et al. [2006], and Datta [2004] data items are ranked based
on an abstract utility function which is to be defined by specific applications.
Our present work does not compete with these methods. Instead, it adds an
orthogonal consideration, the novelty probability which, as mentioned in the
Introduction, can be combined with other priority metrics.

Resource discovery and publish/subscribe in mobile ad hoc networks. Re-
source discovery (e.g., Pucha et al. [2004] and Frank and Karl [2004]) and
publish/subscribe (e.g., Huang and Garcia-Molina [2004] and Zhang and Hu
[2005]) in mobile ad hoc networks are often implemented by building a routing
structure for resource information dissemination. Consequently they can be in-
efficient, particularly in networks that are prone to frequent topology changes
due to mobility and turnover. In such an environment, either a lot of communi-
cation has to be expended to keep the routing structure up to date, or the routing
structure rapidly becomes obsolete and misses many matches. Our method does
not rely on any routing structures and it adapts to the environment via machine
learning.
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Peer-to-peer networks. In current P2P networks (see e.g., Halevy et al. [2004]
and Balazinska et al. [2002]), the requester sends a query which is propagated
through a specific community (say Napster) and if a match is found, the re-
sponse is routed back to the requester. The main difference between static and
mobile P2P (sensor) networks is that in the mobile case nodes can communi-
cate only when they are in physical proximity, whereas static P2P networks are
not so constrained. This fundamental difference makes most static approaches
inapplicable. For example, Michel et al. [2006] also use the novelty concept to
reduce duplicate transmissions in a P2P environment. In their case, the ids of
the data items stored at each peer O are summarized by a synopsis. All the
synopses are published to a distributed directory. When another peer P issues
a query, P looks up the synopses and sends the query to the peers that have
minimum overlap in their synopses. This method clearly does not fit a mobile
environment, due to the overhead of directory maintenance and access, and the
constant change of synopses.

7. CONCLUSION AND FUTURE WORK

In this article we addressed the dissemination problem in which data items
are flooded to all the moving objects in a mobile ad hoc network. Dissemination
occurs via peer-to-peer communication using short-range wireless networks
such as 802.11. We first considered the problem in an environment where all
the trajectories of moving objects are known a priori at a centralized location.
We showed that if memory and bandwidth are bounded at moving objects, then
the problem of determining whether a set of data items can be disseminated to
all the moving objects is NP-complete; otherwise it is tractable.

We then proposed a method for dissemination of data items based on ma-
chine learning. The proposed method, MALENA, is used by each moving object
to prioritize data items in terms of their probabilities of being new to future
recipients. The machine learning system is progressively trained by received
data items.

We experimentally evaluated MALENA using Bayesian as the machine
learning system, and compared it with three other methods. For the gossip-
ing protocol we considered both push gossiping and push-pull gossiping. The
simulation used two inputs, one real and the other synthetic. The real one
was collected as Bluetooth sightings at a convention, and the synthetic one
was generated using the random-way-point modeling an 802.11 network. The
measure of comparison is new, combining the average number of data items
received by a moving object and their average age when received. The experi-
mental results show that in each individual environment MALENA approaches
or outperforms the best method for that environment and outperforms the in-
ferior one by up to five times. This is important since the best method depends
on the global environment, and the global environmental parameters change
and are usually not known to a moving object. The results hold for an applica-
tion that has become popular recently, disruption tolerant networks (see Burns
et al. [2005]), in which a data item is sent to a single destination rather than
disseminated.
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Much more research still needs to be carried out to determine the optimal
learning method for different gossiping protocols. For example, instead of a pair-
wise exchange, the moving objects may communicate by periodic broadcasts
(see, e.g., Wolfson et al. [2006b]). Does the same learning mechanism work
well in these gossiping protocols? Do other (than Bayesian) machine learning
techniques perform better?

In this article we studied how to transmit during a peer-to-peer interaction.
Another important issue is how much to transmit. In other words, if the total
bandwidths of the neighboring moving objects are not sufficient to exchange
all data items, how to allocate bandwidth among these objects? In recent work
[Wolfson et al. 2006b; Wolfson and Xu 2007] we addressed this issue. The gen-
eral approach is that each moving object dynamically adjusts the transmission
size based on the length of the period of time between subsequent peer-to-peer
interactions, to deliver reliably (i.e., without collisions) the maximum number
of data items.

In general, there can be many gossiping protocols and they can be compared
in terms of the dissemination performance, the amount of communication, and
the number of rounds of communication. However, developing all these gossip-
ing protocols and finding which is the best is clearly out of the scope of this
article. In this article we have shown that MALENA improves performance in
two gossiping protocols.

Another important future research issue is to augment MALENA such that it
adapts to a changing environment, for example, when an object moves from an
L/L environment to an H/H one. In machine learning, changing environments
are often handled by sliding windows of fixed or adaptive size on the training
data (see, e.g., Widmer and Kubat [1996] and Wang et al. [2003]) or by weighting
data or parts of the hypothesis according to their age and/or utility for the
prediction task (see, e.g., Taylor et al. [1997]).

APPENDIXES

A. PROOF OF THEOREM 2

THEOREM 2. Given bounds on memory and bandwidth for processors, the
MODD problem is NP-complete.

PROOF. The reduction is from the Multiprocessor Scheduling (MS) problem
(see Deligiannakis et al. [2004]). Given an instance of MS we create an MODD
instance as follows (the construction uses the Deligiannakis et al. [2004] nota-
tion for MS). We introduce a set S of objects, each corresponding to a processor
in MS; and a number of data items that is equal to the number of tasks. The
moving objects in S are always within transmission range of each other, and
each has infinite bandwidth. Then we introduce a new moving object s that is
not in S, it is static within the transmission range of all the moving objects in
S for the period of time 0 to D (but not afterwards), and it receives all the data
items at time 0. Due to bandwidth constraints, the time for s to send a data
item to a member of S is equal to the length of the corresponding task. It is easy
to show that the MS instance has a solution if and only if the MODD instance
has a solution.
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Fig. 13. Experiment 11: Impact of the communication reliability. L/L environment for the Blue-
tooth scenario.

B. IMPACT OF THE COMMUNICATION RELIABILITY

For all the experiments conducted so far, we assumed that the communication
is perfectly reliable and each exchange always succeeds. In this subsection we
study the case in which the communication is not reliable. Particularly, we
let each exchange succeed with probability p. If the exchange does not suc-
ceed, no data items are received by either of the two interacting moving ob-
jects. p is referred to as the communication reliability. p varies from 1% to
100%.

Experiment 11 (Figure 13) shows the impact of the communication relia-
bility in the L/L environment for the Bluetooth scenario. Figure 13(a) shows
the throughput of MALENA as a function of the delivery-time bound for var-
ious communication reliabilities. Figure 13(b) shows the performance of the
four methods as a function of the communication reliability, with the delivery-
time bound fixed to be 3600 seconds. From Figure 13(b) it can be seen that the
four curves are quite flat when the communication reliability is higher 30%.
This means that all the four methods are tolerant to communication failures.
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Particularly, when 50% of the exchanges fail, the throughput of MALENA drops
only 5%.

C. COMPARISON OF MALENA+2P AND MALENA

Observe that in MALENA+2P, two encountering moving objects exchange
tracking sets so that only the new data items are exchanged. In other words,
the communication cost of the data item exchange is reduced, but the tracking
set exchange is added. Presumably, when the size of each data item is big, then
the overhead of the tracking set communication is relatively small compared
to the reduction of data item communication, and MALENA+2P is efficient.
On the other hand, when the data item size is small, then MALENA+2P may
not be worthwhile. Our simulations results validated this intuition and further
identified the cut-off sizes (i.e., the data item sizes beyond which MALENA+2P
outperforms MALENA) for various parameter configurations. Figure 14 shows
throughput as a function of the data item size for MALENA+2P and MALENA
in a Bluetooth L/L environment. The delivery-time bound is fixed to be 600
seconds since the throughput of either method is stable beyond this bound.

From Experiment 14 (Figure 14) it can be seen that the cut-off size is about
600 bytes for the given parameter configuration. Observe that the throughput
of MALENA increases as the data item size decreases. This is because with
a smaller data item size, more data items can be stored in the database and
transmitted during an exchange. The behavior of MALENA+2P is a little bit
more intricate. The throughput of MALENA+2P increases as the data item
size decreases from 3000 bytes to 1500 bytes, and then it decreases as the
data item size decreases from 1500 bytes to 400 bytes. This is explained as
follows. When the data item size increases, two effects, positive and negative,
are generated. On one hand, more data items can be stored in the database and
be potentially transmitted; on the other hand, the overhead of the tracking set
exchange increases because there are more tuples in the tracking set (Recall
Section 3.2; the number of entries in the tracking set is proportional to the
number of tuples in the database). The increase of the tracking set leaves less
room for the data item exchange. Experiment 14 shows that the data item size
that optimally trades off these two effects is 1500 bytes.
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The cut-off size may vary depending on the environmental parameters such
as the transmission fraction and the data item production rate. For example,
for the parameter configuration used in Experiment 14, when the data-time
production rate ( f ) is changed from 2 to 10, the cut-off size is changed from
600 bytes to 300 bytes. Thus our simulation results enable the moving objects
to decide whether to use MALENA or MALENA+2P in a specific environment.
However, remember that whether to use push gossiping or push-pull gossiping
is an issue in selecting the dissemination algorithm, whereas the focus of the
article is the machine learning method which, as we have shown, can improve
either.
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