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Abstract. Software is being developed from off-the-shelf third party
components. The interface specification of such a component may be
under specified or may not fully match the user requirement. In this
paper, we address the problem of customizing such components to par-
ticular users. We achieve this by constructing a monitor that monitors
the component and detects any bad behaviors.

Construction of such monitors essentially involves synthesizing safety
properties that imply a given property that is obtained from the interface
specifications of the component and the goal specification of the user. We
present various methods for synthesizing such safety properties when the
given property is given by an automaton or a temporal logic formula.
We show that our methods are sound and complete. These results are
extensions of the results given in [11].

1 Introduction

The process of constructing software is undergoing rapid changes. Instead of a
monolithic software development within an organization, increasingly, software
is being assembled using third-party components (e.g., JavaBeans, .NET, etc.).
The developers have little knowledge of, and even less control over, the internals
of the components comprising the overall system.

One obstacle to composing agents is that current formal methods are mainly
concerned with “closed” systems that are built from the ground up. Such systems
are fully under the control of the user. Hence, problems arising from ill-specified
components can be resolved by a close inspection of the systems. When com-
posing agents use “off-the-shelf” ones, this is often no longer the case. Out of
consideration for proprietary information, or in order to simplify presentation,
companies may provide incomplete specifications. Worse, some agents may have
no description at all except one that can be obtained by experimentation. Even
if the component is completely specified, it may not fully satisfy the user require-
ments. Despite either of the cases, i.e., being ill-specified or mismatched-matched,
“off-the-shelf” components might still be attractive enough so that the designer
of a new service may wish to use them. In order to do so safely, the designer must
be able to deal with the possibility that these components may exhibit undesired
or unanticipated behavior, which could potentially compromise the correctness
and security of the new system.
� This work is supported in part by the NSF grants CCR-9988884 and CCR-0205365.

E.A. Emerson and K.S. Namjoshi (Eds.): VMCAI 2006, LNCS 3855, pp. 222–236, 2006.
c© Springer-Verlag Berlin Heidelberg 2006



Monitoring Off-the-Shelf Components 223

The main problem addressed in this paper is that of customizing ill-specified
or slightly mismatched off-the-shelf components for a particular user. We assume
that we are given the interface specification ΦI of the off-the-shelf component and
the goal specification Φ which denotes the user requirement. We want to design a
module M which runs in parallel with the off-the-shelf component and monitors
its executions. If the execution violates the user specification Φ then the monitor
M indicates this so that corrective action may be taken. Our customization only
consists of monitoring the executions. (Here we are assuming that violation of
Φ is not catastrophic and can be remedied by some other means provided it is
detected in time; for example, leakage of the credit card number in a business
transaction can be handled by alerting the credit card company.) See [11] for a
motivating example.

Our goal is to obtain a specification φ for the module M so that M composed
with the off-the-shelf component implies Φ. Further more, we want φ to be a
safety property since violations of such properties can be monitored. Once such
a specification φ is obtained as an automaton it is straight forward to construct
the monitor M . Essentially, M would run the automaton on the executions of
the off-the-shelf component and detect violations. Thus, given ΦI and Φ, our
goal is to synthesize a safety property φ so that ΦI ∧ φ → Φ, or equivalently
φ → (¬ΦI ∨ Φ), is a valid formula.

We considered the above problem in our previous work [11]. In that work,
we concentrated on obtaining φ as a deterministic Büchi automaton. There we
showed that while there is always some safety property φ that guarantees φ →
(¬ΦI ∨ Φ) (e.g., the trivially false property), in general, there is no “maximal”
such safety property. We also synthesized a family of safety properties φk, such
that the higher k is, the more “accurate” and costly to compute φk is. We
also defined a class of, possibly infinite state, deterministic bounded automata,
that accept the desired property φ. For these automata we proved a restricted
completeness result showing that if (¬ΦI ∨ Φ) is specified by a deterministic
Büchi automaton A and L(A) is the language accepted by A then for every
safety property S contained in L(A) there exists a bounded automaton that
accepts the S. (Actually, the paper [11] erroneously stated that this method is
complete in general; however, this was corrected in a revised version [12] claiming
only restricted completeness.)

In this paper we extend these earlier results as follows. We consider the cases
where ¬ΦI ∨ Φ is given as an automaton or as a LTL formula. For the former
case, when ¬ΦI ∨ Φ is described by an automaton, we describe two ways of
synthesizing the safety properties as a Büchi automaton B. The first method
assumes that the given automaton A is a non-deterministic Büchi automaton
and constructs a non-deterministic B from A by associating a counter with
each state. The constructed automaton is much simpler than the one given in
[11]. We also define a class of infinite state automata and show that all these
automata accept safety properties contained in L(A). We also prove a restricted
completeness result for this case.
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In the second method we assume that A is given as a deterministic Streett
automaton. For this case, we give the construction of a class of possibly infi-
nite state automata that accept safety properties contained in L(A). This con-
struction employs a pair of counters for each accepting pair in the accepting
condition of A. We show that this construction is sound and is also complete
when A is deterministic. Since deterministic Streett automata are more powerful
than deterministic Büchi automata, this method is provably more powerful than
the one given in [11]. Also, we can obtain a complete method for synthesizing
safety properties contained in the language of a given non-deterministic Büchi or
Streett automaton by systematically converting it into an equivalent determinis-
tic Streett automaton [14] and by employing the above method on the resulting
automaton.

In the case that ΦI , Φ, and hence ¬ΦI ∨Φ, are given as LTL formulas, we give
semantic and syntactic methods. The semantic method constructs the tableau,
from which it constructs a non-deterministic Büchi automaton that accepts the
desired safety property. The syntactic method converts the formula ¬ΦI ∨Φ into
another formula that specifies a safety property which implies ¬ΦI ∨ Φ.

Outline. Section 2 contains definitions, notation, and outlines some prior results
relevant to this work. Section 3 studies synthesis of safety from specifications
given by non-deterministic Büchi automata and shows a partial completeness
result. Section 4 studies synthesis of safety from specifications given by deter-
ministic Streett automata and shows a completeness result. Section 5 studies
synthesis of safety from specifications given by ltl formulae. Section 6 discusses
related literature, and we conclude in Section 7.

2 Preliminaries

Sequences. Let S be a finite set. Let σ = s0, s1, . . . be a possibly infinite sequence
over S. The length of σ, denoted as |σ|, is defined to be the number of elements
in σ if σ is finite, and ω otherwise. If α1 is a finite sequence and α2 is a either a
finite or a ω-sequence then α1α2 denotes the concatenation of the two sequences
in that order.

For integers i and j such that 0 ≤ i ≤ j < |σ|, σ[i, j] denotes the (finite)
sequence si, . . . sj . A prefix of σ is any σ[0, j] for j < |σ|. We denote the set of
σ’s prefixes by Pref (σ). Given an integer i, 0 ≤ i < |σ|, we denote by σ(i) the
suffix of σ that starts with si.

For an infinite sequence σ : s0, . . ., we denote by inf(σ) the set of S-elements
that occur in σ infinitely many times, i.e., inf(σ) = {s : si = s for infinitely
many i’s }.

Languages. A language L over a finite alphabet Σ is a set of finite or infinite
sequences over σ. When L consists only of infinite strings (sequences), we some-
times refer to it as an ω-language. For a language L, we denote the set of prefixes
of L by Pref (L), i.e.,

Pref (L) =
⋃

σ∈L

Pref (σ)
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Following [6, 2], an ω-language L is a safety property if for every σ ∈ Σ∞:

Pref (σ) ⊆ Pref (L) =⇒ σ ∈ L

i.e., L is a safety property if it is limit closed – for every ω-string σ, if every
prefix of σ is a prefix of some L-string, then σ must be an L-string.

Büchi Automata. A Büchi automaton (NBA for short) A on infinite strings is
described by a quintuple (Q, Σ, δ, q0, F ) where:

– Q is a finite set of states;
– Σ is a finite alphabet of symbols;
– δ : Q × Σ → 2Q is a transition function;
– q0 ∈ Q is an initial state;
– F ⊆ Q is a set of accepting states.

The generalized transition function δ∗ : Q × Σ∗ → 2Q is defined in the usual
way, i.e., for every state q, δ∗(q, ε) = {q}, and for any σ ∈ Σ∗ and a ∈ Σ,
δ∗(q, σa) = ∪q′∈δ∗(q,σ)δ(q′, a).

If for every (q, a) ∈ Q × Σ, |δ(q, a)| = 1, then A is called a deterministic Büchi
automaton (or DBA for short).

Let σ : a1, . . . be an infinite sequence over σ. A run r of A on σ is an infinite
sequence q0, . . . over Q such that:
– q0 = q0;
– for every i > 0, qi ∈ δ(qi−1, ai);

A run r on a Büchi automaton is accepting if inf(r) ∩ F 
= ∅. The automaton A
accepts the ω-string σ if it has an accepting run over σ (for the case of DBAs,
the automaton has a single run over σ). The language accepted by A, denoted by
L(A), is the set of ω-strings that A accepts. A language L′ is called ω-regular if
it is an ω-language that is accepted by some (possibly non-deterministic) Büchi
automaton.

A Büchi automaton A can also be used to define a regular automaton that
is just like A, only the acceptance condition of a run r is that its last state is
accepting. We denote the regular language accepted by the regular version of A
by Lf (A).

Infinite-state. Büchi automata are defined just like Büchi automata, only that
set of states may be infinite. We denote infinite-state DBAs by iDBAs, and
infinite-state NBAs by iNBAs.

Streett Automata. A Streett automaton S on infinite strings is described by a
quintuple (Q, Σ, δ, q0, F ) where Q, Σ, δ, and q0 are just like in Büchi automata,
and F is of the form ∪m

i=1(Ui, Vi) where each Ui, Vi ⊆ Q. A run r of S on
σ = a1, . . . is defined just like in the case of Büchi automaton. The run is
accepting if, for every i = 1, . . . , m, if inf(r) ∩ Ui 
= ∅ then inf(r) ∩ Vi 
= ∅, i.e.,
if some Ui states appears infinitely often in r, then some Vi states should also
appear infinitely often in r.

Every Büchi automaton can be converted into a deterministic Streett automa-
ton that recognizes the same ω-language ([14]).
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Linear-time Temporal Logic. We consider ltl formulae over a set of atomic propo-
sitions Π using the boolean connectives and the temporal operators © (next), U
(until), and W (weak until or unless). Let Σ = 2Π . We define a satisfiability re-
lation |= between infinite sequences over Σ by:

For a proposition p ∈ Π , σ |= p iff p ∈ σ0

σ |= φ ∨ ψ iff σ |= φ or σ |= ψ
σ |= ¬φ iff σ 
|= φ

σ |= © φ1 iff σ(1) |= φ1

σ |= φ1 U φ2 iff for some i ≥ 0, σ(i) |= φ2,
and for all j, 0 ≤ j < i, σ(j) |= φ1

σ |= φ1 W φ2 iff for some i ≥ 0, σ(i) |= φ1 ∧ φ2,
and for all j, 0 ≤ j < i, σ(j) |= φ1

Note that the semantics of the unless operator is slightly different than the
usual one, in requiring the φ1 to hold on the state where φ2 is first encountered.

For every ltl formula φ, we denote the set of atomic propositions that appear
in φ by Prop(φ), and the ω-language that φ defines, i.e., the set of infinite
sequences (models) that satisfy φ by L(φ).

Let φ be an ltl formula. We define the closure of φ, denoted by cl(φ) to
be the minimal set of formulae that is closed under negation and includes φ,
every subformula of φ, and for every subformula φ1 W φ2 of φ the formula
¬φ2 U ¬φ1. The atoms of φ, denoted by at(φ), is a subset of 2cl(φ)−∅ such that
each atom A ∈ at(φ) is a maximally consistent subset of cl(φ) where for every
ψ = φ1 W φ2 ∈ cl(φ), ψ ∈ A iff (¬φ2 U ¬φ1) 
∈ A. An initial atom is any atom
that contains φ. The tableau of φ, tab(φ), is a graph (at(φ), R) whose nodes are
at(φ), and a (A1, A2) ∈ R iff the following all hold:

For every © ψ ∈ cl(φ), © ψ ∈ A1 iff ψ ∈ A2
For every ψ1 U ψ2 ∈ cl(φ), ψ1 U ψ2 ∈ A1 iff ψ2 ∈ A1 or

ψ1 ∈ A1 and ψ1 U ψ2 ∈ A2
For every ψ1 W ψ2 ∈ cl(φ), ψ1 W ψ2 ∈ A1 iff ψ1, ψ2 ∈ A1 or

ψ1, ψ1 W ψ2 ∈ A2

It is known (e.g., [9]) that φ is satisfiable iff tab(φ) contains a path leading
from an initial atom into a maximally strongly connected component (MSCC)
C such that for every ψ1 U ψ2 ∈ A ∈ C, there is an atom B ∈ C such that
ψ2 ∈ B.(Such MSCCs are called “fulfilling.”) Similarly, it is also known (see,
e.g., [18, 3]) how to construct a NBA (and, consequently, a deterministic Streett
automaton) that recognizes L(φ).

3 Synthesizing Safety from Büchi Automata

In this section we study synthesis of safety properties from a given NBA. We fix
a (possibly non-deterministic) Büchi automaton A = (QA, Σ, δA, q0

A, FA). As
shown in [11], unless L(A) is already safety, there is no maximal safety property
that is contained in L(A) which is Büchi recognizable. We first show an infinite
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chain of safety properties that are all Büchi recognizable, each contained in the
next. We then present bounded Büchi automaton, an infinite-state version of
NBAs, and show that each accepts a safety property in L(A). We also show a
partial completeness result, namely, that if A is deterministic then each safety
property contained in L(A) is accepted by some bounded automata.

Both constructions, of the chain of Büchi automata and the bounded au-
tomata, are much simplified versions of their counterparts described in [11].

3.1 Synthesis of Safety into Büchi Automata

We define a chain of safety properties {Lk(A)}k>0 such that for every k, Lk(A) ⊆
L(A) and Lk(A) ⊆ Lk+1(A).

Let k > 0 be an integer. The ω-language Lk(A) is a subset of L(A), where
every string has an accepting A-run with the first accepting (FA) state appearing
within the first k states of the run, and any successive accepting states in the
run are separated by at most k states. Formally, w ∈ Lk(A) iff there exists an
accepting A run r0, . . . such that the set of indices I = {i ≥ 0 : ri ∈ FA} on w
satisfying the following condition: for some � < k, � ∈ I, and for every i ∈ I,
there is some j ∈ I such that i < j < i + k.

For k ≥ 0, let Bk : (Qk , Σ , δk , 〈q0
A, k − 1〉 , Qk) be a NBA where:

– Qk = QA × {0, 1, · · · , k − 1}
– 〈q′, i′〉 ∈ δk(〈q, i〉, a) iff

• i > 0, q 
∈ FA, and i′ = i − 1;
• i ≥ 0, q ∈ FA, and i′ = k − 1.

The automaton Bk simulates the possible runs of A on the input and uses a
modulo k counter to maintain the number of steps within which an accept-
ing state should be reached. Note that, when q 
∈ FA, there are no outgoing
transitions from the state 〈q, 0〉. Since all Bk-states are accepting states, L(Bk)
is a safety property. Also, from the construction it immediately follows that
L(Bk) = Lk(A). We therefore conclude:

Lemma 1. Lk(A) is a safety property, and L(Bk) = Lk(A).

3.2 Synthesis of Safety into Bounded Automata

The construction of the previous section is not complete in the sense that there
are always safety properties in L(A) that are not recognized by Ak. We introduce
bounded automata, a new type of Büchi automata, and show that (1) they only
recognize safety properties in L(A), and (2) when A is deterministic, they can
recognize every safety property contained in L(A).

Assume some (possible infinite) set Y . A bounded automaton over A using Y
is a (i)NBA described by a tuple N : (QN , Σ, δN , q0

N , FN ) where:

– QN ⊆ Y × QA × (N ∪ {∞}). Given a state qN = 〈r, q, i〉 ∈ QN , we refer to
r as the Y component of qN , to q as the A − state of qN , and to i as the
counter of qN ;
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– For every 〈r, q, i〉 ∈ QN , if (q′, r′, i′) ∈ δN (〈q, r, i〉, a) then the following all
hold:

• q′ ∈ δA(q, a);
• If i = ∞ then i′ = ∞;
• If q 
∈ FA, then i′ < i or i′ = ∞;

– q0
N is in Y × {q0

A} × N;
– FN = Y × QA × N.

Note that there are no outgoing from a state whose A-state is not in FA and
whose counter is 0. Also, once a run reaches a state with counter value ∞, it
remains in such states. Since the counters of states with non-accepting A-states
either decrease or become ∞, it follows that once a run reaches a rejecting state
(i.e., a state in QN \ FN ), it remains there. It thus follows from [16] that L(N )
is a safety property. Consider an accepting N run. Since the counters of states
can only decrease finitely many times from non-accepting A-states, it follows
that the run has infinitely many accepting A-states. Thus, its projection on the
A-states is an accepting A-run. We can therefore conclude:

Lemma 2. For a bounded automaton N over A, L(N ) is a safety property in
L(A).

Lemma 2 shows that bounded automata over A accept only safety properties
that are contained in L(A). We next identify the safety properties in L(A) that
bounded automata accept.

Recall that for a Büchi automaton A, Lf (A) is the regular language defined
by the regular version of A. Let S ⊆ L(A) be a safety property. Similarly to [11],
we define:

– For a sequence σ ∈ S and α ∈ Pref (σ), let min idx(σ, α) = min{|β| :
α β ∈ Lf(A) ∩ Pref (σ)};

– For any α ∈ Σ∗, let Z(α, S) = {min idx(σ, α) : σ ∈ S ∧ α ∈ Pref (σ)}

Note that if α ∈ Lf(A) ∩ Pref (σ), then min idx(α, a) = 0 and Z(α, S) = {0}.
Similarly, if α 
∈ Pref (S), then Z(α, S) = ∅. It is shown in [11] that for every
α ∈ Σ∗, Z(α, S) is finite.

For any α ∈ Σ∗, we define

idx (α, S) =
{

maxi∈Z(α,S){i} Z(α, S) 
= ∅
∞ otherwise

Thus, idx (α, S) ∈ N iff α ∈ Pref (S).
Let S ⊆ L(A) be a safety property. A bounded S-automaton over A is a

bounded automaton over A using Σ∗, of the form D : (QD, Σ, δD, q0
D, FD), where:

– QD = {〈α, q, i〉 : α ∈ Σ∗, q ∈ QA, i ∈ {idx (α, S)∞}};
– For every q 
∈ FA, if 〈α′, q′, i′〉 ∈ δD(〈α, q i〉, a) then the following all hold:

1. α′ = α a;
2. q′ ∈ δA(q, a);
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3. i′ =
{

idx (α a, S) if i 
= ∞ and idx (α a, S) < i
∞ otherwise

– q0
D = 〈ε, q0

A, idx(ε, S)〉.
– FD = Σ∗ × QA × N

Theorem 1 (Partial Completeness). For a safety property S ⊆ L(A),
L(D) ⊆ S, and if A is a deterministic automaton then L(D) = S.

Proof. For (1), We show that for any σ ∈ Σω, if σ 
∈ S, then σ 
∈ L(D). Assume
σ ∈ Σω \ S. Since S is a safety property, there exists an integer i such that
every prefix α ≺ σ, of length i or more, α 
∈ Pref (S). Consider such a prefix α.
Obviously, idx (α, S) = ∞. Hence, in any run, after reading α, the counter of
the state reached is ∞. It follows that σ 
∈ L(D).

For (2), assume that σ ∈ S. Define a sequence {pi}i≥0 over Σ∗ such that
p0 = ε and for every i > 0, pi = σ[0, i − 1], i.e., {pi}i≥0 is the sequence of σ’s
prefices. Since S ⊆ L(A), there exists an accepting A-run r0

A, · · · of A on σ.
Consider now the sequence of D states α = {〈pj, r

A
j , idx (pj , S)}j≥0. The first

element in α is q0
D. Consider now the case that A is deterministic. When the A

state of an α-state is A-accepting, its counter is 0; otherwise, the counter of the
next α-state is lower. Thus, α is a D-run. Finally, since σ ∈ S, every counter in
α is non-∞, thus D is accepting. ��
To see why the method is incomplete for general NBAs, consider the NBA A
described in Figure 1. Obviously, L(A) = L1 ∪ L2 where L1 = {aibΣω : i >
0} ∪ {aω} and L2 = {Σicω : i ≥ 0}. Note that L1 is generated by the sub-
automaton consisting of {q0, q1, q2, q3} and L2 is generated by the sub-automaton
consisting of {q0, q4, q5}. The language L1 is clearly a safety property, however,
the above method cannot generate L1, since any bounded automaton where the
value of the counter in the initial state is k can only accept the L1 strings of the
form {aibΣω : 0 < i ≤ k} ∪ {aω}.

a,b,c q

q qq

q q
0

25

4

3

1

c a a,b,c

a,b,c a

b

cc aa

Fig. 1. Automaton A

4 Synthesizing Safety from Streett Automata

In this section, we generalize the construction of the bounded automata of the
previous section into extended bounded automata for synthesizing safety proper-
ties contained in the language of a given Streett automaton (SA). We show that
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this construction is sound, and it is complete when the given automaton is a de-
terministic Streett Automaton (DSA). Since NBAs and SAs can be determinized
into an equivalent deterministic Streett automata (DSAs) [14], the construction
given in this section can be used to synthesize any safety property contained in
the language accepted by a given NBA or SA, thus giving a complete system for
these automata also.

Let A = (QA, Σ, δA, q0
A, FA) be a SA. Assume that FA = ∪m

i=1{(Ui, Vi)}.
Without loss of generality, assume that for every i = 1, . . . , m, Ui ∩ Vi = ∅. (If
Ui ∩Vi 
= ∅, then Ui can be replaced by Ui \Vi without impacting the recognized
language.)

Let Y be some (possibly infinite) set. An extended bounded automaton E over
A using Y is a (i)NBA (QE , Σ, δE, q0

E , FE) where:

– QE ⊆ Y × QA × (N ∪ {∞})(2m);
– For every R = 〈r, q, i1, j1, . . . , im, jm〉 ∈ QE and a ∈ Σ, if R′ ∈ δE(R, a)

where R′ = 〈r′, q′, i′1, j′1, . . . , i′m, j′m〉 the following all hold:
• q′ ∈ δA(q, a);
• For every k = 1, . . . , m:

1. If ik = ∞ then i′k = ∞ and if jk = ∞ then j′k = ∞;
2. if q′ ∈ Uk then, if ik > 0 then i′k < ik, and if ik = 0 then i′k = 0 and

j′k < jk.
3. q′ 
∈ (Uk ∪ Vk) then,if ik > 0 then i′k ≤ ik, and if ik = 0 then i′k = 0

and j′k ≤ jk.
– q0

E ∈ Y × {q0
A} × N

(2m);
– FE = Y × QA × N

(2m).

Extended bounded automata are similar to bounded automata. However, states
of extended bounded automata associate a pair of counters (ik, jk) for each ac-
cepting pair (Uk, Vk) in FA, and the transition function is different. Just like in
the case of bounded automata, when an extended automaton enters a reject-
ing state, it cannot re-enter an accepting state. It thus follows from [16] that
extended bonded automata can only recognize safety properties.

Consider an accepting run ρ = R1, . . . of E , where for every k ≥ 0, Rk =
〈rk, qk, ik,1, jk,1, . . . , ik,m, jk,m〉. For Q′ ⊆ QA and k ≥ 0, we say that a Q′-state
appears in Rk if qk ∈ Q′. Assume that for some � = [1..m], U� appears infinitely
many times in ρ’s states, and let k ≥ 0. Consider now the sequence of ik′,� for
k′ ≥ k. Since ρ is accepting, and there are infinitely many Rk′ where a U�-state
appears, ik′,� never increases until some V�-state appears, and decreases with
each appearance of of a U�-state. Once ik′,� becomes zero, the value of jk′,�

decrease with each appearance of a U�-state. Thus, a V� state must appear in
ρ after Rk. It thus follows that R, projected onto its QA-states, is an accepting
run of A. We can therefore conclude:

Theorem 2 (Soundness). For every extended bounded automaton E over A,
the language recognized by E is a safety property that is contained in L(A).

We now turn to prove completeness, i.e., we show that if A is deterministic
then every safety property in L(A) is recognized by some extended bounded
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automaton. We fix some safety property S ∈ L(A) and show it is recognized by
some extended bounded automaton.

For the proof we define and prove some properties of (finitely branching) infi-
nite labeled trees. For details on the definition and proofs see the complete ver-
sion of this paper in [15]. For space reasons, we only outline the main ideas here.

A tree is finitely branching if each node has finitely many children. Consider
a finitely branching tree T with a labeling function � from T ’s nodes that labels
each nodes with one of three (mutually disjoint) labels, lab1, lab2, and lab3.
An infinite path in T is acceptable with respect to � over (lab1, lab2, lab3) if
it either contains only finitely many nodes with lab1-labels (lab1-nodes), or
it contains infinitely many nodes with lab2 labels (lab2-nodes). The tree T is
acceptable with respect to � if each of its infinite paths is, and it is acceptable if
it is acceptable with respect to some labeling function as above.

A ranking function on T is a function associating each node with a non-
negative integer. Pair (ρ1, ρ2) of ranking functions is good if for every two nodes
n and n′ in T such that n is the parent of n′, the following hold:

1. If n′ is a lab1-node and ρ1(n) > 0 then ρ1(n) > ρ1(n′).
2. If n′ is a lab1-node and ρ1(n) = 0 then ρ1(n′) = 0 and ρ2(n) > ρ2(n′).
3. If n′ is a lab3-node and ρ1(n) > 0 then ρ1(n) ≥ ρ1(n′).
4. If n′ is a lab3-node and ρ1(n) = 0 then ρ1(n′) = 0 and ρ2(n) ≥ ρ2(n′).

Theorem 3. [15] A labeled finitely-branching tree T is acceptable iff there is a
good pair of ranking functions for it.

We can now prove the completeness theorem:

Theorem 4. Let A be a deterministic Streett automaton and S ⊆ L(A) be a safety
property. There exists an extended bounded automaton B such that L(B) = S.

Proof. Consider the finitely branching tree T whose set of nodes is {(α, q) : α ∈
Pref (S), q = δ∗A(q0

A, α)}, its root is (ε, q0
A), and for any two nodes n = (α, q)

and n′ = (α′, q′), n′ is a child of n iff for some a ∈ Σ, α′ = α a and q′ ∈ δA(q, a).
Then, for an infinite path π starting from the root, its projection on its second
component is an accepting run of A on the string which is the limit of its first
projection (on Pref (S)).

For every k = 1, . . . , m, let �k be a labeling of T by the labels u, v, and n
such that every Uk node in T (i.e., a node whose second component is in Uk)
is labeled with u, every Vk node is labeled with v, and every node that is in
neither Uk or Vk is labeled with n. It follows that T is acceptable with respect
to the labeling �k over (u,v,n).

It follows from Theorem 3 that for every k = 1, . . . , m, there exists a pair
(ρk,1, ρk,2) of ranking functions such that for every two nodes n = (α, q) and
n′ = (α′, q′) such that n is the parent of n′, the following all hold:

– If n′ is a Uk node then
• If ρk,1(n) > 0 then ρk,1(n′) < ρk,1(n);
• If ρk,1(n) = 0 then ρk,1(n′) = 0 and ρk,2(n′) < ρk,2(n);
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– If n′ is neither a Uk nor a Vk node, then
• If ρk,1(n) > 0 then ρk,1(n′) ≤ ρk,1(n);
• If ρk,1(n) = 0 then ρk,1(n′) = 0 and ρk,2(n′) ≤ ρk,2(n);

We now define an extended bounded automaton E = (QE , Σ, δE, q0
E , FE) where:

– For every (α, q, i1, j1, ..., im, jm) ∈ QE,
1. q = δ∗A(q0

A, α);
2. If (α, q) ∈ T then, for each k = 1, . . . , m, ik = ρk,1((α, q)) and jk =

ρk,2((α, q));
3. If (α, q) /∈ T then, for each k = 1, . . . , m, ik = jk = ∞. Note that this

definition guarantees that for every finite string α and A-state q, there
is a unique E-state whose first two coordinates are α and q.

– For every state R = (α, q, . . .) ∈ QE and symbol a ∈ Σ, δE(R, a) is the
unique QE state whose first two coordinates are α a and δA(q, a);

– q0
E , the initial state of E , is the unique state whose first two coordinates are

ε and q0
A;

– FE is the set of states such that for each k = 1, . . . , m, ik, jk 
= ∞.

From the properties of the ranking functions it now follows that L(E) = S. ��

5 Synthesizing Safety from Temporal Formulae

In Sections 3 and 4 we describe how to synthesize safety properties from NBAs
and SAs. In this section we discuss how to directly synthesize a safety property
from an ltl formula.

Let φ be a ltl formula. As discussed in Section 2, one can construct tab(φ) and
then an NBA, or a DSA, that recognizes L(φ), from which any of the approaches
described in Section 3 can be used. However, such approaches may drastically
alter tab(φ). In this section we describe two methods to obtain safety properties
from tab(φ) while preserving its structure. The first is semantics based, and
consists of augmentation to tab(φ). The second is syntactic based, and uses
tab(φ) for monitoring purposes.

5.1 A Semantic Approach

Let φ be an ltl formula and consider tab(φ) = (at(φ), R). We construct an
expanded version of the tableau. We outline the construction here and defer
formal description to the full version of the paper:

With each formula ψ = ψ1 U ψ2 ∈ cl(φ) we associate a counter cψ that can
be “active” or “inactive”. (Thus, we split atoms into new states, each containing
the atoms and the counters.) If (A1, A2) ∈ R, then in the new structure, if the
counter associated with ψ in A1 is non-zero and active, and ψ2 
∈ A2, then the
counter is decremented; if ψ2 ∈ A2, the counter becomes inactive. If the value
of the counter is zero, the transition is disabled. If the counter is inactive and
ψ ∈ A2, then the counter becomes active and is replenished to some constant k.
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An initial node of the expanded tableau is one which corresponds to an initial
atom, where only counters of U formulae that are in the node are active (and
set to k) and the others inactive. Obviously, a “good” path in the new structure
is one that starts at an initial node, and for every U formula in cl(φ), either the
counter of the formula is infinitely many often inactive, or it is infinitely often
equal to k.

In the full version of the paper we will show how the new structure defines a
NBA that accepts safety properties in L(φ).

5.2 A Syntactic Approach

Let φ be an ltl formula where all negations are at the level of propositions.
This is achieved by the following rewriting rules:

¬(ψ1 ∨ ψ2) =⇒ (¬ψ1 ∧ ¬ψ2) ¬(ψ1 ∧ ψ2) =⇒ (¬ψ1 ∨ ¬ψ2)
¬ © ψ =⇒ ©¬ψ ¬(ψ1 U ψ2) =⇒ (¬ψ2 W ¬ψ1)

¬(ψ1 W ψ2) =⇒ (¬ψ2 U ¬ψ1)

Let k be a positive integer. We construct an ltl formula φk by replacing each
sub-formula of the form ψ1 U ψ2 appearing φ with ψ1 U≤k ψ1 where U≤k is
the bounded until operator (i.e., U≤k guarantees its right-hand-side within k
steps.) The following theorem, which gives a syntactic method for synthesizing
safety properties, can be proven by induction on the length of φ. The monitor
for φk can thenb be built by obtaining its tableau.

Theorem 5. Let φ be a temporal formula, let k be positive integer, and let φk

be as defined above. Then L(φk) is a safety property which implies φ.

6 Related Work

As indicated in the introduction, in [11, 12] we studied the problem of synthe-
sizing safety from Büchi specifications and presented a solution that satisfies
restricted completeness in the sense that not all safety property can be syn-
thesized. The work here presents a solution that is both simpler and complete,
namely, given a NBA A, the construction here generates any safety property
that is in L(A). In addition, the work here presents synthesis of safety property
directly from ltl properties. These methods are much simpler than the ones
given in [11].

Similar in motivation to ours, but much different in the approach, is the work
in [13]. There, the interaction between the module and the interface is viewed as
a 2-player game, where the interface has a winning strategy if it can guarantee
that no matter what the module does, Φ is met while maintaining ΦI . The
work there only considers determinisic Büchi automata. The approach here is
to synthesize the interface behavior, expressed by (possibly) non-determinisic
automata, before constructing the module.

Some of the techniques we employ are somewhat reminiscent of techniques
used for verifying that a safety property described by a state machine satisfies a
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correctness specification given by an automaton or temporal logic. For example,
simulation relations/state-functions together with well-founded mappings [5, 1,
17] have been proposed in the literature for this purpose. Our bounded automata
use a form of well-founded mappings in the form of positive integer values that
are components of each state. (This is as it should be, since we need to use some
counters to ensure that an accepting state eventually appears.) However, here we
are not trying to establish the correctness of a given safety property defined by
a state machine, but rather, we are deriving safety properties that are contained
in the language of an automaton.

In [7, 8] Larsen et al propose a method for turning an implicit specification of
a component into an explicit one, i.e., given a context specification (there, a pro-
cess algebraic expression with a hole, where the desired components needs to be
plugged in) and an overall specification, they fully automatically derive a tempo-
ral safety property characterizing the set of all implementations which, together
with the given context, satisfy the overall specification. While this technique
has been developed for component synthesis, it can also be used for synthesiz-
ing optimal monitors in a setting where the interface specification ΦI and the
goal specification Φ are both safety properties. In this paper, we do not make
any assumptions on ΦI and Φ. They can be arbitrary properties specified in
temporal logic or by automata. We are aiming at exploiting liveness guarantees
of external components (contexts), in order to establish liveness properties of
the overall system under certain additional safety assumptions, which we can
run time check (monitor). This allows us to guarantee that the overall system
is as live as the context, as long as the constructed monitor does not cause an
alarm.

There has been much on monitoring violations of safety properties in dis-
tributed systems. In these works, the safety property is typically explicitly spec-
ified by the user. Our work is more on deriving safety properties from component
specifications than developing algorithms for monitoring given safety properties.
In this sense, the approach to use safety properties for monitoring that have been
automatically derived by observation using techniques adapted from automata
learning (see [4]) is closer in spirit to the technique here. Much attention has
since been spent in optimizing the automatic learning of the monitors [10]. How-
ever, the learned monitors play a different role: whereas the learned monitors
are good, but by no means complete, sensors for detecting unexpected anoma-
lies, the monitors derived with the techniques of this paper imply the specifying
property as long as the guarantees of the component provider are true.

7 Conclusions and Discussion

In this paper, we considered the problem of customizing a given, off-the-shelf,
reactive component to user requirements. In this process, we assume that the
reactive module’s external behavior is specified by a formula ΦI and the desired
goal specifications is given by a formula Φ. We presented methods for obtaining
a safety specification φ so that φ → (¬ΦI ∨Φ) by synthesizing (possibly infinite-
state) NBAs for monitoring off-the-shelf components.
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More specifically, we considered three different cases. The first one is when
(¬ΦI ∨ Φ) is given as a non-deterministic Büchi automaton. For this case, the
synthesized safety property is also given as a non-deterministic automaton. This
method is shown to to be sound and complete when the given automaton is
deterministic. This method is simpler than the one given in [11]. The second
case is when (¬ΦI ∨Φ) is given as a Streett automaton. In this case also, we gave
a sound method for synthesizing safety properties contained in the language of
the automaton, The method is also shown to be complete if the given automaton
is a deterministic Streett Automaton. Since every Büchi automaton and Streett
automaton can be converted algorithmically into an equivalent deterministic
Streett automaton, this method gives us a complete system for synthesizing
any safety property contained in the language of a given Büchi automaton or
Streett automaton. The last case is when ¬ΦI ∨ Φ is a LTL formula. In this
case, we outlined a semantic method that works directly with tableux associated
with formulae, without converting the tableux into automata. We also gave a
syntactic method for this.

For our automata to be useful, they should be recursive, i.e., their set of states
and their transition functions should be recursive functions. For monitoring pur-
poses we need not explicitly compute the automaton and keep it in memmory,
rather, we only need to maintain its current state and, whenever a new input
arrives, we can use the transition function to compute the next state. For a
non-dterministic automaton, we need to maintain the set of reachable states.
Because of finite non-determinism, this set will be finite and is also computed
on-the-fly after each input.

It is to be noted that the counters that are used only count down after occur-
rence of some input symbols. If the off-the-shelf component never responds, the
autoamton remains in its current (good) state and permits such computations.
This problem can be overcome by assuming that clock ticks are inputs to the
automaton as well, and allowing a counter to count down with (some or all)
clockticks. There are also other possible solutions to this problem.

We implemented a preliminary version of the method given in Section 3.
It will be interesting to implement the general version given in Section 4 and
apply it to practical problems. It will also be interesting to investigate how the
counter values, given in these constructions, can be computed as functions of
the history seen thus far. Real-time implementation of such systems need to be
further investigated.
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