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Abstract
This thesis presents an innovative approach to implementing a security enforce-

ment mechanism in the contexts of untrusted software systems, where a piece of
code in a base system may come from an untrusted third party. The key point
of the approach is that it is lightweight in the sense that it does not need an
additional policy language or extra tool. Instead, the approach uses the aspect-
oriented programming paradigm – a programmatic means to modify the behaviour
of an application based on aspects – to specify security policies and embed the
policies into untrusted software. As a result, security policies can be fine-grained
and application-specific, and can be inlined into the untrusted software without
modifying the base system, in order to detect and prevent unintended behaviour
of the software at runtime. The approach has been elaborated in two particular
untrusted software contexts in this thesis.

Firstly, we have developed the approach in the context of a vehicle software ar-
chitecture, where a third-party application can be installed and executed in a vehicle
system. We have shown that various classes of fine-grained security policies can be
specified and enforced in such a system by the approach. The security assurance
provided by the enforcement mechanism is promising for deployment in an exist-
ing vehicle software system. Furthermore, we have identified a number of potential
threats in the vehicle software architecture and developed countermeasures in terms
of security policies. We have demonstrated the deployment of countermeasures to
prevent possible attacks.

Secondly, we have studied web application security. We propose a novel enforce-
ment method called lightweight self-protecting JavaScript by applying the light-
weight approach in the context of web security. The method prevents or modifies
inappropriate behaviour of JavaScript execution in web pages by intercepting secu-
rity relevant API calls. Unlike other approaches to enforcing policies for JavaScript,
the enforcement and policy code are provided as a library and therefore do not re-
quire a modified browser. Furthermore, the approach does not employ runtime
parsing or transformation of code, and thus has low runtime overhead. We also
present an application of the method in the context of untrusted JavaScript such
as mashups by proposing a two-tier sandbox architecture in which untrusted Java-
Script code can be loaded and executed dynamically. The execution of untrusted
code is monitored by modular and fine-grained security policies defined via an
adaptation of self-protecting JavaScript to ensure security for the hosting page.
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